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Abstract

Abstract

Passwords remain the dominant form of user authentication, and will remain ir-
replaceable for the foreseeable future. The primary threat to password security comes
from password guessing attacks, which can be categorized into two types based on the
attack scenario: online guessing attacks and offline guessing attacks. Online guessing
attack is where an attacker directly guesses a user’s password by interacting with the
online authentication server via web browser or other authentication interfaces, often
with the number of allowed password guesses strictly limited. In offline guessing at-
tacks, an attacker employs dedicated password guessing software as well as hardware
to crack a user’s password locally, with time and computational resources the attacker

can afford as the only constraint.

To mitigate the threat of password guessing attacks, both academia and indus-
try have proposed a variety of password security defense techniques. On the front of
password strength, almost every respectable service deploys password strength meters
(PSMs) during user registration, which estimate the guessability of user-chosen pass-
words against password guessing attacks and provide timely strength feedback, thereby
guiding users toward choosing stronger passwords. On the front of protecting pass-
word vaults against offline master password guessing attacks, researchers have pro-
posed honey vault schemes based on honey encryption, which apply honey encryption
to password vaults stored in password managers, thereby enhancing the resistance of

encrypted password vaults to such offline guessing attacks.

However, the above password defense techniques often overlook the asymmetric
knowledge between attackers and defenders in real-world scenarios, and rarely provide
effective modeling of the attacker’s advantage caused by such asymmetry. In password
strength evaluation, most PSMs only consider the untargeted password guessing sce-
nario. In practice, an attacker can obtain passwords leaked from a user’s other accounts
and launch credential tweaking (password reuse) attacks by exploiting the user’s pass-
word reuse behavior; the accuracy of existing PSMs under this guessing scenario still
lacks systematic evaluation. In honey vault schemes, the password distribution mod-
eled by the defender’s probabilistic password model inevitably deviates from that of
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Abstract

real password vaults; an attacker can leverage auxiliary password datasets to better ap-
proximate the true password distribution, thereby exploiting this discrepancy to mount
more effective distinguishing attacks. How to systematically account for the attacker’s
asymmetric knowledge in these password defense techniques, so as to enhance their

security, still lacks systematic research and comprehensive solutions.

This thesis centers on modeling the attacker’s asymmetric knowledge in password
security defense techniques and enhancing the security of these techniques through con-
ditioned probability modelling of passwords. The main contributions of this thesis are

as follows:

1. An untargeted password strength meter using password reuse models.
Considering users’ password reuse behavior can improve the accuracy of pass-
word strength evaluation. Password reuse models, as conditional probability
models, are capable of accurately capturing password reuse behavior. How-
ever, these models require a user’s old password as input to condition the model,
making it difficult for defenders to employ such models without access to users’
prior passwords. Based on an analysis of password reuse behavior, this thesis
shows that users reuse not only their own old passwords, but also popular pass-
words. Building on this finding, we successfully leverage existing password
reuse models to capture users’ password reuse behavior towards popular pass-
words, and design an untargeted password strength meter. This meter requires
no access to users’ old passwords—it only needs a dictionary of popular pass-
words to condition the password reuse model, and can then effectively evaluate
the strength of user passwords under untargeted online guessing attacks.

2. A multi-purpose password strength meter based on user password behav-
ior. Through statistical analysis of large-scale real-world password datasets,
we recast users’ behavior of choosing weak passwords as popular-password
reuse behavior, and characterize the properties of and differences between this
reuse behavior and old-password reuse behavior. Based on these empirical ob-
servations, we design a concrete continual learning methodology for password
reuse models, and propose VersaPSE, a versatile password strength evaluation
framework. This framework applies continual learning to enable a password
reuse model to capture the two types of reuse behavior simultaneously, thereby
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Abstract

systematically transforming it into a multi-purpose password strength meter.
Through the VersaPSE framework, we have respectively transformed the KN-
NGuess, PointerGuess, Pass2Edit, PassBERT, and Pass2Path password reuse
models into five multi-purpose password strength meters. In our experimental
analysis, results, all five multi-purpose PSMs achieve state-of-the-art accuracy
under both credential tweaking attacks and untargeted password guessing at-
tacks, compared with existing PSM approaches.

3. A dual-conditioned adaptive honey password vault scheme based on prob-
ability distribution and semantic features. We employ vector-quantized vari-
ational autoencoders (VQ-VAESs) to design a VQ-adaptive password probabil-
ity model and a deep-learning-based password reuse mechanism, construct-
ing an adaptive deep-learning honey password vault scheme. This scheme uses
VQ-VAEs to map each password, according to its probability distribution and
semantic features, onto discrete latent vectors, and then uses these vectors to
condition a password probability model. In this way, the password probability
model encodes and decodes passwords within the password subspaces induced
by the discrete vectors, so that the sampled decoy passwords resemble the real
passwords in both distribution and semantics, thereby realizing adaptive pass-
word probability modeling. Security evaluation results under a series of distin-
guishing attacks based on distribution, semantic, and reuse features show that
the proposed honey password vault scheme outperforms all five existing honey

vault schemes in terms of security.

The above contributions leverage conditional probability models in password se-
curity defense techniques, specifically password strength evaluation and honey vault
schemes, thereby enabling the modeling of the attacker’s asymmetric knowledge, im-
proving the security that these techniques can provide in real-world scenarios.

Key Words: password security; password strength evaluation; honey vault schemes;

conditional probability model
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FCrp wy AT AR RIS 4 AR 2 58 ke 0 2 AR

16



B T A TAT R 0 114 B VP4 5

2.3.4 AELRHMEIEE RO SBE TR

[40

TRt OS@ETMHE.  12306-PSM™ A1 MS-PSM™ ™ 435 By 12306
R A RV BevE, F TR0 M DAl A o ER T K B A 11 4 i R VA
WIIET O PR GAT B VAL, IR BILWH FIRS LT, W
HEAf I v LAAR R L 5 114 3 5 VAL 28 1R 37 /KT hAh, — RAIWTFTLER M,
Zxevbn-PSM'™ & TV SR VI 5k SR I A SR BEVTA 28, 28 T Dk A
RT3 = A 11435 VA 45 R EAitPSM 3T LR, A B T
PRI EditPSM A b 38 3 7K P A5G HE AP B0

[63

BEF G #ERNOSBETMHE.  PCFG-PSM” JET PCFG M4 R R,
ORI B A AR 12 5 B EAT VAL, R PCFG 25 WSS 8 4 H 11 11 4 Hk
BN DA EE R AE . 7E PCFG-PSM HIJERE F, fuzzyPSM™ RS 0 % 1111
Je R SE AT AR X, ik PCFG AR AR5 17 50kl 32 1 /AN [ $idls 4 2 Tl 47
LER VAR AT A, MEMTAE PR 45 B N BE A% 25 FE ) P I A E AT . Ko
WFFCR Y, fuzzyPSM &IE4 0 1E BN MERIIAEE 17 A SRR g2 %,
¥ —F 0 EditPSM — B ZE T LLAL, AT LLJRIL EitPSM AR XS S8 T 22 A5 7R PR A 2
Tt

CNN-PSM #1 RNN-PSM.  CNN-PSM"" LT B 26 0 4 HEAT UE T, BEAS A
PE 14 (38 SCRFAE, &6 P 10445 A A7 o) IR i B2 S it AAE ot i, By
AT AR YE . RNN-PSM ! JUISE TR BRI 4%, 2 S0t T 3 TR % 3
(RS A A, SR 5 FEAR Hm 1A 28 B i L0 1 1 MR AR A iR B R, VA
. T BTS04 TR Pass2Edit ™ [RIREFIFT T iR 12 >
FR, ¥ = FHHARW SR 07 AT R, A0 TR T P R
2 S BRI R

LPSE.  LPSE™" 4 &SN/ 1145 — AT K. SRR I 114
AN ARABLRE ,  AH AL v W) 1 - B BE B R o 5 SEAHIETURAAR Y Pass2Edit 144
BT WAT A EAAT NI EditPSM 250 B VPl a8, A F RS T 114 F0
WAT VA2 I “PE B SRVPl 14808 . LPSE (3T B & 5 AW S04
(¥) EitPSM 1E4f A, BT LLRE LPSE 5 AW 94 ! () EditPSM #EATX L, A )
TR AT AT H R A 3 14 580 B DA 2 PR AR B 6 2 15 47 2K
PRy iR VT AL A A5 SE I P AT R BE AT, S ISR AR 1
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--- Linkedin
-=+ Yahoo
—— Dodonew
—— Sina
—— Weibo
-=- Gmail
2| — Tianya
--- Rockyou

--- Linkedin
-=- Yahoo
—— Dodonew

—— Sina
0.6/ — Weibo
-=- Gmail
—— Tianya
0.41 ---. Rockyou
—— Zhenai

o2 04 056 08 10 i 02 04 06 08 1.0

cosine similarity score césine similarity score
(a) BRI (b) M A

el 2.2 A AL 53 -
FmT ETRITOSHOSERITA

N TIREM RS ERAT N2, A5 O 8RR T — 2851
AR B AR SXARALE R PEAN P A 114 22 [R] AR AR AL -

. Yecq (count (pwa, g) + count (pwg, g))
sim (pWAvaB) =

- ’
\/Eecocount (pw, g), /T e count? (pwp, )

b, G224 pwa M pwg BIHFTAES IR MESR, count (pw,g) WK
N pw T TR g EH o Y RGZARLRE I HUE S R [0, 1], BORAREM
AR, SRJE, X TR AR, AT S e ma IR 1000 A
AR ARAT AT i, SRS BEAL G O 4R BT AR R ) 10000 S 114 53X 1000
ANGAT A B AT ARLRE VR 80 0 T REATH IR 14, B TR L 55 AT
A BIABLIE 5 SCAH 5 IXAN 4 5 BT 1000 ASHAT 4 (043 52 AU B KA
AN HCE SE BB LU O A 5 AT 0 A AR A in 2.2 . ml LA
GE, FAHEIRERIR DA, A8 50T 1A m AR .
E2.2(b) AR B, A AR R, H P 04 50T 1A AL % 4
A M ERAEAE 2 N, BRI IR A . A0, BRG] 4
Wi 2 K LI P AT A, 2R 3L 04 5 AT 1A s BEAE R

(2.6)

F£RHT HT Pass2Edit BIIEE R OSEE ({428

AT HEI T, AU EH P EHRATH A (B, ¥ 123456 1&
R 1234560 FETIX— I, AT DL I 114 5 AR R R AR B TR AT O
AW E AT A, JET AR 1A RS AL s YR ) 114 R P PEAL 4% o

H5E, AU E L Pass2Edit U HE M EAHRAT HATER-AT . 1
A BB I8 2 02X, BANEAXEEHAMRAN 4. A, H
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<123456, Alice123>

1
: ‘L:;::::: <abc123, Alice123>
123456 SIITTos Alicel23 |

<z <123456, wang123>
assword ~_ N’ o> wangl23 = -
5 RN = i <abc123, wang123>

I
I

I

i

i

' abc123 </: SNy - LetMeln

: PR ‘:l\‘ <letmein, LetMeln>
|

I

i

i

i

letmein -~ ™ p@ssword123
! <123456, p@ssword123>
|
< >
S IO S ! password, p@ssword123
] <abc123, p@ssword123>
FRAEE LT

AL X I ZREE

B 2.3 Y 0 Bt el id 4 BB I ZRER o N ZRER T IR 2 xH 8y
WA OSSR T B4, BRI A BLAE 2]
JUE HIRAT A2 TRAT A .

A F SR I rp 2% X0 F P el S ok R IH AR BRT 14, R A P
N4 AT A . 4 T ik Pass2Bdit 4% ) 7 F AT A BIAT N, ARFFURI A H
B IE LS P A FIRAT DA —RIN D AX . WE230R, 4HE—
ANAT H A2 ] SN 25 A g CRIH IR L 2l 48D, Il 2R
AT B AREAN 1 4, ABEFUREL S 3T 1 A3 S T AT 1 A AT A AL
T ARJE, EEUC AL S ELAARURE 43 0K T B thresh 1) k AN RAT
14, Ak AN EUHBURE 2> $ i T thresh RATIA A BliJE, X &k MFRATH
SRR AR kAN TN FIRRRES K2 5, AWFFCRI TR0 & —
RIS EXANGERT, AR S — NP A
H— A5 2 mEEARLRAT 114 . Pass2Edit B AR X 8 14 B 5, B
RIS P R FRAT DA TAT R

b5, AHFFER 2R A7 1Y) Pass2Edit A1/ 4 LR A AL, # 4 EditPSM 11
AU BV 2. 4 AR VFIN ] 1 a4, EditPSM ¥ H 5 R AT H 4 ] it
TRRAT 1B — BEAT AU oE 5, G IO TP AR BLRE de iy IO URAT 1 2. R
EditPSM $#& A GAT 1A 15 2% 1 7 12 Jrils 200 2 DR GRF41, F 9hi
B 5 R AE— AN IS T 20 G AR A 380 1) o 1) 45 SR A\ 2] Pass2Edit B b XK,
Pass2Edit I nJ 45 25— AN R E % . B b, RBP4l EditPSM
BRNRE— DGR t =1,0,...,EOS MR, RARRK, e 14
pwi BUAT 2 pwy BEHITR A SRR -

19



B T A TAT R 0 114 B VP4 5

Pr(pwi|pwz) = Pr(t1|pwi, pwi) X Pr(tz2|pwi, pwi“") X ... x Pr(EOS|pwy, pwi'™"),
2.7)
Horb, pwerr R g ERAE ¢ N 2] pwsy 13 BIH 4TI B 28 4. 1T pwy
FETAT A4, M Pr(pw |pwy) B, H P 04 pwy B2 MEBG. X2
R IXAN SRR A T Z T P 3T AT A pwa KRB pwy BIRER, A4
MR, R EIRAT B A i OB B B TR, A )
AR TE 1) 1455 U Tt B DA

<DEL, 1>: i #ff: mgﬁg\output-p(@u 1>)*p(<INS,’I’,1>)*p(<INS,’i’,2>)*p(<INS, e’ 3>)*p(<E0S>)=3.18 X 10-6‘
<abcl23,alcl23>: A4x | |

JF B RARAE R
o MR

I | I

I | I

| | |

! <DEL, 1> ---oomm- RN !

;*;j"{;g;ﬁ;;*; ************ I CUNCEE e |
| FEVEAS I I e [ R A

| alicel23 1 ~ISINS, 2> 1 |

! 17 <INS, ‘¢, 3> -------- i e L L B R E] DR ‘

! i <EOS> "7 R S ] e il 1

| 123456 ab0123 | ¥ 1

| | 0 |

 lpsviod] i | | 1| N S P | W

} abcl23 ﬁ%?‘bﬁ‘ﬁﬂlf ‘ } <abc123, abc123> ! } E T - T b= T =l T - T - }

w N EEE RS ) bc123, amc123> ! |

| letmein i i ~abe ame \M\> !

eVIR 2L S A 1]

i | <ab0123,al(‘t123> ]7 Pass2Edit{R & 2 2] 114 5 AR i

1 } } <abmc123, alic123> } i I

! mm il it ' : | B2 (19 Pass2Edit ! w

} } I <abmKc123, alice123> } } }

. W zwmmemss L |

AHABLRE VC i FiAb MR A3 AT 4L

Kl 2.4 FH Pass2Edit B4 EditPSM 1114 5 B PFAL 2% o

EART LIFITEER
2.6.1 LINIFZ=RTE

F T 2 S e TR AR LR R R i A I B e K A SRR AY BT
HUIUAT BRI AR IR 10% Yk VAR5 AE g 70 25 AR 5 1) 11 405 D (R B . St
FELR AR 1) A5 ek PR Bt 2 20T L2y g LUR K
TWHLRFE SR E . AN, BETEE. SCRAINF D MBdi g, 7T LA
S AR R 0 I ek 2 BT R AT SR AN HARI s . B E ARG M A0 A
RPN T HARAT D450 8ot %, 7T DAL LS 1 S MR 0 A, 1%
WERBEJFZE 2R AR50, BETAE B P S B8 e (0 AR . X
FHam I JEB 50 IRTE ) B B 2 e T BEAEAE R, B ROIR W,
Vi % st FIR 325 F (141 Yahoo 1 Twitter' ) AN il ittt % T 0 A P
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W30, BB ] LUE BRI PR s 1 & oA . TP
EditPSM AL & AT 12 5 5 VP Al g 5 177 1080 26 30 S0 3 78 23 1) B0t 25 I ) 915 080 R
R, AWFFCRKH] Wang 55 NAE 2023 E5E IV 75 7EREN IR 12 Hodl 4:
B, HELE DR VP A T DA R, RS TS WSpearman )
55,
RENBRAMITEE . X TR A MRSk ud, HIoike 258 i i Hbx
3t S UGERGE TP IO o XK F RS, A
FEMG S AL AT A B I8, Rn] e dE L H bR Ml B AiE R G i H P a4
o)A N TR AT FRYE A, AWEFCR H Wang 28 NP BT %€, RIYE
WA L REALIE I 10* 1) VA REATIR, IR UF 5% 1 A 5B VEAG 2 A0 VA I 28
1458 FE I8 ) WS pearman {8 -

AREAFH] 10 AN ELSE B, M T 6 DAFK B AR5, U
3 M PN 12 58 B T A 8 0 TR S8 56 0 R 78 40 R R A B P 2R 80k 2 1) PR A7
Peo ne2.3017R, AP SRSCHANES Earalweort 7 3 ANl . FHE
B 5 A2 s E VAL A T A I ZREE, AWTSURH] Wang 25 A6 s
2 ARG PERRR A )T ST Tianya FI1 Rockyou £ 4E4E Ky
D e = OB [ e S

R 2.3 LA am VPl A% 0] A I A il B e £
Wi # | WS | IRt A | IZREE BY | A AR

1 Zhenai Weibo
2 Hh Tianya Weibo Sina

3 Weibo Dodonew
4 Phpbb Linkedin
5 eI Rockyou Gmail Yahoo
6 Yahoo Gmail

* Y ZHIRAE B X fuzzyPSM© " 1 FH, HL 54 i /AR [ 14
B AR B A 2 AR E T P AT R

2.6.2 #RMFEEROSHEMNBEHILILLER

BT S, AR AN A I RT3 i 2 s BE PP SR A B, EditPSM HY
HERRE T o 5 DM ST (19 1 A SR BEPPAL 2R304 T LI, AR F 4 1) EditPSM
ST 12306-PSM™ Rl MS-PSM™ . HLEATT Wi 2,61 2.8 5%, AR
12306-PSM F1 MS-PSM,  {EHRAHISE 56 H1R 78 4> FI R 1 A BRI R B i 7 50 R
EditPSM 1E & AMbr &Pk A4 AT B ) WS pearman {55 3PP $ETE T 0.222 F
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0% 107 10°
top k passwords in the test set

(a) #1, Tianya— Weibo

o L o 1 2 100

5 b5 5

G 075 G 0.75 G 075

E £ E

3 os0 S o050 3 os0

Q O o P

£ 025 c 025 c 025 & =

E o000 E 000 E o000

& © &

3 3 3

8-025 &-025 S-025

g -0s0 B -0s0 g -0s0

= = =

2-075 2-075 2-075

EN = s g = g = s
1.09 T 109 104 109 10*

10° 107 10
top k passwords in the test set

107 0% 10°
top k passwords in the test set

(b) #2, Tianya—Sina

10° 107 10°
top k passwords in the test set

o L o L o L
g g g

g b g

G 075 G 075 G 075
g % g

2 o050 2 050 2 050
o (I W\ TS e o o

c 025 c 025 —_— c 025
5 T X Yoront L ]

E o000 E 000 E o000
© 5 s

3 b 3

Q. —0.25- Q-0.25 Q-0.25
& & &

T -0s0 B-0s0 § 050
£ b= b=
9-075 ©-0.75 9-075
] ] 2

= 109 To* = —Loggs To —1.09

(c) #3, Tianya—Dodonew

10T 107 10°
top k passwords in the test set

(d) #4, Rockyou—Gmail (e) #5, Rockyou—Linkedin (f) #6, Rockyou— Yahoo

B 2.5 HRAH G K SN VTS 70 Bl 5 (R S 4 45 R

032 - 001 016 - 0.04 #] 055 002 027 00 002 028 002 011 -004 026 003 002 038 -0.02 -
4 006 006 008 003 -024 007 #2{ 015 008 002 006 001 015 007 044 008 016 028 011 014 011 006 052 e
. X . 06 051 | #3f 025 00 016 -0.02 008 003 -0.02 #3{ 016 002 04 005 012 025 -001 05
wal 008 001 003 004 021 006 035 s 008 -006 -018 001 00 -015 009 038 | s 015 02 014 008 -006 027 -001 055
#s{ 011 008 | 057 008 007 034 008 036 s{ 033 01 -016 006 -0.01 -028 009 012 | #s{ 021 009 016 009 -004 024 002 063
#6] 017 002 008 01 00 003 008 - #6] 035 002 -003 003 011 -009 004 026 | 4| 025 -0.16 031 -008 -0.04 - 012 032 —05
CNN'PSM_fuzzyPSM 12306-PSM PCFG-PSM bn  LPSE RNNPSM  Ms-PSM CANTPSM X NS MSPSM NPs SMaxcubn  LPSE  RNN.PSM  MS-PSM

(a) Rank= 10. (b) Rank= 107 (c) Rank= 10%.

K 2.6 LEANA AR G PR HESA A7 & AN W Spearman 5383 J7 6
0.6833. [AIINf, Wi 2.6 Fi%, EditPSM 5 zxcvbn™ T Mb SRR TE Fe A 1 114
SREE VAL RS PEREAN Y, JF HAEERIAR 204 (RIHEAFE 10 F1 102 2Z 0]
14, ZILE2.8) I, “FHHETFT 0.045,

X155 T ALY B & ) 1 i S vRAG 4%, 7T LU HH EditPSM 1R B2 20
T LPSE™: 7RI 3 bkt A HEZ A E b, EditPSM [f) WSpearman {EF-
BHRTET 0175, AT T3 T8 vk 248 ) PCFG-PSM' ", 118l 2.5 il 2.6 i
7K, EditPSM 7EHRAE S5 50 R AR 4 I BUh & I, AR &P &P 2 HEA Bl
10.047 ERTE: M AEARAE BE ) A PR B # N, EditPSM (1) W Spearman {E AR,
SEHL T 0.0029 (FEFETE. BARM S, Wil 2.8 frzr, EditPSM {E rank = 10 4t
[F1°F-3) WSpearman X PCFG-PSM f5 i 0.137, X 3R H] EditPSM TR H IR & 2
AFARAE—EFLSE LLZAR T PCFG-PSM 25 G5 24 A 10 T s 1 3 48 45 1) A

AN, AW IR EAitPSM 5 P9 AN 36 TR B2 2% ) 1 14 5 B2 PP Al s (I
CNN-PSM™" Al RNN-PSM"™*") #E47 Lids. Wil 2.8 1 2.6 Jifors, 16EdE TR & 2%
SH A s R PPl #e T, EditPSM RILEAE. B Ak YL, EditPSM {EAUVEPI2E I
hH I, AERTE IR T CNN-PSM™, 75 % ARG 1 A HEZ B _E S84
FFT 0.18. [lid, EditPSM Lt RNN-PSM"" HLA7 W i (0 uERfitE, SB0 T 0.032 (1
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1.

0% 107 10°
top k passwords in the test set

(a) #1, Tianya—Weibo

10° 107 10
top k passwords in the test set

107 0% 10°
top k passwords in the test set

(b) #2, Tianya—Sina

10° 107 10°
top k passwords in the test set

€ e €

I} I3} I3}

G 075 G 075 G 075

g % g

2 050 2 050 2 050

o o o

c 025 c 025 c 025

& T 5

E o000 E 000 E o000

© © ©

3 3 3

Q. —0.25- Q-0.25 Q-0.25

a &a a

T -0s0 B-0s0 § 050

£ £ £

9-075 ©-0.75 9-075

g — s g — s g — s

~10969 104 ~109g7 To* ~109g9 104

" o L
5 | 5
S 075, G 075
E | E
§ 0.501} g 0.50
c 025{% c 025
& ! &
E o00f | E o000
§ 1t g
- ! -
G0250 4 S-025
g-os0 | B -0s0
< N <
©-075 # . ©-0.75
g VLS " g
~109g9 1 ~10907 jt ~109g9 104

10T 107 10°
top k passwords in the test set

(c) #3, Tianya—Dodonew

10T 107 10°
top k passwords in the test set

(d) #4, Rockyou—Gmail (e) #5, Rockyou—Linkedin (f) #6, Rockyou— Yahoo

B 2.7 SRAEE AT BR U S g 4 2R

10
0o o004 | 085 ool 001 001 003 w05 o1s - 001 -001
. _ -0.03 023 003 - 035 001 wf 000 016 o013 01 [Jos 05
. . 013 004 018 wf 025 009 | 057 o016 032 026 00 sl 008 007 046 00 024 00
g 06 001 013 003 011 007 008 -013 004 sl 01 012 o011 002 -004 ’
ss| 002 028 005 018 021 031 033 s 015 01 003 017 -0.09 es| 005 014 012 -018 -009 “o0s
vl 016 029 01 022 - 027 036 #s| 003 017 038 013 -0.37 - 0.02 +6{ 006 042 00 006 033 035 021 -0.07
TuzmiPSH 12306-PSM PCFGPSH  sxcbn | LPSE  RNNPSM M5 PSM e 30GPSM PCFGPSM b LPSE  RANPSM M-S W furzyPSM 12306 PSM PCRGPSM  zacvin e 10

(a) Rank= 10. (b) Rank= 102 (c) Rank= 10%.
2.8 TEANFIAR & PEHE A AL E I AHRT W Spearman 53 5T K

WSpearman &7t . EIREIREN], AT K EditPSM £ R 5 > BORVE
il A SRPBEIN,  LEBAT (R R B 27 o 14 5B VP AS U7 58 S v o

1A Wang % N (0BFFT, fuzzyPSM S F 5 105 A Wi 1l o i 11 43
JEVHAG 28 2 o 5 fuzzyPSM AH LG, AFEHEH I EditPSM [FIAE B AA 2 103
W25 M1 2.6 firor, EAVESELR AR S 0 K BUL# N, A4 H ) EditPSM 52
BLT LE fuzzyPSM™" e IHERPE, 76T BAR S TE 1A HES 1169 WSpearman
SFRIFTE T 0.02540 ABFTUNN, X — 45 T LUHI) T AT i th 0osr oK %
2. EditPSM ] DLR 52 50 4t ks FE 1R F A )2 T S FHAT A, 1 fuzzyPSM AR T B %% 2]
(1 B A SR T P 0 2 T IAT Oy, FORLFE AR, M LURS HE 20 1 ] 7 52 2= 1)
A EHAT N
2.6.3 RENEREIT(A

G B R B 2 SR B G v R e ke a5 v, TR B 2 1)) 0t R
FAEAE ], AWK EditPSM. (138 473 B AN o5 FAARRURT I AT (1925 T VR B 2% 2]
B A 5m PG 28 AT T Hhak. k240178, AW AE HL 9Kk NVIDIA GeForce
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—

RTX 3090 GPU /3 513247 T EditPSM fil CNN-PSM. RNN-PSM, ic3% T HL#fE
PR RIS i 5 By FH R ) o RHIAT FRIR B 2% 2] VA iR FE VAL 2 A L,
AWFFCBETE I EditPSM T v FH B AE 6 23 (R g /N, [ IS)REREAS 114 i 5 B2
BIHERL S AL B T 280 . HE T LA ESRIGSE R, LU EditPSM T i 147
2% ) RN FHL TR0 T2 K 2 HOH T 5 R R 1), WP IE B T AR % i W
WA LB KR

F 2.4 BETIREES: SJ 0 1A 5 BEDPAN 4 AR 7 B R B 3k

H2 R Pl | BTV e i 1K | B ol 75 RN

EditPSM 2.71ms 8.63MB
CNN-PSM™ 4.74ms 88.4MB
RNN-PSM™ 1.72ms 8.77MB

FtT KENEH

PEAEE B, AHETUE MR T afar 455 A 14 R R ERY U A8 5 1) 47 0 4
i R AR X — ) . AWFSCE I W i A T AT, AR
LS O AR LRI A E R IH O 4, EaEARAT 04, S b
T HAEIAT R BT IX - RBERIL, AHFITEE P P A 55
A AT AT ] DL E AT H A AT 3T 2 . BES, ARERAH
Pass2Edit 14 A, i T EditPSM 1450 & VPl #%, JLRERS A Rl #e
FUE AT DA AT A, JEMTVPAL AR E R IS T 5 .

T I AR R S, AN SO AR 4 HH 1) BditPSM S5 LA 1 — R R
AR FEPEAL A8, 7R M) DA S PR I 50 AT T RGPEMXS L. SR &5
KAL), EditPSM fEBLAT 1) 125 BEPRAl dsh, HERAIE D283 T bk, K
BORIARRR ., O FE L QWP B B T R % 7 i i LB # B8 i e RR SR
LB L S YR 104 AR N H TE e ) A SRR, A2 e
1455 DAl B I e T E B8 T 2k Atl,  AH OGN 20K A2 50 = m b T A 2.
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= 2N I VLA I B

=8 SUEALEETHEBRIT

5 M Bk A7 AE 22 BRI . ] e vk RES A2 AN RS I e ey o 5 B VRO
SV EEKI 2 DD RE 1 ol FE DAL 4%, A 1114 0 B2 PP A% 2% 7 S22 1 1 PO B 2 ) At
ANEE L E G N P SR 0 & BERIAT N R R L 2253 Uk, Tl Hr 2k ]
PR, RGUEHOS BUAT 9 10 4 BB R BEAT s, A4 S RS (W] IR KA AR 52 ) 1
DRI 1 H B 2 DhRE 1 2 5 5 PPl 4% o

F—T HRE=R

AR M BGEAFAE 2 AN AR, A —Fh Bk #5450 28 20— i 55 1
FUEAAT Ao i, A ) A I B R R TR e A 59 1A AT A
(U] 123456 5% password X855 114, A HBGERWAIH T H A4 &
AT Candk T IH 114 nankai520 KEIEHT 114 Nankai5200) . XEEA R RIS
14 N Bt % F RE BSR4 I I 55 VAT A AFAE 2200, BT RE G R AR 11 11 4t A7
fE2E 50 B, Al ) A5 D0 0ok 8K g 114 G5 AL AR (7 B B8 AT I
L, HGFE AR R KERK. S5 TMNERHP D4 RFTLH;
Mk, DAEMBEEET M IH 04, Bt 5 04 b2 7ok 1
ITEVASEI, R REE AR 4 b AR S 4%, (H5 1H DA AR LR 3 s A AL 1 11
%o BN, yifeizhang2026nankail23 J& T 14, SRR 2%, AHAEE 104
K0 Bk e LARE A s AR G B 1 3REC T %M P I 14 yifeizhang2026nankais
5L AT LA T S 28 M A 14 T Bo A JLOR . TR, BSIEtH S Mo
20 [ A 2 0 A5 I By, AR AR RS AE 59 144724, DU AT fg
P A "

SR, R AR BEVEAL A8, R IR S A & e AN RINESS 4T R Ad
FHAS R AR 8 FV A5 I Bt i B A ek 7, RN ER T, 124 ik, AR5
Il S 0 A A HY B 88 A0k ) B AN [) 11 A A5 00 B0 1 11 4 5 88 [ VT i 77
%o XEBLERY, WA mEVHE S, W RAZEAER VP AL AR — A
AAE BT T 11 A SR, DA I A R $i2 X — 1A W B0 B R FE it 5
AT o AR, T B R RIS IR VA S I Tt i, ) 55 (] B o v e A
ARSI a1 AT A, ARG R — AR RS . —Jrm, Hay
KA — K Ge 8 [ I PEA RIESS O 24T AR, B TarGuess-III~1V F&74
R AR, XA 5 I 2 K (2GB BAED, ARFIT
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= 2N I VLA I B

PEHOE A 2 VPG A% s S U7 IL, W SR 2 AR R 3 ) i AR AN R Mg 55
AT, WS RAN T SEAAAAE T4 o T A5 P B AN 20 [ I S A 22 o
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o BETHRITFIME., ARFIET KB S E 5, 0w 4 AT h I
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FEAEE AT DA AT R, H P BEHWAT B A AT A HEE A IH A AT R
SORJE AR, PGS A RAT A Lot — M AT . X =5k
GEIRN S EEHRF A AT N T ENRIER, O 2 D)RE 1 s VP AL A K T
P T TR

s REMRITIRNE AR, AESGETIHE A AT H A W H 2= H]
AT AR IR B M e S5 D7 ) 22 5, St 1A R R 2 I 25
A B AR — RIR I, RE T IIZRIE MR B 5 ) 1 4 S5 4
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RGBT 7 58, ARG T D& FAIBAL R BARMEE . 45k, BORik
2, REMEAT AR EAT 1 5% 28 114 B RS2 e O AER % R 471K 22 Dy g
LR fEVEAL A%, T AT DA ARk S Se ki 1 4 B H AR

o RFESRLG . ATl RFEL 7 I HOR, R A 1 — &R A1 14 BT AR
(KNNGuess. PointerGuess. Pass2Edit. PassBERT. Pass2Path) {i&h T £
DIfe 2 s EVEAL 35 o JE AR 12 AN KU LS8 A H i 8 b STt lE 5 v
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g AR AR Al D BB R EGT SR, FINIERIIA 1<%
o JSEDPAL A% (1 5B HE A

£ HXIME

ASCHAEAR NI 45 2 D) RE 1 2 s EVEAS S AT IAT AN TAE . oy, 5%
AR5E 17 B2 s VPG A% ARE 17 B ML B - 5 BE PG AT R TAE, A
SCOAESR RTINS

3.2.1 OSERHER

HAE BRI D —N w04 G P RIIHE A ERfIAN, @B R
Pxgy w4, R NAEMT . HIrERA O RENA X TS,
4 B4 BB DL 8 DA, A SO AL BT 24400
HAMAAREHBA, B L, O EHBAE MR, LA e
FUETEE L% pwaivens ERVET R pwiew WIZAFHEZE Pr(pwaew| pWaiven) o NIl
MR & T PR A RO, e T &% BB — SR ) 7 L

12014 4F, Das S N2 T H AN A HEHBIAL. Das 55 A seid e H - i
W BRI S, WE T —RAN DL ERAT A, JERaeE T
ZHH TR A ERAT NS RO TN . b5, A1) X e ),
Bk T R EAEVE, HEWRE RS EmH P OA, Bl — R B S5 1)
14, USSR = (9 14 S AT b 9 S 14 JE FH ity . R Das 55 A4 H 1
14 AR SR F 7 0] 3 R AT R 2 HE P S G vk 2 07, ABAIBAT TN 4 5
FIAT R IR RAAR AL R R, TEisaii g P D2 (i . 45k 56 0 B
ROKBR T FLEARE 14 55 AT 0 IRORS HEE

7£ 2016 4F, Wang % AJLT PCFG Fivh##i AL, & T At Ti%
(1) 14 H A TarGuess-11. iZBR SR T HAR KB 7 %8, AEF0E LKA K
HE AT HEEAE B, @B T IH A 1E S, JFE R T IHE A ARG X H P &
RAT R . 64h, TarGuess-11 22U L | 045 AT A 04 104 - 2%
Pr(pWiew| PWaiven)» REME TG UE . TH v 25 3 FRAC A2 B s i 1 45 0 1A 1A
ARk, IS RE TN 14 F Mo (0 o) % B35 BT Das 45 A 71 2014 R4 H
(1 114 AR

£ 2019 4, Pal 55 N TR BE 2 IR ER T Pass2Path 14 H AR,
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D) RPN B R SRR 25 E T IH B4, 2 MR B 1 Tt
—RIIGEEEAE, RIS EIH A AR KSR . B L, Pass2Path Xt
BESS SER RSy BINYVEE RS S (RIVE I SRR R /S 1P4Y

n
Pr(PWnewlpwgiven) = HPT(Ti|707 ceey Ti—1 7Pngven); (3.1
i=1

o, o~ 5 I pwaiven IEEAFE] pwpew BT I — R AN GARIRAT, 0 W5
AT Pal 58 NAE IR BB LA |, F)H Seq2Seq (Sequence-to-Sequence)
BOR™ AR 0L R AE B AN F S R T AR, BRI 4
PWoiven RGBT ERAVEFP Y 11 ~ 7, B FE . SEERRW], AHACTHE TGt R 8 )
TarGuess-11, 14 ¥R 2% 3 8K 11 Pass2Path AN FRAK A6 A & = A F U, 68
g B A YA A > AT

Wang 55 N\ AE 2023 4 B 320 MR IR L 7 ST EOR GO B 11 & B A AL
f AT BN, Pass2Path A4 B AR IR FE 2 )RR 2 A kiR . RAIES: ) BE ) 5k
LR ANH, HHRA Seq2Seq H Y M LA 2503 e 2 4 R AT 0 F P 114 1Y
GERBOR, AR IR EA B G SURGNRE I A PR . O T IX — a8, Wang 4%
NAERFH 2 48 45 A B 1 S0 PR () BE Al 1, 32 tH Pass2Bdit 114 FE B,
ARG G 6P 51 () TN AR Ay 22 20 BRI, AN 20 BRI 2 4 B VA 23 AH
NERF2ETE B P 2 P AR g AR . Bk, X R 2 D IR SEHLH T 1) 4
SATREZERT LUR 4n 1 ek A

n
Pr(pwnew|pwgiven) = HPr(Ti|privenapWi71)7 (3.2)
i=1

by 1~ 1 AN pweiven GEAF RN pwpe T T KT S ERAE, pwisy WA
T ~ Tioy IR ERAVEZ S AR B AT I TR 20 140 XAk, BIAEE G 1418 X
G50, AT LURSHEST SR A8 — 20 G BB Vo0 2 B AR 52 i, B0 Tt b 1455 FH
BRI O AERIT N

[FIFEAE 2023 4F, Xu 45 A FI ] BERT ¥4 B 2% S 58 40 ke 50t 14 R AE K
%21, JF it PassBERT M4 M IR AL. 2B A 1 S0 B I HE I 1 5 B HR
(Masked Language Modeling) 7t 2444 I xF BERT AL HEATFUIZR, AR5 )
H BERT XJ 1 & & A FRAHEATAR B RE ), Bt T — R A0 48R 2 ko0
4 AR B TR . B3 L, PassBERT FTEAH ) 14 46 PR AT LIl ik
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Pr(pwnew’pwgiven) = H PT(OPi|CiaPngven)7 (33)

Ci€PWgiven

o, o 4 E H L pweiven TR § NFFF, opi REXTFRT ¢ BEAT 1) 2 B 45
1E, DA 2. L9045 R 3R W], PassBERT 7 14 H ik b sl L T L
Pass2Path B S BCAE 2R, (1 0 1 HRAE 2% 2] U7 AN AR 2 A7 =X A7 Rk

2024 4F, Xiu FNIIFEM T RGBT SRR FiR AT
A7 X, I PointerGuess HI4 B FREAY, AN FRAS ] 9 48 0 29 (A1 R
HAEH DT Mt BN FR R X 142 BEHAT W7 HIA . PointerGuess
X T2 S A R A AT AR T

|pwnew|

Pr(pwnew|pwgiven): H Pr(ci|C07~--aci—lapwgiven)7 (34)
i=1

b, ¢ MEA pwew TS i T2, |pWaew| N pWaew TS T REL
A F IR S E 2, PointerGuess {3 FI R EH LA™, it 2 =) F P i ik 4
“URELT IHDA T TR AT TR, RSB 1A % TR R
51, IRAABHEAT AT

Li fil Wang 7 2026 454 Hi T 5 T4 22 14 98 2 i 1 100 4 15 F A 780 KIN-
NGuess' o %% L Transformer B2 5 S FERMEBIR, ) F I 25 S A B
RHA A, EOAERYGE D, ER I ZREeE b 5 R I AR 4
B4 B RS R GRS, LLSCHUE BB % . KNNGuess JiT g
[T 14 4 P P 1T L

[PWnewl

Pr(pwnewlpwgiven) = H (PrBasic (Ci|CO; ce Ci—1 apriven) : ABasic
i=1

(3.5)

+Prran(cilco, .- Cim1, PWgiven) - AKNN

+ Prrocal (C,’|Cj, -y Ci1 7pwgiven) : A‘Local)7

Horf, Prpusic /& Transformer 152288 B AR Hi 45 52 24 1 & A2 BT 114 24
Jian BRI As Prgvy A2 R4 Transformer B fRAG 5 5E T45 € 14, ©/F
JSCIRDRT 2 A P it TR e A R A, 300 PR h R R I R 0T 45 31 &k 45

5, RIS R 45 AT BB I0A: Prrgeq W AR 2410 A4 a5 K
BRI B, AR R B 3T R R AT B R A o B BB MR S AT AL
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3.2.2 OSERMETHOSEE LM

HAT, HA R BGE T A5 BEPAL J 6 FEER N R R M 4k .
AR, DL Vec-PPSM 1E A, KT IH 114 2 [B] IRARARLEE 4 2 4 1
HHBGE TSR EERAE, AL, WL HOE NIV RSS, A D s . X
— BRI AL, AR FR bR CniA] BRNARBURE . g PR 55 4D
KILRE AW, ML E RO ERAT . B, 292022/@#123
2022zyf123 18 SCAJZ T AR R By, T8k 12y/2022/@#123 WA 20222123 0]
REPEIR K, (HAGE T 20222yf123 FEIIEAR 122022 @#123 Wi B R A . T #4528
FRABLBE R AR SCAS IR ARABLRE tH A, TGl 10 & F R AT 4 BT A7AE B3 oy o)
P, HEI AT eSS ETRAG U 1AL BT PR U

Ty —FPAE A B N AT R VAL BRI 1A R A A
RUBADEE By, WS P 14 25 m] LA B D iR (4 BERT-PSM A2 R 1000
ARG MBI A FH B o A, XRS5 2
B EIAEAEER B DTRERR I 1R AR Bk, A 10 A T FH SR BT e A A 1 11 4 )
RO AT BRI, AR M7 55 T A 7% 2 B 1 A R BGEREAR 10 4. i, 41IH 4
caesar # it FZ I, BERT-PSM MR 1% 1442 B 1000 A~ E 255 I F- A ELHE FH F
(B 4 19caesar, BN % IV &4 104, BRI TarGuess-11 1] LLZEA
2 100 ORI A RE HARE AR o ITHSE ST 2 BE I A R UE, AT & F AR S
Jit 11 4 Bk 75 BN TR), EOG ) BRI R R, AR P i
AR E VAL BT R T SERR e B, VRO A LA T SREERT, PR-PSM 4
J% 1000 ANAE I IF-PEOY L1450 5 75 22 1.5 B a], Jf B35 2 GPU 1E N5 SIS0

F=T EEHH
3.3.1 OSHIREE

AR FEAE S H T A RO I 52 11 & B AR 3R 3. 1 017 o AWFFEAETS U
B ERT, REKRENT 30 HAVEL T ascii W4T BRI 4 MR A 2E
REMBATREAT S BEXT IR, T BEREANBRAF WERT A R 4. B EdniE vt s
FARFIAWIRES T — 8 RAPH L2 FRELIRE VLR h kR
M4, AU EHA” WSt Bt w8 T HsR R, AU
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2R 3.1 AT AT ] A IS A A

(BR LR E S RSRA RO N &5
Dodonew EEfr‘é]% 16,282,286 Dec. 2011
Tianya| . |[#38F5 30,816,592 Dec. 2011

i

3

T L% KR %
256,016 1.57%
9,062 0.03%

3,164 0.05%

CSDN| T | Rikt:  6.428.410 Dec. 2011
s 1.265 0.01%

Taobao % 15,072,418 Feb. 2016

=

=

i

i =
126 MG R %S 88,136,038 Dec. 2011 = 14,995 0.23%
Weibo AT EMA 4,730,662 Dec. 2011 & 458  <0.01%
000webhost W R 15,299,907 Oct. 2015 = 116,462 0.76%
LinkedIn| . . [#HE(EE 54,656,615 Jan. 2012 2 122,051 0.22%
Twitter| X | #E A A& 25,575,929 May. 2016 = 287,551 1.12%
MathWay #HEY 16,051,087 Jan. 2020 £ 209,726 1.31%
Phpbb FARBI: 255,421 Jan. 2009 i 10 <0.01%
Rockyou FEASHEAA 32,575,500 Jul. 2012 i 9864  <0.01%

AEE GG K A I B s PPAL,  FF EAEAN R H R SR 1],
XF R M AEAN [N LA 0 1 HEATUCAC o 3X 3l R il SEAL I (R B A6
o S D G T BE RIS ] B AL it U, ASHIF SR I — AR 21 it B Y
FARA NG B BE—Pilttdz . Eoe, AWEFERIUE — M P AEAFEIK T R
N4 )5, SCRVIER I #RF S S 4455 DT ERARME &, RS OGA
SBR[, ASCEAASOL T B I ge vt a5 1, DURAE A FE
BIAS I P A SCAR, ANdsk P A ARG B, AN B 8 AH B (1) IR A7 45
WNEPSE

3.3.2 HLERMESRRME

h T BB SE A B rb i 1 BT BB S s, AWM T A LS D R
MR R, JFCE T )\ MBhi s (3R 3.2) . XY ST, Bkl
JH| PointerGuess '« Pass2Path®”. Pass2Edit" . PassBERT ' #l TarGuess-II " 3f
T BBt e [l HH A 9 B PR AG S AR X L Bt st oo P g
L FEBEAT VA

Wk, BT ARG SR E S RN, AR SR g R4
HSCRIZEC R Rk, ARWTI 4 )\ Fh Bk 5 6 e B ANAH 9S8 i
Yyt #1 B T BOh 2 IRIUT AR IR S K 4, JF 2Bt by — R BUIR5%
Hilk 1A T TE . Dodonew 1 Taobao 504 FL 1 B 45 Wbl e M5t #2. #4. #6.
#7 WIBEPLL T Tk 8 AN I BURE AR 59 (RIS A 5 B SR AN =) 1) 4 3ty 5
PR A, JFBaE H A B A sm (R A5 B Bk B E D Pt P 2 1)
5. 40, 000webhost %f F F* 4 1) 3R B2 EE K LY Twitter B 58, 375 3. 5. 8
B T B B AR SRR OCIE 2 J5 SR A 6] At SR e 99 6 P I e HH T
Brhi 4 ml geAE 12 BGE PR AGAT 14, BRI EGE ih R, AiF5iE i
BT s, ARSI AT 1000 AT Y 114 b ek 3
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R 3.2 1A FH Brdi A B 37 5 AL i

G5 S | WHREGH) T BH [ IBBIET HEEYCEDMIE T EEN i H
#1 126-Dodonew | 49032 Tianya-Dodonew | 445514 Tianya-Taobao | 455847
#2 i Tianya-Dodonew | 445514 | 1. 126-Dodonew | 49032 126-CSDN | 57213
#3 Tianya-Dodonew | 445514 Y CSDN-Dodonew | 160199 CSDN-126 | 57213
#4 CSDN-Dodonew | 160199 Tianya-Dodonew | 445514 Tianya-CSDN | 552263
#5 LinkedIn-Twitter | 300370 000webhost-Twitter | 146945 | 000webhost-LinkedIn | 214346
#6 Wi 000webhost-Twitter | 146945 | p 1o Twitter-LinkedIn | 300370 | Twitter-000webhost | 295186
#7 S| LinkedIn-Mathway | 111637 Y LinkedIn-Twitter | 111637 | LinkedIn-000webhost | 214346
#8 Twitter-LinkedIn | 300370 LinkedIn-Twitter | 300370 LinkedIn-MathWay | 111637

* SERA G AT IRC A TR K A 20 0k 112 0 2L
TSR P T IR A MmBEvhias: IIZR8E (Mt T UIZRueeti i) 1 & IR
£ ITBEAE T VersaPSE SO K2 FEH] 14 5B VP Al 88 7R R85 ST AT AT

RHARAT AT 3. ASHIFFUAR L3 et (0 &85 SRR fff e W 2 11 4 4 75 B0 R 1)
A E. Bk, ARFFCRBA TR s, Bl 1000 %ors
MR AT BB WA DA R e AT 04 7™, |
TarGuess-II" . PointerGuess" " Pass2Path'®” 2% [14> 5 [ £ 51 34 IS a4 1000 1K
TP BRI, M I R h R 2 R, I AN 224

3.3.3 HFEFIJFA

e STROR ™ RN TR AE . YRR S U RN 2R v, K
SEA N AR S AMES b, I JE S DU HEAT I 25, BEI LR At
Rl 2 e ZAME S5 AL B, FFEE2% ST BEAE T, S FHIL 3 — RIS
(NG G T, d MUt R ep 38083 e BT AE 45 AR, [T LE 2
AR [RE S5 th 2 S B 2 Fh R st A0, S IF AR IR — R AR RS

IR AT 4 25 ST (R e AN e, AT IR DU BRI “ SR R,
TR FAA IS AT R b, BEATEF R PE MR B Vo o 7 11 43 3
A AU R 25 SRR, Lk A SR B A 28 BN I VP A R (R b 5 R
(A HURIINE, A E o PR LR

3.3.4 1EMNIERR

1 F Bl A 2 s BV, T RARA ) —A 2R imdt, RIS H 4
e T REAE S ERE A H N S BB, oAy, DA EHEGE
W TAEGAT By, ANBFFTI AL 5 AT ) 12 38 Bl SCE s R Ff— 32, 1k
$£ 1000 AT IIAE R E 4 5T B A5 I8 H B . Bei, 7EXAS —7p3KRmE L,
XPTEET A B A s VP A A, JLAERR MR AT LU S HEDh P (Balanced
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!
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(VAL B TR T IR 2 A 0 4. DA e 24, W 04 3 Mo K H Ak
i o FEPEUTJE T 1A 5 IR B VP A 25 E AR PE IS, A ST R e 2 1) e A 7
TR REA R i AN BURS . E DA E B0 T SR BE VR, kB i
M4 Chean4) R a a0l —N sy, MM —# s 048 EAhe
Wl (RS 50%, AR 10% 240D REAH 10% [f 1144
Wi, A —AN AR BT DA 24 1A IIVPAl 8 25 3k A3 90%
e, X RREAGE . JrCAEAR T B, AHFIT A0 P e ok
O R W R R et s R s el AN ORS8O

B T AL TP HTHE R R LASE,  ASCEKAE T AUC, Fl-Score” ™ 44 I ks
SR 1A T Ml N R B A v, LR S e, vER L R BUOR T
A REVPAG A 2 I PERE 255 . OGS IR &5 IR 2 DL s S PO Y .
FMT ETFTHEFINEINEOLSREEIT(AIFIRITIES
AT A QPR A AT O R R DL RO T A e g, I
X e, wOE RS S BRI T 1A E IR R i 2 40 1. JE I R
FOBRAR, AWK A IR S0E O 2 Dy Re ) H A SR VEAL A, T
AL TAERRE
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IR LA i 4B

B 3.1 % Hotl S BB A P 2 B RAT HA I ATBLEZ 20 A o

HIG, AWTTOW S SRR B A B AT DA 2 TR AL . X
BB, AWETOR FE SR ST 1000 A4S AE 34T 14, R/ )5 NIX
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U o X TP 12 Z AR AU TH B, AR ] = S0 A% s2 AT BLEE AN G 4
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BIVE AR (R FE bR . b, IR IZAHL SR B, WA AL i
PH BB, WA DA B ARL. AETHEH P A S AT A AR UBE R, A
WA 1000 ANFAT 4, SEFS P AU s AT 14, il
FEARLRE 2 Bk o F P 12 5 RAT A IARLRE o Siii 25 R 131 7R, AR
R 28.7%~56.6% I 14 5AT A m AL, Bk, AWF7CR AL
AT R AR B, AR A1 e R AL T 0.5, BRgmi
PR/ S5, YOI A2 m AR . BRI T, S3HAT 04 mEH
LRI 7 A1 5 L2000 56.6% FT 28.7%. T FiRkseih 45 5, w LA

45

8 3.1 IR EAT AR R EAIVER T 4, En Bk
PREERAT D2 EM L.

ST, AWEIUAES —E Yl S R A T R BLAE, AT
JUit— R AR 1 O B g, DURCE AR s g ot R iz
LARfIA, R SIS NN 22 D RE 12 9 L DPAG 25 IR V14T 1 S 24 i (1 il o

-
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- == csdn-dodonew
—— linkedin-MathWay
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o
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cosine similarity score Edit distance
TIUARGEARBLEE 2 P 1

& 3.2 [ F P AEPTAS AN IR P R 12 22 a) (R AR ALUEE 23 Ai o

BNk, ARHTONE PR E AT A, BT AT H A RNH 1AW R b4
FIAT A Z A I ZE 00 o AN ST AC N 45 20 1) 1 4 B M Mg SR L i, 1 545 21
T ARG, R P AE A A FEIK BT E 4 (BaR A4 AL
orAiie SR A R WIEZ 207, wf LUABU P @bk 12 22 18] I ARBLRE, ARAH]
HA5UAT N2 B AR 5, SR —28, BARME, M ok b4 2 18]
(K2 0 A2 AR O 0.302, ~FIgw B B0 6.89; 1™ 04 5t K
A Z A2 IR XABUEE D 0.56, ~FRigiiE i B N0h 4.07, EIREIR L,
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$ AL TR B R T FRAT 250, AFROMEAT T RSk
Yo, SLEHIN pvalue < 005, ULWT RSB TEA L REEN. Wee, I
FIURB2BALE S, AT L HI = i

EAREEO<. HHIBOS

~ERERRITH4 —>ERAMRIT O L

123456 JohnSmith
password JS2003
qwerty HE John2003!
abc123 B / \ &R | | IJSmithl23
wipne UL RN gmneeme) PR D
&) N SWAAASG) | BN
(BB AR R P B BAR) (5% 14 B P B AR

P 3.3 i1 55 114 T AR BERIAT 14 R 85 12 IAT 0 At o 1 4 A
N AR, HEAIH A2 A T8

SR SRS URI3. 2 RS S 1E LA MR BEVTA T B T k.
A F 99 114 AT R BN T I IH A 94T, o) RLRE R 114 55 AT 4 B AN A 2%,
B4 5 1014 T AT S RAS S 1 4 T AT o G 3.3, A 50l LUK P
14 P99 10 A0 7 F IH 14 W RG9S 1 AT, 303 8 AT M EAT B L i 45
—. b, BTS04 AT S B AT DA AT N, AT DA SR AEF
PRZT A RRAT I 4, BT LAARHIFFOR HR 4 R B AT b i IH A4 AT
PR — A LLE P R N ZTRAT I 104 (ltn, K44 K = (0 P ol e 248
FH zhangsan123 V£ 1 CI T4, FTLLEE I IH 4 (047 4 AT LARR by A5 H 2 I 47
Ko AE_ERGGHIIE T, AT LU AT 1004 T R ) I T4 14 76
RIS AT B PR R ORI, R R 2
b 14 T AR ) I 15 T 04T 1A AT DA P R 4 B TAT . KIS
BASOHAE T VAT A A SO H S M BE IR bR ik 510 HEAT T 23
—BRE, SRR =T
3.4.2 HEFIEEIGITATBMEBRS R

SRR PRV BE A SRR AE 2 RO IOAT 55 b e PR TS 10 5 1 55 R
HEATUNGE,  SEUMAT 56 ) GRS, UL ] 16 3 2 AN AR [T 46 HE AT A 380 0
BN R O N T AR e ™ Rk e A4
ENEEE:S
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%ﬁ%?ﬁKMuﬁgﬁf? B EHEE A2 I, SR B 2
WO S, LIRS )3, RS IF R T A ™ AR
%%%DAE%EWHH%TﬁﬂE%ﬂéHE%%Wﬁﬁ TEG S5 b,
RIS B T A% SOHE S BEAT VIG5 5 BEAT I 2R 10 T 55 4 5IFR 4
URAT 55 RIS AT 45

oAb, ASHFF B BB R VIR AE S5 L VI 2R sk, A L2 R S )
Feflto ASCBYIGATS TN B0 R 5 S4T 55 b 0 5 43 B AR 43
FEH Oy, O € RY. ZHLALSE ST BRHFC TR, A M2 A XU R 38
R B BE, RIS b 23 BT 01 5 114 SR E VT o S FH R e S ok A
%%ﬁ,z%ﬂ&RmﬁwﬁﬁWTW%ERLW%ZF TR ST % AT
PRI IZACRE ST, BB K Rogorger WV it T 75 J5 SEAR45 LAMORS, AAL7EY)
URAT % L PE RS IR TRRE . T A SO X S R AT TG 3 5 S, R4ttt
B AT B MU B U

X33 R T XA B R U O L 05 2 A5 (R
X—Y P FHRREEL L, YxY—[0,b], ZAARE A ZIAK

12
_Z hl xl yl (37)

3

5 Ly (hy)=Ep, [ (h (x),y)] Z 022, R

1 n
Rgen(h) ED, [ﬁz ht - Z ht xl yl (3.8)

:

Horp Dy RoR G BATSSAE XxY ERIREEHE A7, {(x,yi) Y, A Dy I
f) n ANFEA . AR PT 1 Rademacher R FES H EFE (LE[HE3.4),

ZWRGRE . T HONGRAL, AR5 8T 55 EROR TS RIRTAR 1T 554
A RAR L B, B A 25 5t s UG+

1 n
Rforget s,1) = — Z s(he(xi),vi) — ¢ (hs(x),y)). (3.9)

n
o g Ry AN A DT UG AT 55 b 43 K e A
& X339, 3.8 A KU e XA 28 56 451 S A T IR i 2, e
N R IRz AL e ks 2C3.0MNE T — AN R A SE BRI s B A B
ot KB AL vh &, T 208 08 B S WG AT 5 T RE I AR A H T B S ant s R
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B Rorget (5,1)=Enp, [£s (b (x),)] — Ep, [6s(hy(x),y)] KT RENIRILGAT 55 534 Dy,
Ja A B s AU, G JE AR Sl 5 B B 4 00 T KU

N, ARSCHEN 5| 3#3.445 LT Rademacher 5 2% vz A0 XU 5.

SIEE 3.4 UK BRI EAT T |0 (e (x),y)|<b HIK L pi-Lipschitz 54, RKE
H, MEK Rademacher L5450 R(H,) = E[supy, cqy, 1 X0 ol (x;)] (o o7 )
SECA {1,110 X FE X33 M AR, BUNASEX MR > 1—n X rf
hy € Hy BT

Reen(I) < 2p153(3y) + 36 22T (3.10)

LR AT AL R LT 2 00 R 1 4 R ST RO B L AT
WK% 590 Gy

WERR. 4 hy(x)=h,(x)/b, F Rademacher &A% -7 nl 13

; Iy : In(2
Reen(hr) = Ep, [£(he(x),y)] =~ gﬁz(ht(x,-),yi) < DS (0, b)) + 31 ™ n/ n)
i (3.11)
Wji [ 9 b FFRIMH Lipschitz 4605, E143383.10. .

POk, ARSCH E #3514 € WIAR A 55 A A ST 55 I 2 A AU A e
o RS 5 DRGSR S A 55 IR R R 2

IR 3.5 W 1a—tp R LA ta M o1p 5300 A WIU6 RN 5 S24T 55 1 R 22 ) 1
Wo RETIZACKES, AT S5 AR BRI AL Hy, DMy HFEAREW A ny, <ng,, N
HEFWR Gy <Gipoy o X T8 KBS, #5741 46 AT 55 2 2K R 2O T 1Y
ZH 0 HIKH BN Hessian B AE T 255 1Y @ FHTIE I L ||VL(0p0)||=0 B K
[V2£,(8) — V2L.(8,0) | <pal|® — Opl] (FErf py HIEHAD,

A 1
Riorger(tata) < 5 (A VLs(050) ) 1811 (3.12)

Ho Amax A Hessian FFE I RRHIEAE, 6=6 — 0 AR ZHALE 0, BT i) 5
B

WERB. X Ty A XUES, 1 HBC Ha W %14 5 Rademacher & 2% Ji 3 A&
R(Hp)<R(Ha), H517E3.475:
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1 —

Gra sty — Guy i = 201 (F(Hg) — TR (Ha)) + 3b(n(2/))F (52 1y ?) <0, (3.13)

Eﬂﬁﬁ gtA%tBSQIBHtA E‘J?%%\o

bR K, A Taylor & JFRIFFUE & 3, X HIUAAT 25 451 2k bR B0 7 40 4t
a € (0,1) 17

. 1
R forger (14,18) = Ls(Op+ 8) — Ls(8pt) = VL(0) ' & + EcsTvzcs(ept +ab)é

— %aTv%s(em)a + %ST(V%S(em +a8) —V2L,(0,))8

1 1
< S((BUNAUT8)+p2[18]1) < 5 (A V> Le(8p) + 2811 1]
1
2
(3.14)

FCrp 5 =473k 19 Hessian MR IEAS M V2L (0p)=UAUT, A=diag(A1,...,A4)0

O

FEIN3.SHFE L S I S AT S I FHR AL T 2%, AR 4TS
1EAVIEAES . WIAESAE NSRS, BT AZE— s R E A I AR 2 Ak X
BN s AR b S 95, TR, MRIUAIE S 1y TE R, b
Gryost5 <Gty FWVTEAT S5 IO R R AR o LV, 2RI KU R forger
TN SR AN PR B RSB B (|8 (°F T AR . T7E S A AR K )
WEAT S LREATTRIIZR, AT LA— 2 P2 L BRI A b (|8 (oo, 3T b
(AR LERIIRAE 56 b issems KU

ER RIS RS SS REFR R T BRI, i, ASCARE BT
B RUAE Jim SEAT 55 (I Rl R b R 45 7 0 2 B A 30k

T 3.6 WHIIATSS ta LNZRBIRIAG B BAL 0, X3 R VR 453893 (F)
MUK RE B9y (UF), HAELJG AR5 tp EACOHIS, XTI 2508 6 73l A
M= 8UH) ORISRk, BATRSHIMIRD Fl 8™ =(0,80%) (LS
IS G HATHORD o R A B0 R 25 R0, 2 AR b S e
G <G (RBE Hipr, CHpan)s T RTLAAT 5535 155 XU () 2548 A -
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5 full I
fli’rgef (tA’tB) - ,R’frgrget (tA7tB)
1 1
:=EQTUU#f$W+($WWHmm£#+ERsﬂﬁﬁmmﬁsﬁLwagyimmﬁg%}

(3.15)

H H,
o Hessian F¥F Hs=V>Ls(0p)= FF FUF |

Hygr Hur,ur

WERR. XS Tz AR KU, JLUF RS e B350, Ak 2s o TR KU,
S FH3.553 0 N T A B AR A R e O P R T, I 1

X 1 A 1
R?lol}"get (tA,tB) = E(Sfull)THSSfuua Rﬁfrﬁrget (tAvtB) = E(SfrZ)THSSfrZ- (316)

JETF A B ) Ik, £33

(8" T Hg8™! — (82T 6™ 4 2(8™) T Hp 8 4 ( 6%11]:1)THUF,UF full
(3.17)
IRE T AR B o e — I R MR L 2, BIAS 3315 i 221 O
5E B3040 78 T K e 25 5000k 45 0 80 70 S ) o ZEPE IR R0k . BRI
Oy f TR IS RS, B R 4 BT Y, 21 S AR AT S5 s AT % (HI) Hp e R EOIT R
JRATBERD, HEJGEARSHHR MR T RS () Heur KGR AT READN ). Tk
FRGSHUN BAR Y, ARSCRAE b — b ik

3.4.3 RHFEFIMEOSEMREE

BRETROODCHEASTH (EREA)

TS O S E 3R Bt BT

<123456, 123456!> SR 123456
<abel23, ABCI123> iE (GREERIE, MAHBARE) WAREAOSR password
= p@ O4E A 11 Pr(123456!|123456) = 0.0026 [123456] qwerty
<password, PASSWORD> - P 123456k
SEAPOSUERITASKHOLSH \\\ O Lok \ RITOLiEA
F5 S— )&( 8 /A 04: 123456!

BRAPOSRIHHOSHOSN O l#ﬁﬁ T~ / WO SR

<alicel23, ALICE123> ﬂ"% m'lﬂ [ 123456! JohnSmith

<hotmail, hotmail 123> K Pr(123456!|123456S) = 5.9 x 10+ [123456)S 15200312

<princess1, princess!> AeERA F AR WMAREE D@'ﬂ\ 12345635
<20031215, 031215> (RERME, HABLIRSE)

BERETIHOS (WH%KO<) MWEATH (KHEHR) il O ENIEE B IBNB IS

B 3.4 FHRFEEA S BOR, K 04 BB 0OE 2 DRE I 2 5 5 P4l 45 o

AR, BETASCAEH3 A O P 2R 4 AT A3 R P 4 4iie, DA
KAEHI3. A2 AT BIR 73 A, ASCHEH VersaPSE (Versatile Password Strength
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Evaluation) £ DA 114 #8 B VEAHE L . i%HE 4L B0 0 P RS 4 STHOAR, 1R 14
T P AR ) I A A B T AT 14 BT IH DA DA ATy, HETHE IR
14 () 04T PR 0k 2 ThBEIK 114 B VP4 28

W5, BT S R A AT, A G I AT
S RS SEATSS, e FRBE2 > R AR 4 TN ZRMGURe . 58 #3.50), ACSCil i
BAE AT, HE N Y PR H  AR IKT S M M UA AT 55« MR 4 BT 454 I
BEAESS, BT BTG P 825 = o fy i 25 IR A2 A R AE UL 1, [
BASCHE T HR 46 163.2, b ibdgh: T IHOAMERT A A HE T
) WHETRATOAMERT . (SRERT Y EENER. &G4 Likmis
SIHTRUG I TEFIAT A BIGe v AL EE, S 7 LA 70 A 8 SRS o= 1 S 56 4
i1, VersaPSE HE 483 HUSE 142 2 [ A b T FH A7 RV A WIIGAT 45, A T AR g
MR A ML T AT NS, A BURIT B B 53 e BRI ¥ 45 2 AT Bk AT
Yro KPR LB IR, AT AT ARG ME A, e ibgin 2 ) 5|
R ME AR, AR SRR, DU S 4 #0821 4 )
TR0 AR EAAT A G085 G, HAS 0 AR BT 1A A
FIPT 04, e AT AT SR 3 A6 58 ) R 1 10 403 X 40 A i, b T 7E
SR o) JE LR O i A T AT 4

WRIG, 10 LIRBAR R ISR b, O R R A 3] 0 R — AN B
FUV 156 458 5 2 ) e o 7 A B R R (KRR B TR/ R 2 S e VR 3
PURLEE (3% SUAE T, BRI R 84T 45 AT AOm I, IS it— 18 5,
HEAT 30 BT 5 4545 By TP R T A D UA AT 45 b2 2] B S B0 A0 L, 3 i
SR B AR R R . R, DRI, AR R EE3.60h IS AT, AR
VersaPSE HH T Hi 1 5 5 s S U2 ZERCUAI . R 5 114 T AT Sh B A
F TR, A5 A8 SURR A SRR T X RESETH AT Ak A, TR
FIRE T e 8 70 ACHB TR AT b2 ST 2RI TE AT B, TR & MR G A ST )
R 45 DLAE I S R e (5 B R T S 0 03 R 4 ) 7 ATy v e — 2%
YRR () 1A A B S A AR, IR AR ACE, B TR —
LA U AL

AR, HETERR, R DA E B Z R, BEGRS LRTE
B ARSI HLASTIESY LA Pass2Path B2 Pl BEG, A 444 44
HEREIEL o S [ 4 343 ) 0 A G 9% S B vk 8 RO TR R A . a1 135 %
Pass2Path BI 4 i h, i 88 T2 S0 14 (H DA BRFAT 04 i
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B ER: BRETIROSHERTHA OB E: BB TRITOSCHERATA

1 1

i <DEL, 6> <DEL, 7> <DEL, 8> i <DEL, 4> <DEL, 5> <DEL, 6>

LI (SR, A8 )| B | WA, REMARSERR | [
o <Ns, 695002 8 st aneq, 1 50,09
Y ans, 6 gs001 ) 27 Z 59 B R <INS, 4, ¢’>: 0.03
I jpw,: alicell! .—b.—b. TS, 6, 5008 ! I pw,: abc123 —b Sz —>|S 3 | <INS, 4, ‘d'>:0.19
I |pws: alice123 | . i1 1 pwy: abcdef123 :

I %% (?‘wﬁﬁw'a'?@'x?#? """"" ;
|
R

— ——— — [

|
T s 55

1
1
1
1
1
1
1
1
1
1
L

K] 3.5 VersaPSE (145 227 >) b #2 B, B R0 B0 o &8 R 10 328 86 s ) CRA
Pass2Path 441 ).

SCRFAE,  AA A gt DU AR 91 2 L) 25 15 1) A0 18 SCHRFAIE, A H 0 122 2 BT g B — &R
PR ERAE. A, W T AR S B ST 0 A 2B ATy, FER
SHCRAE S AT DA F AT AT VR4 s T dmiS 2% 27 2 45 0 1A TR SURF
fE, HZEKAE2 RE AT b BT R0R, DI AT 1A T )R TR X
FFAE. Bk T Pass2Path B/ DLk, KNNGuess. PointerGuess 558 [ 2 H( 1% 45
KN EARAE 351 P AT 44

FERUE 75 857 21 5 B HIARAE 55 55 Ja BT 55« BB BUHR (R VR 473X P KOG
WA )G, BAEAWT TS 3t A 4 VersaPSE HEZL N, AL (Il 250 T AR AR o
VIR RE T, EAELE OB BR A S AT 0 EREAT ISR, AR R

AR DA FAT N RRE,  RJE R 45 b 5 AT OGO R, R Y IE
B2 e/ m AT 8 BTN, AR b T8 SRR AR A DR I 1
IAFRNHE P IR SRR A R, D E R AT DL R I v
SRS I AT A A 4 R AT O, BB ) APHAl AR A R 1 4 0 B A
A BB N e

B ROk, AEVEAG A PUFMIMER, WE34FTR, B AeARTFRHER AT 41
SRR Pk Al e, AR PSR 3 23 0] SR S A PR I 2 pwres AH
BURE B v RIRAT 12 pwpop MIRIR 1% pwyiss TR 12X < pwies, pwpop >
< pWiest, pwais >0 )G, MRS LIAX], 14 H BRI v A 5%
PEMEZE Pr(pWies: | PWpop) F1 Pr(pWiesi | pwsis)» BT AE K H & AETESE [0 55 I B0 i 1~
(R BESRAE, Ja8VE R AT Bl NI R B RAE, 4% (R bk v ) 11 4 it
TEIMPER
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EEH RREITSER

3.5.1 FOLEMRREMEMRLESR

AFEH] VersaPSE 2 UIfE N 3 VEAL 7 58, BeEhodis T HLA IR 1k 14
HIAEAY, O LAY B 5 R A AR BB LR 5 T i AR G 25 R

« KNNGuess DS ERER . xR P 6] i FEAL I )& Transformer #5124,
HEEES MO TR S A ds . T8 DT RIS E 4, A3
B T AR G i P R 25 58 114 s 4R AR BT 114, AR RES:
5 )RR ORI BOR G R, TR SRS s o IXFE ok, BRI RS AR
AT DAL B A I 5 AT b o B B2 2% L2 ST AR, gmhd s 73 DLAE 42
JREE AT R gk S AT 1A IR SO AT RFATE .

* PointerGuess O EARE, 24 F L5 M WFRmID A . IDEE. TR
JIBUHIFFEE LS. Forb, gmbdds i 2145 € 14 (0D 8T 14D
e B B, VR IHLEI R g i a5 B s S5 B il s AGE s $R4E
PURIIRR P45 2 2 HE E R, P e I 2R . (i Or 245
E HA I AT, AR DD AT M B A BRI 4,
HR 4 AW T4 H 1K) VersaPSE $7 2557 2] J# W, 76X PointerGuess #E4T X5(i&
I, AT FUAERREE S 2] I R 4 AR B HL RIS 2%, o L 5 108 U
SV IR B BRI R G 25 o

* Pass2Edit O EARE, BRI WEBC NI, H GRU BAIEEE > 1
A SURFIE, X% ) iR 112 B RO, JF Bk Wy J2 408 4%
JE A 3 24 57 I ) 20 i 000 ) B G AR ERAE . 5 RE 3 GRU B BB =7
S B2 SR TR SCRAIE, AP AEFF 2 SN, IRA R i e 7
M GRU 28—, ik GRU K Ja P EAE4 R B AT 4 5 2 BN i X
(=0

* PassBERT OSERMER, ZMH AR BERT fE N EEAHEIAYL, ¥4 H]
1T R ARG — R P A, N HIFE D2 AR AR e PR,
AW FOEPEAEFF B 7 S RSB TP Al = iR, A gwig g
(FEE—)2, fEAREHAT N LI DR is & KRR 2 .

* Pass2Path OSERRE, 20K H Seq2Seq 1E MIEAR LK, Hrhgmid
A FH 27 2 245 58 IV I TE SCRFAE, ARt 25 T AR 4 2 65 245 21 1K) 78 SURPAIE,
R J BRI — RV g 457 4F . 5 PointerGuess FBIZRAL,  AHWFFTAE
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FRSE S I ELB R G A (AT 5, U i 2
3.5.2 OSERWEFTHOSEE T

R 3.3 2% LA s VAL S8 B Bl b 5T i PR

. VersaPSE VersaPSE VersaPSE VersaPSE VersaPSE
Scenario KNN-PSM PR-PSM BERT-PSM Vec-PPSM
(KNNG.)* (Pass2Edit)* (PointerG.)* (PassBERT)* (Pass2Path)*
0.930 0.918 0.867 0.812 0.906
0.695 0.540 0.719
#1 (+11.8%~ (+10.3%~ (+4.2%~ (-2.5%~ (+8.9%~ 0.719
[0.832] [0.679] [0.767]
+72.2%) +70.0%) +60.5%) +50.3%) +67.8%)
0.883 0.892 0.864 0.812 0.875
0.606 0.636 0.623
#2 (+4.0%~ (+5.1%~ (+1.8%~ (-4.3%~ (+3.1%~ 0.849
[0.827] [0.840] [0.732]
+45.7%) +47.2%) +42.6%) +34.1%) +44.4%)
0.954 0.951 0.938 0.883 0.909
0.541 0.786 0.667
#3 (+1.1%~ (+0.8%~ (-0.5%~ (-6.3%~ (-3.6%~ 0.943
[0.688] [0.856] [0.732]
+76.3%) +75.8%) +73.4%) +63.3%) +68.1%)
0.890 0.881 0.861 0.803 0.864
0.601 0.565 0.620
#4 (+9.3%~ (+8.3%~ (+5.8%~ (-1.4%~ (+6.1%~ 0.799
[0.814] [0.788] [0.709]
+57.5%) +56.0%) +52.4%) +42.1%) +52.9%)
0.950 0.941 0.927 0.886 0.916
0.574 0.814 0.680
#5 (+4.5%~ (+3.5%~ (+2.0%~ (-2.5%~ (+0.7%~ 0.909
[0.710] [0.886] [0.760]
+65.5%) +63.9%) +61.5%) +54.4%) +59.5%)
0.925 0.895 0.879 0.852 0.896
0.803 0.658 0.705
#6 (+4.0%~ (+0.6%~ (-1.3%~ (-4.3%~ (+0.7%~ 0.691
[0.890] [0.754] [0.759]
+40.6%) +36.1%) +33.6%) +29.5%) +36.2%)
0.926 0.901 0.865 0.869 0.900
0.830 0.632 0.722
#1 (+4.2%~ (+1.4%~ (-2.7%~ (-2.2%~ (+1.2%~ 0.673
[0.889] [0.699] [0.753]
+46.6%) +42.6%) +36.8%) +37.6%) +42.3%)
0.891 0.869 0.860 0.833 0.858
0.728 0.749 0.656
#8 (+4.5%~ (+1.8%~ (+0.9%~ (-2.3%~ (+0.6%~ 0.819
[0.853] [0.844] [0.741]
+35.9%) +32.4%) +31.2%) +27.0%) +30.8%)
0.919 0.906 0.883 0.844 0.891
0.672 0.673 0.674
Average (+13.0%~ (+11.4%~ (+8.6%~ (+3.8%~ (+9.5%~ 0.800
[0.813] [0.793] [0.744]
+36.7%) +34.8%) +31.3%) +25.6%) +32.5%)

R L i S £ Sh R SR 0, ROCLRP 0 1 S
FEAEBPE RS TH i 2
T AT T SR 45 R DA 1 R BE VT 88 4E Zxevbn-PSM FIERBI T, BT A3 e L .
AW TR VersaPSE MO 10 B4 2 A 114 om BE VPl 48, S 19 0 &5
PR A8, AE3.3.27h iR i 1A E B I 5 T T RS SER.. FE
FIAB L I DI AEF BoE, 72 N2 HEHBGE TR THRATH S, Mk
VersaPSE LLAM ) FL 8 5 114 0 BE DPAY @8 TR AT RO i AT 2 s B2, ASHF
FERIH Zxevbn-PSM AR BT — R AV E ] 14 9 T VPAN o5 A Bh DAL 28 . XX
#H O T 8" 33575, KNN-PSM, BERT-PSM. Vec-PPSM
55 73 BRI 7R Zxevbn-PSM Sl (1) 2 9 S VP4l P AE AR M . 7 2200
RIWJE, BT PR-PSM ARG w4 & T Zxevbn-PSM, Jf LAH 40 B2 R IAE R+,
AUFEGHIE R R, AR FBIAT 14 s B PPl 2 1 B AR BOE 25 WM 28 1
MSEG 25 SR rh AT ORI, 183k VersaPSE fuit 43 21 (1) 14N 5 H 114 5 PF
fti 2%, B VersaPSE(KNNGuess/Pass2Edit/PointerGuess/PassBERT/Pass2Path), 14J7E
HERAVE E T mE I TR AR R A s RV SR . E e, SR T AR
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Vec-PPSM {EHERTE |2 K T VersaPSE i J& it 11 4 F IR AY . X AR AR KRE
Ji b LR A Vec-PPSM H % 18 ™t 11476 S A 2 THT A i N AL, T 0 A
IS P E AT IS e, b s DAMERE B S EAFEAR R 0 4
“HHBLE N SRR R S TR, oikas T SRR B ) 2 g R
VAl o AR, ASHEFUHE 1K) VersaPSE HESR i SGE 45 2 (1) 1 A 5 BEPRAL 85, A
GSRT OAEHIER, a8 Fr8y ) Ja aes B ool 123 HIAT AT s,
HERE T A R4 T 5E T 3 AT 0 IR B DA

KNN-PSM. BERT-PSM. PR-PSM 74} |F| il KNNGuess. PassBERT #/ Point-
erGuess A= il 145 M0, 35 110 45 Bh IX = Fh 114 5 B R AT 10 4 5 B DF Al o
Al LA F, VersaPSE %} KNNGuess. PassBERT. PointerGuess [ (it J7v%, Lo
KNN-PSM. BERT-PSM. PR-PSM EAHM13% . 73 &3.3AMEK I, VersaPSE £
it J5i 1] KNNGuess. PassBERT. PointerGuess 7F#Effi1E 48 7 KNN-PSM.
BERT-PSM fil PR-PSM. iX 3L/ K %) KNN-PSM. BERT-PSM # PR-PSM #/| ]
120 0 A i 58 DA 0 0 A7 A 7™ A g R, B ) & o ASE 28y e A
fiR B 2, JCiR AR o A A8 EE Bt T Sy g O i 1% A, RIS W A R
(77 AP 1 0B, AT SR ST R AS, SO R A IR ik B2 B At R R
THAGIT, ST R R A B e A PR o S 15 o VeersaPSE U 175 4 Ml 3 sk 11 4 20 FH A 1Y
i LB SRR R AR Dy ol B RAE, SRt T B AR S ) 2 s S, AT RO aEE T
LT DA RS VTA 112 ik 82 T M )7 s 2RI o S it — A A ) i

BEAL, VersaPSE it M4 B HIAR R B A5 2 (1) 1 & 9 VPl o, [RIAE T LLVP
T ARE FAE IR K 2 5m . AESegh,  BVEES DA K 5 & g VP A 4%
FEIC S HE B = K Zxevbn-PSM A A 5 1) 45 I 0 cli 1 1 i B2 PEAG 4l B
VersaPSE It t8Cie 15 21 1) 5 5 DAl 25 0 SR AE HE A 1k BRIl B 1 BLAT %2807 .
X 4R U], ARWTIUAE VersaPSE BT Hh (147 825 2] J7ik i & s A3 kv,
FCANZRAG 2 10 12 3 PSR Aty 512 m] DA Rl 1047 B AL 1 TH 2 [
MEHAT . 19K VersaPSE i 114 HIA A AT 21 PR DAl 5% £E 1 5 170 45 0 7 5%
NERTE, AWIIORAE T BT

3.5.3 FAFE[EALHEMBE TRIO LS AT

SR R PO R ) AT 3 St b 1 2 s B VP AN IR SE R B, NS
) WSpearman R AN VersaPSE tiid 13 £ 1) 2 Ty i H 2 9k LAl 4, LA
AR AR ) DR VPl &, EAT T HERRTEPEAL AT LA
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= 2N I VLA I B

Weighted Spearman Coefficient

ighted Spearman Coefficient

]
E

K 3.4 4R ) 12w Pl 5

Wi . . . * I
1 oy Weibo Tianya-Dodonew 126
2 (Tianya) Dodonew Tianya-Dodonew CSDN
3 y Taobao CSDN-126 Dodonew
4 B Phpbb Twitter-LinkedIn | 000webhost
5 (Royc%k ou) Twitter 000webhost-Twitter LinkedIn
6 y 000webhost | LinkedIn-MathWay Twitter

* gkt A HIT- NPT AT

0.75-

0.50

0.25

0.00-

-0.25

~0.50-

-0.75-

-1.0943

14

107 107
top k passwords in the test set

(a) #1, Tianya—126

0.75-

0.50-

0.25

0.00-

-0.25

~0.50-

-0.75-

-1.09¢

107 107
top k passwords in the test set

(d) #4, Rockyou— Linkedin

K 3.6 LA G K SN R T8 70 BUdi B (K52 48 45 R

(a) Rank=10.

3.7 VersaPSE(PointerGuess) 1EAN [Al A5 25 PEHE 44 A7 B AR W Spearman 53 54
ISR

N

— AN O AR VA 2,
A1 T VersaPSE MUFFSE22 21365, YIZR4E B T fuzzyPSM ik
TINS5, AR IR, A AL B A BE A R LT
AR V2RI C A4 P lh ik 0 45t Ji] T 125 VersaPSE iz
URNIRRS e

2 L 2 L

TR o

T 075 \ G 075 e _
£ A - E O\ T == =
8 050 \\‘f = 2 050 eSS

o \ [}

c 025 € 025

% 0.00 % 0.00

b3} 3

&-025 &-025

B -050 B -o050

£ b=

5-0.75 ©-0.75

7} 5}

2 1ogl 2 1ogh

107 107
top k passwords in the test set

(b) #2, Tianya—Dodonew

107 10
top k passwords in the test set

(¢) #3, Tianya—CSDN

o o L
2 2
I3} 15}

T 075 G 075
& &

2 o050 2 os0
o o

c 025 c 025
T 5

E 000 E o000
© ©

8025 & 025
@

B -050 B -050
= =

2-075 ©-0.75
H 2

~109o 107 107 1 -10g

top k passwords in the test set
(e) #5, Rockyou— Twitter €3]

10T 107
top k passwords in the test set

#6, Rockyou—000webhost

(b) Rank= 107

013 o021 0.0 007 om | 057 019 014 034 016 014 007 - o

01 002 007 | 05 011 015 007 o011 0.01 - 009 011 0.5

002 027 002 015 004 0.26 001 032 009 019 001 -

017 -0.06 027 0.02 017 0.01 0.05 038 -0.07 007 -0.09 034 0.0

0.06 012 003 023 011 017 018 o011 00 006 013 043

006 013 003 01 003 044 048 008 009 007 003 0.0 0.29 05
-1.0

(c) Rank= 103.

W3 4P, AWFFEEE TN ARE [ BRI R 1A s A 5

SCF, T B9 VersaPSE R E il TR BT REMER A

LRI, AU T2 VersaPSE T 1114 T AR (1) 11 A% Rl R 427

W55 SO B DA s VAl S S R RS

L,

FE_FIRNAARE ) 12 s B Pl 5, VersaPSE BT idcis 45 211K 13K 2 2

HE 2 9 PPAL 2% AL 12 5 B VA 23 1K) W Spearman 533000 K13 .6 M13. 75T 7R o
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= 2N I VLA I B

BE AL (R 4 ) B 53 11 /& VersaPSE (PointerGuess) F1#% LA 1114 5 & DFAik #5% 1)
WSpearman AX{H. ] LLFHEF], VersaPSE i J5 15 2 ) LK 2 T fig 111 4 5 PP
AR Y SEL T A 14 s B PEAL 2% B sE 8 /KF, o VersaPSE(PointerGuess)
FEPTA R GPE A A B B B Bl . R I MUK 2 D g 14 s TP
fli %%, Bl VersaPSE(KNNGuess/Pass2Edit/PassBERT/Pass2Path), [FJFELE b it
A HA A B2 00 H b, SEB T0BIAT — R AR E In) 2 5 S VT AL 5 1)
o L2 DIRE I 5B PPl & AU F ) 1 2 LB 55 56 Ty
FEART RENG

FEAT T, AT FUIE I 0 KRR S8 > H R AR AT LSS, i o 4 T
BT URAT B A AT IH & PRI EE AT s ORI, A9 T =4k 418, 1
X ARG, AEPUHE—P Rt T A A AT Rl S I B AR HR
HE, MR T VersaPSE £ U BE N s L Pl as WM HESL . AR ety i il
FREL 7 S HOR, ik A SR [ ISl P iy A & P AT, NI R G 1 by
Hooid b2 Difie 112 s TG %

M3t VersaPSE HEZZ, W5 H KNNGuess- PointerGuess Pass2Edit. PassBERT
H1 Pass2Path 4 H A AL 43 0 UGS % T Toak 2 DIRE H 2 s fE PPl ds o SEe &5 1
FM, X TR DIHe 11408 A g8 A8 14 T H Moy N A BE TR s,
YRR PR e B T BT O E ) 2 L VAL & AERE ) & aR B VPAl I S
[FREIL 2] T I — R IVAEE 0] 2 9 B PPl A% T S8k KT . A= TARKE Y
% DIHE 4 ot B2 VP AN 28 (0 B vt B8 B i A6, JF Hob B & F IR AL 7 1 4 ik B
PG R B AR TR
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SEDUTE VRS ) BORAE S 2 1 7 S P N

FNE REFIFAREEOSCEARTRINA

AE RS G UNAT A R B 2 2 BOR B B R 7 %o AR EAIHIRALAL 7>
H gt s et T8 02T 5, el Ay IR JT 58 D2 R R 2y 14
P T SCRAIEAE L, AT BUA s D T RSB g e et R, AJT
X HRME R AR E AR X 7 B H AR AN X 2 U

E—T HMIRE=R

b 25 LR I (RO AN T D T s S 4 PR 0 10 A B R LT LB
54 FE PS84 80-107 AN 1y P TACAZ I A L A B A 1 I DR
I T B LI 04, F PR DA AR RS9 AT A, L
B EE e TR VAL K T N o o N NU (=GN o Rl 1114 Al
Bk ar DO R Rl 7 2, R NE S 0 A AT M AT AR, WEAT AR S T
AR, SRR R, IR A R

T E A HER Ak, A EESS (Password Manager, PM) ¢
TR B DA R, e O ez DAt 04
GEALch, PR E S (P BRI DA, BRI
AT FR . AL, DA EELA Al LR EIR O A/ B, HEITE. Bk
LA RSB TGS, AR ok T 2R, ESEpiid, D4 G
HS PSR T Z B s A S0 mas”, LR THLRSG D
LI “HRRRRAS ", HIIE KR, &2 AT

SR, 1A BR B0 F P AR AR K R, ok T i £ e e pait, 1
A IS TR IE AN 2 1A BIVRT 7 1R BT D B 4, 2 A i B A T
T4 G k. Yz b, AR DA, AR AR AR i
AEM. A FATHA%NE55 10447 4. Security.org FIHHIA R 451k,
2023 4E1, ik 28% HOFH FURAE I P 0 1014 ELHEE AR LA
B4, B A Bk S R R, AR I B 1A 5 e
VOG0 SR A5 B8 1 IR 25 32 607 TT LB BRI 22 A LB (K A NS
BB TP R SRR, RTF R, W AR R B 2
AR, B F IR T 0 A IR A AT Bk 60%, X TERE 4 14 B s
[y AR SR T R

UL Ah, T A B AR A VA A T . A A DA ThRE,
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SEDUTE VRS ) BORAE S 2 1 7 S P N

(1124 25 LU SO AP E IR SR AL R (M I FE AR 45 28, T IX L m R R 45 4%
AFAERGANAZ R B I AR o A 02 #E45, U0 LastPass. 1Password. KeePass
0Ly VT 2% N B A BESS SE ARAEAE M E 0 2 A dm i, F 3k 2 k%
EE[17,118]O

2021 4E 4 A, Hrdi# R Passwordstate 25 £ (F I, BTEL T 44 R F
CIA R S 2022 4F, LastPass YESEH L BG4 A2, it 2500 J5
FI P A BEBs S0 F P 4480 FG S T 23 B g ™ . 76 1014 BRSO
J5, Bk Rl LAE A S A BEAT RN, 0 A B AT A PR R ST
ffss, WA IO A BEI, ek BRI S ) S TS B 45 8% 2 AL
(IR, i A2 B A 46 . DA 8% (W HashCat' ) F154 77
(41 RTX 4090 GPU'™') [rI52m . BAS 1TSS B 0 AR H= > 0 A
Wk re e, WME AR IS LB SO AR A, HL A
BER MR, AV IR, R, 7614 BEs SOl 5, Rt
HIR B AR, R DA g A, 4R AR RS I P R
S, BT EE PN RIS X

4.1.1 R

ANk, FRACERH T —RINE OISR, HHYEHRILER T
Bmf et BRI B S X oy Mo . HAE, XU AR EE
AR T T 1 A4 BLER A5 1 5t A9 B SE B i AN T o XA — e R 2
DRy, SR FERR LR NXLE O T %, ATERE 5 BT 2 A i
B SR (X 4> Bk BT .« 51401, Chatterjee 26 A 7 2015 45574 Hi ) NoCrack
WIS ETTZ, FORILREHUER] FHMLAE % ) S ER I X 43 Biti, 1H Golla 5 A7E
2016 fFALHE L T LA MG KX 20 B di 7 %8, KLz el THIE 50%
Golla £& N [RIFEAE 2016 fE4& HH T A FRAEFRAE 728 X 7> Mo i 3 H 2 2T %, H
Z7 ZAE 2019 4R 2021 4E4E Cheng 5 NARIE DA% & N ALHI B H X 3
Yok B ™™ Cheng 25 AFE 2021 4E4R K3 104 7 58, A RRHC R i £ 1)
“IRAE” 2L Markov AR HRAR & 25X 40 Beiki, 1] Hou 28 ™ £ 2025 4¢
WA BLAT (X 2 B J7 %6, BRI Cheng 25 A ¥t 638 14 e 7 28 22 4k
159 30% LA L.

PR AU, BRI E D2 5 AR ISR 3 H B i
BB PR A BIPEIA R 2 FEHARA, DT (8 D& 7 RAEREAT L Y
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SEDUTE VRS ) BORAE S 2 1 7 S P N

I, A P R B 37370 5 R B S 3 A AE R R IR 25 0o 7E 2025 4ELATT, P
14 2 5 2 10 22 A VEMIRR 58 A K TXE 4 A 1Ml — A TF AT 3RERR . 11 A P4 e
1 H 276 AN Pastebin Zyi g™ T % 0 A EEEHRAER N, 14 A
1%, (EZBEE ET 2 WA B G50 70 Pl B Bl dT 7™ Lo,
Golla 2 A" Fil Cheng 25 \™ {28 1147 %, KR — RATESH39#K
FUTE Pastebin bHEAT 22 2Pk 4 7 TR B S0 45 5, ZEAE TR IAVIZRgE . AR
MRAERS, Hae o M m 2= WAH . EAMBI AR, %
114 PR 7 SEAE TS B i 22 A VEA Tt T ML

7E 2025 4F, Cheng 25 N ¥ YA — BRI 4Kt 4, A AT
FriR 5 . (Personal Identifiable Information, PII) 28415 3 [a]— FH J ZE A 6]
S AN A, $HAE R P 004 PR IF R 2 101 A BRI 22 VAT o BRI i
AT S DA B 73, Refs A3 3T RIS 14 B, H Cheng
s N (RS2 B0V MOARAEAE — R AU . 5, Cheng 28 ANk 7 4613 904 il
RS AT T %, B35 40038 L AR 11 5 11 4 % A 750 I S F 452 i 35260
AP, RN R P 104 sk AR TR A 40 A KT, X Rk
IS SAPE E R 2, TATE A8 S, A% 25 A AT 1R 53 A 26 AR ) P 3
AR P BER . AR AR A2 ™, B e 25 0 A R R,
AT RETRSE AR 5145 H bR AR A M 58 4 — Bk A B 4. K, Cheng
s NN B R e S E IR RRA, o AEHEAT Bl 95 A T A T
(A BB e AT . X R FRREARTT & 9 br i 5, 3% Kerckhoffs
JE I, Breh T BASR AN 43 P00 250 0 A RS () e BOSR 4E . sbab, Bk
FE T LLHE A e T e A S Y SR BT .
Bt 15 S R T 37 470 5% S I P88 1 4 2 A PR A W S, AR — AN A
fife i T 25 )

4.1.2 ZAETIEK

[l 58 8 1 P 5 S Ak o T AN TR P 2 ST I 2 T &6 AR EESE Ik
T LU TAE:

c ETENT S BREREMNASTEHITR S . ASCHE EFH BT A %
s (VQ-VAE), MMERIM G, 18 SRR AN 7T H A, FF H A3 i)kl
I3 NASFRI 5238 . K Transformer BIRUAE A EIGMER B . BERT £
VEATE SCRES 545, A ST VQ-VAE #4183 A FAHARLY 114 Bl St
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SEDUTE VRS ) BORAE S 2 1 7 S P N

3] ey 2 1A) o B AH ) B e b eI, R ) R 1 R A A AT
AT, RIVLE 1A WA A 2R A 2 i) 5 ) A 1 M o4 2 T LR 54 1
Ly SEHIN RS IAETE X 20 AT AN JZ TR 73
c REFIBBNEASEAR. AMBELAT A%, AR 04
A [ABEAT T BB 3 AT AN SCRAE AN Z D) 7, JF HRER AR IR FL 52 1 4
PER A LS P i) 725 0], B0 P BE T i AR . XAk, D
RN DL, AR ATATE P2 R ARRT I 52 0k B[R] 122 1),
SCHL T HAE Y U O PR, Haz B3 ML 2 5IN B 1 X o)
Bl fehe ANy, AWFFOCHRYE & SR gL 5t R0
A F AR AT 5%, R PointerGuess F 24 T FH ML SEAEEE A, JF
Fe3EE 1 T A A A 2 ) (VR P 2 >0 B LA o
« ME MKW R RS SRR AUFIUEET 30 R R S
M KE SR, 72O AE 5 MM A L, fig T =D AR 7
St AR . Boi B M ZRsiodls, DU B2 R RIS I, A
WU 55t th A, AEBGT B AN RENE SRAG e B 1 B Al 1 & %
A, i FL T DAEHIARAM F E4 Pvh J 25- S 70 3tk I 1) 5
WSLT (1 1 2 A S AR B X 0 Mok [RIIN, B A0 AN B % EL AT 7 1 4%
BRSO AR, EIAF S 1S5t SKIREIARRY], A
WFFTHR L 4 PR T R A e Atk LT AT 2 R &2 T7 %, TR
S A5 RN HE DB T AT [ & NALBIRT -5~ 18] 9] 7 T S AT 20k

FT tHXIME

2 PE ARG 12RO B 14 R P LS LA R AN T X0,
R

1o B B4 BRI 200 AN 25 55 J P R B0 SIE & RS AT BEAR [A], 3 4
I 2 P B 1 A AR E AL 5T 2 T
2. WHOAEN YRS EIH 02474, mHAEHATHE, s
ey 0 ok W8 114 e B L LR B P 10 AT A e SRR TL 8 2 R IX
73tk
SR IR R OB PR AT T I Wb M BT I ARTE S b As, RS F P
14 2457 (Password Probability Model, PPM) . 7£ 2015 4F, Chatterjee 25
KH PCFG BB H M4, IF HAE BRTE & difdds o oI ALl
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SEDUTE VRS ) BORAE S 2 1 7 S P N

DIEILH P A2 EAT . AT ZWFN NoCrack-NLE, &AM En]
T AP T7 &, HAZ T R THRENUBIETE B, R4 52 %) Cheng 257
S X 4 Bt o MRS MG, 25 B e A D R — 10 4 B i B A0 0
RSO S TP B, 35 password B & b B Begmil A 7225, —
ELBE AR S5 (T T K AR ARAD tH AR (LU 745 5 pass R word 0414, )
L) AR 14 i 1 TIR, CREFH 1 PCFG 114 HESE MR A I L 25 V24
W, HZARE ). VB SURBE S RHREE22, g REf) 14 40 A R SURHIE 5
PUSE A B B M, BRI 28 5 2 51 Golla 457 $2 1) KL #5088 X 4y Beik

72016 4, Golla 25" P RE I T —F0 FIENHLEL T Markov H 4
WER BT T H B DA BT £ ARIES MBS, 1 Golla-NLE. % H &Y
HUHI LS 114 PR () 114 P B HLE IR — 2% n-gram T B, JFARTHX L7 B 114
MR IR I R, W T AR 552 11 40 338 I e 2 PR 11 A P . MR T
NoCrack-NLE, -3 138 WL i 518 114 55 20552 11 4 A F1 44943 5 S 4
B, T LG B M O 5 11 A PRI 11 4 P2 43 A 2 500 KL B Tt 4%
M7, 1% 1 3 I L 08 S 114 B o A3 A PR3 SR T A G 7 i s
1A 53 A (IR 43 o™ R R Mag9 . Bksb, Golla J7 ZE4 F ) 11 A MESR A R A SR
RGN, H n-gram BT A EIEHE BRI R, 7R TR
[ LGl e U6

2019 4, Cheng 2" $i1H {11 % A FE )7 R ol T PCFG A MER B, {#
LA TATHEHLON AR 20 Tech o AR, %V T A AL 2, SR
BN 1153 343, 6 SR I P T T 5 V2803 R 1 . 75 2021 4F, Cheng
St et 1A BE AR IR 114, BE— B4R T 34 S, O ELAE AR
TR SHCE N Markov B Sz (b H 1A MEZ R, T 7E 2025 4, Cheng
s N\ W4 Transformer B T P06 AN 1114 P HEAT R BRIV FEE 2 2 11
AMERRI, Rak, bk IR S DU P 20SE 10 A B U 114 R i
PRI HEAT 1935 U, 78 1 04 A B A2 e B 2 DI, =3 1) %2
A W RAFE) 74 PRI «

2025 £, Hou 5 AfE Golla S8 NPT th i) HIE N 7 S dbhit B, 3R T A3
INEEHLEN A &R, FERTET VaultGuard 28 1A FE 7 . %% 04 By
KRG A MR, R4 B3 114 72 BT AL 5 1) n-gram X A5E 288 LG
#) n-gram JEATHEREET:, R IXES n-gram BTN . IXFE—K, W& ok
AR ] B T DAL M B ) 30 14 PRAS BT IX 23 B, 568 T HE Golla Hid
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SEDUTE VRS ) BORAE S 2 1 7 S P N

AL v i) 22 2tk o ABAS 3R, %7 RAMRAE I e S A O 1 1k
HRRY, JLAEIRE 5 2T (X 7y Boei B (022 2k H iirs A 15 2048 UM B

FRFHATIE DL RIRVE S AR, IF HAs A Rehs s R 2L X 7p
At R AIE T, (E AR T Al DX 7 SO I B e 58, #fl DLAE 52 B B R R ST
DAL > Hilie BN, WP RAH, B O T AR B AR S RS2
111 AL T SRS B3 355 P A 2N o AT 5 oK B8 AL A HRAE 245 2R X )
Bl & O PET %, JF BRI BN AL, AEBLSC b OR3P 1 2 S5 1
MG IR, T RAT R R 1 )

laxay

F=F WEHIA
4.3.1 BMERAKEZEOSEARE

BINFEHARM IR WA 4.1 FiR. G NEESE M, HABKENE
CRECE D AE B R o v — M2, 30 2 B R W] LIS B HLE encode,
RGN S = {0,1} LH—Agild, ok RemIS K. MR, W TS
NS Egatd, w] LURH — AN 8 5% decode SKAS 21 ME—XF Y. 197 KL mo

BRI, Fds AN, TR A s B R B R, T DR 4
FUDHT BT S AT HE Y, FFaa ik -7 SR T A 2R 3145 — AN A T i R A
PR, IXFE R, N TR AN R, AT U e FeAE BRI A ek o
N A7 B B A, I AR v] LRSS 2 g i 5 [ (1) — MBI . b
R G 2 1) R JE 25 0 PRI 0T 17 56 2R 1T LARRSE 40

Lo 45—/ RS R T R, nT AR i = [a] rh AR I 1S 2 4> B 2 6

INLAE TN

2. 2558 At A R R b, E— B — SR S TR T R

fear RS R UG, RIATG— AN W S BTG (£330 247 4
I, SAIBENUAM I —ANEA D), FF H T DU Z g i AT I Ab B . il
[F s SRR 1 (A S A A5 SR A S i 2 1) e g RN R S ] R
ROV R . XA By e R 5 B . AT AR, L S 5 T AR
RIE T RS 25 R (BN 3 e g B R A 3 I, A9 2ELAS TRV S Sk b %
YIRS E

BARSRUL, X H A PRSI, BB O AEANEE, 2t H
AT — R AN RN, T e K R S A AR o X SR I MR AT S
HETRE 12 g B 45 20 R RN 9 9 B b AT BN o 3 — I R U 55 A8 1 AR
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SEDUTE VRS ) BORAE S 2 1 7 S P N

TR IE] press 22K BRI
HH =
00 1
——— [0,=] — 123456
01 2
10 N— (%,%] ——) password
11 —— (%1] ) letmein

Bt —2  meaar

45

4.1 BN EBORKEA: TR RS MR I3 A M 2 ) 2 ] PR Y5k 2R

T gwmtd4s (Natural Language Encoder) #EATSEHE. ASSCAEEE N3 6L, $
T A A ARTE T AL A ML TR O A MER A, A FE AR, DU R
By 24tk

ED"\ﬂEZAK#ﬁﬂ — .| pEEREDeE O FE 475 rPT— EIE
| ?(PPM) (DTE) éeed) —'D/%\,gg&

EAESHBE (NLE) BREOS
Kl 4.2 % 04 TAEmAERE

HARTE S D28 (NLE) IS MEREA (PPMD FIo i 4wt 2% (DTE)
Mk, Wt — N2 eMEOSETTERCH, WK 42 s, EEDSE D,
FH P A PR (R AREAS 14 1 56 S5 IR 72 1R PPML AT 29 -6 T A B e 371
FEAN AR BT WY IR R AR s AR, IR 2842 BN DTE K 2 gt g — 1k il ot
(Seed), 1M it K5 T 32 14 IRORTRRIN 25 7 S I 4 21 8 I 1) 14 85 S filt
WA, DTE 2345 fift %45 21K —E ] 5 77 F0 A AR S A7 1 (4 A O U 1),
EMAR B P 014 P

4.3.2 XpE

Teh 3000 O A EAT B A TR, e 2 RS A ) — SR AW S0 114 e
Il BT n U2 5, RS B R P 0 14, S AT i
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SEDUTE VRS ) BORAE S 2 1 7 S P N

TN n A A AR P LS A X AR oK. TR IR IR B R,
Tl 2 (1) e DU SR 2 F 5 (U, DL S0 Hs BT mT g LS L& P (1 W] SC 1
RERATAEL AL, B L, XM EEA NS ERN - 1 NMEE LR
T RINSCORTE {vi,va,. vt BUE AR B (1) MR ICRA BV
9y s(vi)e MPTATVEDREATREIPHED IR, SR vy BIHES 7 32 XN

r=Hv|s(v)>sWrea),v € {vVi,vas--sVn},VF# Vyewr H + 1,

Hrp || RSP RITTEN . B, B33 6 e o SO R ) B4
HATRENLHES . B AIXFE—2K, X1k DMAFRH 7 RUE, & 104 T R 1
HEAZ RN 7 =YK ri/no DU, WHFEHOAFER S N A FEATX 5y, Bl
HREREALAT I, WSFHER A 0.5 2 FHES v DU T 2 Ve A se e vh v
Y A7 S we bt B 0.5 W& 04 7 Sk 4.

PRk, RO AR T WX BT Zilt A A, T AR E 25
M ERA & 104 1 T 22 vp A I i 99 1 A JL R, By CA IR A AN 2% i U 0 R e
14 i J7 %258 DTE S2491 (¥ 43 e iki 7%, 4 Encoding ¥tk A1 Adaptive 3¢
S

KL 8ERE. %X Bk % i Golla 2 A7E 2016 442 1™, ¥ ¥eiti
NoCrack % 477 5. Golla % NiA2h, NoCrack IR H ¥ NLE A H ¥ & i &
(1) M AB A, VAR B FH 7 W 12 FEdAT 8. K P A PR ()
1473 A1 F1 NLE ik () 1 0 A AFAE 22 ]t ml AR TS A 22 791 6 252 114
PEX 73 ok o KL R B e fss Y VE 23 e 80

count,( pw count, ( pw

)= B P
Forfr, count,(pw) A& 14 pw 7E LA v A HHILIIIREL, |v] & A v g4
BH Pryie(pw) 2 H4 pw fEE LA T 10 NLE MG IR . SEbr |,
VP> BRI ) 2 — A 2 P o AR NIFE NLE TP R A4S 2 Y
MEZ 220 e AMERIL, REEH NLE B H A2 EER VRS 2 BOR UL, By
H A1 HA FETR I3 A FIE NLE WP I A e gt 2% EAEAE R 2 . A
T LA 70 A A NLE Frfiiad () 12 - A Ar AR 22 0], %22 vl AR SR o
SRR, VR B O AT, Sk SN EE AT .
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SEDUTE VRS ) BORAE S 2 1 7 S P N

BOSHE. EXAWd R H Cheng 2 A7E 2021 4E42 ™. e 7 114 1%
PP A5 BT B R, 2R A Bk O VP4 B BOR P — A S 56 1 101 41
M CEREBN A EARAERFD, 51018 B A 11 e B MEZR 0 417 v (0 1k
A IAE NLE FIORER AT A L. TR L, % (V4 o6 5 -

s(v) = H diff(pw),

PpWEVY

If fp(pw) < 5 And L2 0/(DIEY g (4.2)

1
diff(pw) = { e ’
Up(pw)+1D)/UDI+1) — therwise

Pryvie(pw) ’

Horpr, diff(pw) A28 5 1 14 Hd A ok 45 21 e 30 W 70 A (1) e R kSR e 4,
\D| 2B Bl R B LA R fp(pw) & H4 pw 7E4H B 1424
LB ILATIREL, Pryee(pw) WIHE T4 7 Z T A NLE T pw X Y [P H %
CENB BENURAFE B Do AXMERIL, 5 12 Tty I Boeh (A it BEFT KL i
Ko 2 —rEr), RIFER 7 O A R 114 23 il EE AN [/ 4 A a4~ I 4
BB AR B 1S R ) 808, 45+ NLE Jrdiiid i) i 1 & 20 A, X Ff
o3 b ZE AT SRR o

OSHMERS. XX IGEEH Cheng 25 A 2021 A4 H™, HAH AR
TR A RIELSE A0 A B ISR, T4 114 i oh F AR B 11 4 28 AT
S0 HARRBEL, 1A TEHAT R T BUH - RSV BLRE SR AR I B AT o, T e
B B A T AT R AE o 43 T 0552 11 4 2 PR B304 4 1 — 22 90 SR RE A5 31U 1 5
VH 14 b I3 SR A EAT BRI, B0 AT i D0 497 325 S SR AR AR 11 4 P2 T Ak 0
[ T FRRS A 0 AN AP 5 AT 1 A . 1A AHABLBE e (K VT 4 R
g/ I

Pryea (f =1(v,vf))
ey Prdecoy(f =1(v,vf))’
Horr, fFRR—AEAA RS HERIERA R, AERED, Sr
EITH ERRHEE S 1(,-) honthmd, W v BAREE £ W (v, f) N,
A e Prrear(+) F1 Praecoy(-) W35l R LS FUA Py 4 H 4 e IRk bR L
I(-,-) IR AT

R KA IR EOW AN E R R, A28 LA B . N, R
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N4 B4 Sr = fi, frr AECT# BUGIRIUK — RIS A B
Prrear(L(v, £1)) = P Fl Pl (1(v, f)) = p!, Bt /2 S A FEh 43 AT pleet
Pl VA FESIA fiv fo HEGE. T AETCe 4 UG SRR — R 50V 0 11 4 P,
A Prgecoy(I(v, f1)) = ‘M”ﬂMquwm) P A, A A B

real

fARIA fo HEATERS, ST ﬁm@ﬁTQFZ#%

MG RMIE.  Duan 25 A7E 2024 FE3RH T HE T3 104 P 7 R AV In 85 K
P H R XK 4 By = R B ERI P 04 A ()
(192, ARSI, ST H RANAT T — RIS, 155 T B 1T

SR ASCH TR H R, TR IS S AT, PR

SRR ARG OIS LA A Pry(-), Prve()s Pre(-)o
Hﬁ@umwyzpmmw)@%ﬁﬁ>ﬂ%ﬁw%%ﬁwm R R,
AN (UE SIS

PI‘V (V)

s(v) = Prap(v) -Pryp(mp) =~

Herb Prype(v) %78 NLE R AR v BOMER . AESEhrddind ferh, B & n LM
MW OB, S Hda R 55 7 ORI Pryvre(v) -

PI‘\/ (V)z
o—— o)’ (4.4)

4.3.3 MNARHLEER

HET SO (9T SRR AE SRR SCAHEAT A2 26, — T A 9R1E 35 b BT 45080 1) 1 2
B — . AR, — ZRASCAS 4 M A VA B 27 ST B HEAT SR AE
o)L EIRHREL, 7R TS LB T AR ORI T R v
" e B A AR BT LI — R R I SO, AR EOf R R e s 1
SCAAF I, RV SRR 11 A PRS2 11 4 PR HEAT X 43 1 40 A0

CNN XA REE, 2014 4F, Kim HEREMLEE (CNN) N HFIEAZHM
AP FATS T, A TR 4 R R R i A R N AT 4
T, HETTR I SR 058 ngram BEAE, 36T 78 46 SCAR 4) AT 45 v SR
TR R o 1A PR SCEFE RURETT LU n-gram BEATRUFREEE, FTLL
FIFT CNN AN HMERIAT SR 11 A0 2592 1 A1 T SCREAE_ AR 7E (/N X
ST XSy, SEILEE T SCX 43 ki o
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BERT SCA4M &8, 2019 4, Devlin 2 A" FIF Transformer” %) j 3k
7 BERT (Bidirectional Encoder Representation from Transformers) #7%, 5 ZhF
JH TR ZRfsg RS it 7R HARTE 5 RFAE A 5 2T 8 . BERT B4 i % a1 4
5 5 A (Masked Language Modeling) 7EJohniE TERE EBEAT W0 25,  [F)HS
72 FARTE S BB AL, 1 8 I 25 7 2 E A TEFR T 8 e
SRTE S IR B R IR AR A8 I 25 )5 (1) BERT R HEAT SOAR 72806, Hd s
I3 2K FFAE Iy FAT S5 IN Gt LREAT B, R AT ERUA 450 A BRAR R 73 SR A5CR
BUAT 10— B 51 11 4 22 A HICHF ST W) 1 A AU AT R ™™ L IR R T
LIIB I BERT ({25 ) HoR Sk 11 A @™, 84 R BERT 4%
PH/ LS VA 34T 7 SR AR AT AT HAT R 6

RoBERTa A4 A8, 2021 4E, Zhuang 2 A" 7RI K B SL B0 464 BERT
PEIAT R PE A [, 32 H RoBERTa VI 25 5 %64} BERT #5704 3£ 47 2403k . ROBERTa
Xf BERT B84 ¥l 25 07 0B AT T 04, BBk T BERT Ik fEh i F—
FJWMATSS, I H A HERS 5 = SRR AT T 3 8, 187 T BRI 20 72
IO [, Zhuang &5 AT S CRUBE I R gdim it AT 7 BB 25, ik
IR GRS T TN st B2 v B 78 4 MR B AR5 5 R IE . RoBERTa Ji K HCH T
)z K K BERT e ok 7 %2, KA mT Be e 1 SIX 43 Bt vp SE L LG BERT
B R B HER R

DeBERTa A #A4ER . 2021 4F, He 25 A" %} BERT B (135 3% JIALiH]
MBI EE R AT TAED Wik T oet 5 () DeBERTa #5i8. FL{A1 5, DeBERTa
WERLAE ] T R & ML) (Disentangled Attention), HAHXT 514G BERT H i
EAPUEN S, M2 T 2N R MR R, Be i B A SCAS A B A
MK FR . MAh, DeBERTa ibX| HERG i i As b4 T 7 S, 45 HERL 2 fh 4 RE 4% 10
FERRVE R I HLE N PR B SCA P AN FR 2 AR AL . S5 W] DeBERTa /1 —
RYNFUHATS K BLLL RoBERTa 1 BERT AL, I HiT SRR T 5.
4.3.4 OSHRER

REAEXT 1142 (A AT A 20 il — M, JF H A alrh e 1A 1
MR 2 A 1 B AR AR O AR . — ok i, R I 114
IR 2 15 0y 1 A Y, SLRERE X I ZRAE T (R 1 0 A i AT Rk, 1HE 4%
FEME 2 B P A B V205 o ASSCHAT - R0 05 IR A, K LA 1144
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S Lh QUEVSIGTENYE & A IR RS i TSI R OSSR mESy TR RPN
e AT I X 73 Bladi e 35 B ORA SCRER 2 AR T AT (11— AR 51 A MR AR
AT

PCFG/Markov #it% O S HERME " X Py AR 5 R SR 4
TR R BT I AR AL AL . 3L, PCFG B8R IR 11 308 9% 30k
(Probabilistic Context-Free Grammar) K4 vl 1141 7 BRI AR5 AN 2 1 HRFAE
1M Markov 7 U X 14 $0 s 42 B n-gram ST 4511, BEMAPE 02 0018 Rk
fiE e IX MM B R 48 ML) VA MRS, e K I S R 22 R AR S RIE ST
ZAEH

RFGuess 2 81 385 5] OSMERAER™ . Wang % \7E 2023 4F ¥ ORI T 20
PLEs22 2 HAR, A BEYIARM (Random Forest) HEMH)%E T RFGuess F4- 45
B, Gl — RV A R D ARHE, Wang 55N IR F BENLARAR 1) P st
G IR TN 156 /1 A e <2 T | o < (T R T B2 PN - R AN B A AR
SVRE ) AR By, AR I H B o SER 45 R W], RFGuess 7EIX =K
Beiti LRI IA 2 T 2 N2 R ARS8 DR IR o (R 5B 17K

FLA REZIOSMEER™ ,  Melicher % A7E 2016 4 1 UCKHIR B STHA
FINEE ARG, FFEE T AN Bt T /AMERR . sk vE 3R e
) 14 0 BE DAL 2 0 A IS A I — 2R 51 05 M B By e A 42 (0 1 2 ik
K, Melicher % NAE T4 R UFE R OAGIEUR. O PEESE—RAIK
BRI REAT 7RO R AR, SEBLIE T LSTM iR BE %7 ) B () 11 A5 A2
BT R BT B RER, BT 2R S Bert 1 — RN Gk e R
X VA DA R e e f) B L /N AR RIS T 8 R R A 1 1% 20 A 2
BL, AR T RSN R AR, FFRIEA3 4 (Fast, Lean, and Accurate,
FLA).

PassLLM O£ #EZAEE™ . 752025 4, Zou %5 A FH KL J98 R 700 0 0 14
AR R KBS 1 AR e % Th 7 PassLLM AR5 AR . ZEAF A IE 1
& T T 1A B B 0] i Jie AR T AT A 2 f5, RASE 23 U ] PR Tl v A ok 1
MR AT VRS, SEILEERA I 1 2 AE I Bt . Zou S8 AT v I#) PassLLM ]
AR IH A2y PILEEAT E ) 0 M B idy, o m] DAE AT B/ M B 0 T S
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Jit AR 3 1) A FR B o AR SR AT AR 1) A SR AR R SN 114 B
ST S I N I 9 W R 119 P L G

4.3.5 =T HERILE

[135, 136]

AR 7 H 9t #% (Vector-Quantised Variational-AutoEncoder, VQVAE)
R SR IE AT B R AR ORISR S ¥ S BOR . VQVAE M4 1%
ifdds. A AIRIDES, Jorhgnidds N 27 S IE S B AE, IR A
Kl WS B i e e s 18], Bk st TR TH 4 A 15 380 1) v 4R SR AE, AR5 [H) ) T
) — M A (Codebook), 1A BEMS i i 4 B 20 1a) o HOAT i — AL S5 3] B3
AR i b, S TR E S S B AU R g . WA A8 WU FE DI 2
Ao R T T B A A5 B A S B, 2O SRR B BEA T AR AL g, DLk
PETFE AL SN AR AR R AL e

AR, e AEdE x, G ESRIBUR L 2, = fone(x), RALSRR i 2E
FREIE S AW 1 C = {e} | PRI 2,0 IR T-WGT-ARAD K27 AT 55,
Rk Boh =80 4, 5 iﬁﬁ/J\%E*’]&%ﬁﬂiﬁ@%&%ﬁ%ﬂi:

L0 = Excpy, (%~ 8(2) ] + E [llze — sglzg] 2] + BE [Iselze] ~2,P].  (4.5)

Vv Vv vV
Reconstruction Codebook Update Commitment

Horr sgl-] RonfE IbAR S (stop-gradient) #4F, B WHAANESEL, =i
AR IE B R R B A s m) o SEbr b, INgRoEZ)a, R RS K
AEAE R AT Gt s AR A, PR AL 25 D) UAE I 5 m 3 T ok A 453 2R R 8 o i 5 25 T 1
FAL ) 0 s I P e RS e

4.3.6 HEMEBE)[T—

FRYE TG TE WIS, WPURBE 7 B EAT S AT AL, IFHR TAEAL I Jim 2
AR, B SO AU TR 2 — . HIEN)ZIH—46 (Adaptive
Layer Normalization, AdaLN) 7] LUBAFE 2% )2 44k (Layer Normalization) [¥]
FATAYTJE: BSEANRAAEBEAT AR AEAL,  FF e A I R A RO L TE 1 4 TR
PRBHL TR RS EFRgh ™,

AL, G AFos x MGEAFR R ¢, Joxf x M)z2 335 LN(x),
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HI A& E WA R S E AT 2 y(e) 5 B(e), TEAT:

AdaLN(x,c)

= 7(¢) ©LN(x) + B (c), (4.6)

b © RFBEILETE. ECAESH, LI ¢ LK [AKBFRZE . $05
58, KESIHREIA IR ARE, I3 BRI FER h i &0 8 7B
R, XA R R 2 A, U AES B Transformer 25 14 /4 ik
Wi, AdaLN CURCh o WLRIRER 4 phph st )

4.3.7 OSHIEE

R 41 AFEPTAE RS A Hd Ak

BE ER S ARZSFIZE | tgR ] | VERREEH] | EA 104
126 A5 2012 3.60% 6162669
17173 biiass 2011 0.72% 18118140
7k7k ik 2011 50.41% 7403497
CSDN BRI TE | 2011 0.67% 6385450
Dodonew HFRgs | 2011 8.56% 13825474
Ispeak T AR 2011 1.72% 6780169

Chinese | Mop AR N/A 1.73% 1856700
Netease (igas 2015 2.55% 253889121
Renren Wiz 2011 7.13% 4368406
Sina AAZTEEAR | 2020 2.22% 18953297
Sohu Wiz 2015 5.08% 13894741
Taobao g | 2012 1.28% 14878848
Tianya wix 2011 1.88% 30606549
Youku A 2016 28.05% 66583261
Ys168 nEFE | N/A 3.63% 316594
Brazzers A G T 2013 0.97% 919045
Clixsense WSS | 2016 <0.01% | 2221855
Couponmom ERS: | 2014 2.72% 10628043
Dailyquiz B 2021 11.65% 11366790
Datpiff &R 2021 3.49% 6932601
Duelingnetwork | J7X, 2017 4.65% 5901716

English [ Tmgur FEAZEEAR [ 2013 0.02% 1755093
Ixigo i3 2019 1.03% 3538983
Lookbook HRZEEAR | 2012 9.17% 971349
Matel W L2125 | 2016 10.26% 24590838
Mathway HE 2020 2.19% 15701738
Twitter AR | 2022 4.34% 24465322
Warmane 3373 2016 2.05% 484272
Yahoo [T ™, | 2013 4.24% 434209
Yahoovoice e anfs | 2012 4.46% 248205

*TKTK B AR R O A KRS, S8h e A KENT 6.
* Youku HURAEAFAE AT null 10914, LB e B %

AT AT (9 205 A B A W R4 7R CONELHE 114 B4 4R Pastebin) .
FEARF T, XSRSk T

2T .

X
Re

(SE PRI ECYE S
PRI UL LR BRI, ASSCE Sl BRI AT KR T 30
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T 6PN W, w1 JR8er) 04 PR A/ AT (iR AR bk, Py
A7 ISR bl B S AN Jag T S ISR i B0 2 11 A FIE B AE S8 22 A Cf3il dn e
AN @ PRI SRR, et M) 1 8RR .

FNT ETFFTENIMBENEASERE

TEE D2 PEJT Wi sttt Wi i 50 5 20/ - MER SR AR 2R 10 4
R BTG, M RR S  IR R R s A 11 A 20 A (1) 1 A R AR A, lﬁﬁ‘ﬁﬁ
A NLE. BiJE, femE& iy, T —FRH P a4, B
NLE, {EEMFEHAT, FHEEA 7 80E 1) 3 1A 0HARATR W S0 B 4 FEREAT
I, A”'JH?'J!:/I\HEJF%EE’JD/\FEMI Bk 2 W5 ZEAE DA 58 ok

AR E, IS AT BORECEEN P I A RS S0, I B gk AT 32 14
K, XHL/I\D/q‘f\)fhﬂuﬁiﬁﬁ%ﬂ‘%ﬁ*%ﬁﬂﬁimé\ﬁo

v Mok 3 ReAE AT — e AU = VARSI s, IERAE TR R 204, B
ABEEE W H AR, I X 23T v iV pR R, R iR R A 2 ORI S 4
PEMEATHER, R AT REFRAICH P 058 2 PEAE I W ST 4 EE TR IR

TEILSE B g5, M4 Kerckhofts J5i),  Xoidi % ml LLZRTS 58311 NLE &
H LM ER, Jf Har DU BEHLRAE N NLE H A3 2K & 13 H 4, XX
LI & TP IR IR REA TSRS . A, B RIS H A 5 T, ﬁ(%%‘\ﬂ
DAASE H % B 1 2Bl 4, RSAT g 2060 LS HT P R 4 0 AT HEAT BEAUURN & 3
I LU 977 00 5 SR A 1 11 4 o0 A i AsE . BRI, Iﬁ%%ﬂ%ﬂ\ﬂé\ﬁﬁﬁ%qﬂ%
WAR O FEREES X = {fi, fo,.. .. fu}> T HAERFEG BT D42 B gk
B A e AR L PR BOHF I S R S A FE R A IR, XN, 4508
—MNEARE x € {f1, far. .-, [u} BIASCOAE, HOESE O AR G WA A -

Pr(Real) Pr(x | Real)
Pr(Real) Pr(x | Real) + Pr(Decoy) Pr(x | Decoy)
FIBEEX 73 Britirh, Bl AL IR S I A i) HARE, AT SRR AT
XHEDR AN R A B SC O PEREAT VR o RHER? A D100 pRAURT DLAE 5 S5 3 (10 2
fitll 25 0

Pr(Real | x) =

(4.7)

Pr(x | Real)
Pr(x | Decoy)’

s(x) = (4.8)

AMERF Y, R s(x) AT Pr(Real | x) XFWISCO 2 FEBEATHEY, 52052
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MR . DPAY BRI s(x) = poripeads AT DA th, Ziebidf B 23 b S 380k (T
S A PR RV 4 BEAEAAE x BT 2557

STBIEEI S, R E DA R M et (EIRE 04 R, B
A PEAERI T VP4 BB X Ay B o, ST HERE RO e B 0.5), b 2
fif Pr(x | Real) 1 Pr(x | Decoy) XA GAT o AR W g e IXINF, T 762w b
LR 90 4 T SR ER AN P P () BU A B SC, 8 BB AT LR P s
A PR A AR NLE BEATSE R P, A5 REAS S (0 V518 O A 1E R A0 40 4 I
) FLSE A FESEYR, 46/ Pr(x | Real) F11 Pr(x | Decoy) Z [AJff) . IX—H
3R RSB A TE T A LA A FEAR A B, Mk W LU %A B,
B HCARTFIX 43 B i R h €

Sy T G I R WL T A B B B RS O X 4y Bk A3, A
SO T AR IR A S N A B R O R IR AR, K
A BEZS ) P i SRR AE R4 T R ARAS I T 2318 Py, Pas..., Py b
P =UK | Pro VT2 RRISH K AR MO AEREA 1142500 P L (1) k43
A7o FEGRRING, 57 4803 FL7E 20 S 114 PR T I 1 4 1 42 ot o 5 L L A7
Yafih. SRJT, TEMRRSRT, B A TR DA PR R 072 M 25 b, HAE %
TR Py PEBHEATARAD . BRI, B HTOLSERN () 138 AT T TN
P B A RSB0, DRIL, ek 3 TEvE UM ELIE R AL 2 FF 05 A 2L
Sty I OAEEIEATIX 45 SRR, FER— T2 P N, 5 A RIE St
A TPERHIE 3 AT LR INEEUT, 467 Pr(x | Real,Py) F1 Pr(x | Decoy, Py), “&4xEn]
DRCEFi i

AR ST S 43 ) M T A B 43 A5 R A ¥ SUERAE AN F7 T %, A
VQ-VAE"™ ™ 2o 142 AT RISy, 0 T LA 8 138 I 5 1 4B 6«

AT ET VQ-VAE MBERN A ERE

AR AT GBI SN S R B T A . NERLLE, T
Bl437R, 1% B IE N A BRI GRS N S BER A 28 SURFIE AN J7
[LTIRN5 71 i R L1 el 777 AP 6 e P 4T R ol L B B U /A R TR RS
JE IR AT TR SURFAE PSS 725 0], ASHIF SRV AOUR B 2% 2] B 1 2 T 5%
FEXF R -2 8] _EXE R B AT ifid e IXFE—ok, Bah A AR E 04
fRa N, KA RS H S O A TR AR R O A, AREEHOSAE i T
M EERS O EARL, EIHELAX 3
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123123 Betty123 Prob=1.2 x 1010
123456 | 932123 JORDAN23 Andy666 Prob=5.3 x 1012
123321 gwertyl [MICKEY123 Anital Prob=8.7 x 10710
1g2w3e DARLING1 Singing12 Prob=4.0 x 10~°
......... Angel111 Prob=1.9 x 1010
Levoz321 Prob=3.4 x 10~°
19770622 031215 Bettyl23 Nottinghaml  Prob=7.6 x 10~ 11
19760109 031111 A .‘t‘"fy“s Elsa2014 Prob=2.3 x 1010
nita
19881103 080301 | ot || e
d | howard 12christm@s F—FZEFE H<S, AU
passwor owar VB SUSE, DLRBE F ARG R
letmein halloween 1rock&roll
iloveyou holiday pass@google
Bl 4.3 MBS o3 P SRARE R B 25 T8 D) 4 B LR AR5
4.5.1 FIF VQ-VAE #tiTAS= @S5

VQ-VAE"™ ™ et i g i 4 2 =) B BBl s e A, AT RS i
TE i e ) PR AE, Wt B B B A P — AN B R L, SEBLT 0 e
SIS B ARATI ST LT VQ-VAE %) 1445 [ BEAT 1) 43

KT AN DTE DA SRSE EVIZIT ) VQ-VAE, A2 (0, P, Sl 3
K fone: P —RE, RALBR R TA R € = {e K c R, X TAEE L4 pwe P,
G 45 S K SEWSE A R HERAL 20 = fonc(p)o BEJG, AL ST AR L 1 4%
B R

* . o 2
K =arg min [z, — e,

Jeds p WO B BRI R e DRI, (EF RGBS M ASHOR, VQ-VAE 5%
bR 7 St A4 B A2 5 Al A

Q(ZE) = €px, (49)

K
P=UPw  Pi={peP|a(fonc(p)) = er}. (4.10)
k=1

XRE—3K, il ae A 1A M RE S R AE, AL 28 P 2 BT AR
W52 2 AE $55 BURD A b — A B B0 B b, AT 5 o 1 43 ] i 45
[F]— T % I00 AY FRT 11 47 £ ) s 7 5 S e o b3l S 60, 138 ) 2 1A
320 750 A e 2% 5 1 8 2 ) £ o

AHE ik VQ-VAE™™ " BT T A5 M0 KI4, 2 LA AL 282 > 74 51
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(K 0 RAEAE G M ) o B oK, ASSORE 5039l DT 2 B 40 A R, SCRF ik 5 4
FARIE A, X FiR VQ-VAE (175 01143 75 S804 7 524514k

4.5.2 OFSEIEXRSTHE VO-VAE ZF[E1]45H

FIFH A BR300 ) VAT, JFEATHE T VQ-VAE ™ [ 725 (] 1)
LIPS EE Bk Bk, AT A D MRS A BN M2 40 A EA T
T ZEATUERAE B AR S HEBLR BN Jy T % i B S, izl R H
MERBER TR 50 114704, Wil VQ-VAE,  [FIFE T ZE/EBOR Fon BAHE
i o

SB O AMEE  TransformerfBF3 58 M4 MERMR R a4

A

’
’

7
[
é\

J

R =7 el B P LE; 3oy AU
K 4.4 FIH VQ-VAE, T 04RO 03T V) 47

EFMAFR Transformer AERDSRHY5EI O SMEREME,  Transformer B 1L
FLag K BE S @ Btae ), MoK FARE S AR B A OIS A, A s
SR (R I FE B REFL T Transformer FE7R/E 1428 E 9 fRaid™ ™. Cheng
& NAE CCS25 Wi ] Transformer fif5 25 X 4 FEEAT A, B4 F 245 1Y
T A R, SELT e F0 i 2 R 8 1 iy T i 24t
BT FIRBFT Transformer #2784 F7 J I HH (V)8 KT8 & /EBERE ), Rl e 14
R I3 A R0 4 PR A 0B, ASHIF 5K A Transformer A58 A4 D A5
6 1A R 1) LAl ASE Y

5% 14 2 J5 % P A8 H Transformer #5884 1) — KBk 2 LARBUE K. itk
H1 T U I 55 R Y Transformer X} A MRS T WD QL AFREH BA LK
Ae 1, AWRAE S WER 24 ) VQ-VAE A S A8 /N2 501 Transformer f#1L 25
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PR GG AR o 32 1 WA B RAE B AN & 21 i1 11 & 2 4 kAT
W, AR OSBRI, HUE AT DB A 2 i Exd 04
R MREAT VI3 (560 1 MR . AR R DB P AF 0 FC IR, R 14
TEMEAR AT ERIRALE, 1 VQ-VAE Hy &t as M a4 a3 HEAT O S AL, fsk
P2 22 [ AR A _ERID) 0

UFHRRMEH VQ-VAE HEBBIFE. N AWCRFMA £ MR 030
Foo 7T, AT LUK A LR 0] 1A PR 4 IR, ¥ 1 A thagA
TR AR N FIRAE A DA RS ATIRAE . 53— 7T, ] LU 747
[IREA AT Bofe, 55— ANbitt BAMiR, BB FLAE MR A RAT A5
VQ-VAE"™ "t HEAT G AN AL,

ABF TR 8 147 S S2BR I SR Tk, BB 749 1) BT 1F
FIAEMEZ AN 1 ZAE, IR VQ-VAE %1% 26 AFHEAT 35 MU AT 11423 71 )
Sye TEBIAHITREN, T DA R0 08 1423 AT D143 0 2 2 H o g
AR RS B LH 1 A ZE A E AT RE AL 92 1 AR — B0, BT HEAE T4y
i Ay Bk o BB T B0eh 3 10 40 A I R e 7 A0 VP4 b B0 b 1 B R A T
A (IR 4 FEEATAC 28, 320 A 76 8 114 7 5P IS Ra gt Oy <8, 1)
114 7 745 B A MR A7 3 10 140, T LLs B B3k F i

MR, AT 438 TR R B MR 0 AT R AT, 785 ik VQ-VAE %
14 (V8 SURFIE, 4 52 AR5 RS SURRIE SRS 11 4 23 [ HEAT D14 X2 A
HEFRRIA R, R4 ST 4, DA S AT
FIEMER . B, abcl23 Fl aaalll ', HB—"NFHF a AR ZAHFIR, (HZ
G BRI TR 58 AR BEIN, 0 SRR Ak RAE, R AR %%
G2 ST B W TR RS AR O X R, HE TR 2 R 11 4 2 ) kAT
R4, IR SRR A RIS 11 A YRR _ LI % H 1

FEREERERMEMRRITRDSE. BEE. (Eiohhlh SR sam 0
MR IPATRAL L 5, F BB R G i A AR A%, AL BENE R BER A
AR 4 S BAH R B s f b CRIUAH R 5~25 18] o 25 R BT BRI 1
WEARRAE S b B, FOAR SRR, SO R 2T IMARRR K e J2= R a) Hy
PR MR W B e s i) o [RIRESh, i T U0 O AR i i 2 I U5 ik
AR L o3 A, IR R R A A R R AR R, R G
T AL AR 45 1 B I B A B (AR RSP IR R, ALT [0, 1] Y
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WL AE P 2 TRV 22 S, AN 2 T8tk JZ R AL s 27 S0 TR, P
AT Logio(Prprior(pw)) AE A GiiGEs N, LABORAN A 14 56 50 ME 2 75
B L ZER.

B85 T/ NMAR Transformer AR5 E S L MERB, A I 2 AE bR
EINGAS . LA, BUnT A VQ-VAE X 114 f& B AR 5B 50 114 70 A H i %
B, R FLR IR ) — > i 4E 25 ) (B A ) & o AE VQ-VAE IZR5e ki Ja, tbit
s nT LA E R 5, A FH 5 45 11 Transformer 11 MEZBAAE 4 J5 B2 (1)
NLE 41

4.5.3 OZENXAHER VQ-VAE Z=[E]4

P2 ok A SC A B AT X A SO E HEAT AR 5 HR I, 9F R VO-
VAE"™ v SUREAE T AHBL AR 114 e i 591K ] (10 335 v o

YR ] BERT#zf5 2% BPO4

: _______ _"[ HBA )@ ALEIRA ll___11|2|3|4|5|67
: ______ L_%W@Eﬂ]-:;—-l3IZIII1IZI3i
1 I I

A

2
| L
=
N
o |
—

I
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: :: N 1 | P
: L === Tramsfomer R — — — — — =

1 "
", BER
I——-I-J—-—-l.-q. ____________________
— =t AT s s e — - — = - == 1
T T B == !
1 ]! 1y /I 1
0 &[] [ i
! I Ik X k18] |4 I
| v ! | o Py || 2 o Ul U I
1 1| #% = =[[#® B |
| I % »|| B |
I I o |
L ___ W _ oo ————_ __ I

BEEA EEAEXFE Transformerfi#iDa REARK A4

4.5 F| A BERT #1 Transformer H M F VQ-VAE, T 114 SURRIEXS 14
AT Y

I F3 BERT 432812 BIE X EE.  IUAWFFLI5 th 04 BAT — & 9 %L i
PR NI S HLSRIN SR 6 100 A R BT DU L A 4 A SR AR . R, A
IFERF /NMAR ) BERT B8 (R i 52, M ICHRTE A 114 B0 s i 11 4
W SURRIE, JFilid VQ-VAE X BERT H I SCRFIESEAT SRS, Hbm s+ 0
A8 SCRFAE I 11 42 [R5

WG, ARSI 26 KRR 1SR 35 B 48 1 TV 2R ¥ BERT #07,
1M 8 Sk FIAT R HE R 2 T 2510 BERT A6AY, S S T 1 4 SURRAE HEAT
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R IZWE IS T BRI SR B oK an AT A EARTE B
Z51f) BERT A8, LA RER, BERMARARIFERCR, AR TE R 04T &
(ILAFAE R o B AR B R SCAS, BRI 2 . R AR
B HARE BT TN AT B TR T RAE AR RE g, AR A 45 J2 T AT R T S 4
HLIE /N R POV SCEERESY . ZERI MR T4 9 BERT B2 J5, ASHE
FUR A F 2 B 48 BT HERSTE F @ISR, R AR o AR A e AR
BB 0 A TE UL

W5, & VQ-VAE gk, ABFERSS BERT SRR, K HAE K 4ifid
R VA REAT s, oAl 2 R VR S A BN, O e R e B SRy
TEREAT B Ak, WS BIRGAS b (1) B R B o VQ-VAE #E I ZRid #2 P LA Transformer
BEORAE R R4, N A SCRE N 12 R AT HAR A4

{# F Transformer tEZ{E A ARAD2E .  BERT S fid#s/E P 2Rl R Aho) 11448 X
FEAEGEAT EEA5E,  VQ-VAE WIAE YN Zsd #8 vhox ix 26 o SURFAESEAT WL, K8 X b
FRABAERD 1 4 WS 380 (] — 0 5 i) o Lo SEBIR — ik . SRR S AE T i A
(RS s, L RERE X A g A rh & B S ) AR 1 SCRFIEREAT 1B, 223k
T 3 ) B ) B AL B AR 14, BRI A A R R . SRS AR AT VRS A
i3

AHFFUN Transformer 1A BRI RS IS, R B0E 5 AR ZL A D AL 2% S 3
IRE IR . AR AR AR TR SRR B AN Sz, 25
Filh 3% 15 S 1% n) Bl ok 2 J2 5% B Transformer #5754 £ Memory 7, iFi% B HT
[n] 5 X%} Transformer RS ASBEAT 5540 BlJE, HH z, Z51F40 11 Transformer FE7Y
MR B A 2 Memory X J5idh H A AT A, {E VQ-VAE HIIZd i, %
HA A 68 71 14 Transformer i i BERT #5249 i 15 21 1) z, 2200 H A 24T
g, dEim SO KT 2, BT Re IR B SCRAPAEBEAT e BRI RS, ks RR X TR X
L ARABLFRY 11 4 Tl SR 28R T] ) 8 ) o L

4.5.4 B OSHR&ER

DUAEAS S AU AT ARG _E 3 MR 0 Ay T8 SCRFIE P AN [R5 1T )
V173 J5 %, SEHLAGE N MR,

AdaLN W& &1L BY Transformer #27828. 7 L—/PEH, AT T anf
i VQ-VAE"™ " ¥ A B ek g S oAb 2, DLBSHL R R, ST
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AT S R T N i o R o 1 AP wb 'S v ks o ol W R el 1 P T
)R B B 2, IR AR DS W B 7. BT EL, el AR S L
a) ARG S MR, A3 Y RS A 1 () R BR A R RAEF I L4 2
REFLSE 4, JOA T AT I ZER DR (1 3 DR HERL .

[ Zpert: Zprob ] [ ﬁj)\ )
: 4 ¥ -
[ mLP ] [ LR
v
Tro 'h T0 (S er 'h er )
(Sp b, p b) bert, '*bert =L AdaLi\Iﬁﬁ?u
ZAREBRNE
, I
[ (sbert' hbert) ] [(Sprob' hprob) ] X L E_"f't)%
v v T
. ] —{ AdaLNi#
¥ ) 1
xO@+s)+h B R
\_ [ .

v

\4

Kl 4.6 3T AdaLN §44F4L Transformer fh5 2% )2

AW T RT HIEN 2 H—46 (Adaptive Layernorm, AdaLN) [ 14:1k
Transformer fif 45 )2 (f7j#KX AdaLN-Transformer 525 ), SEOL T 4E 070 « 5 R
TE B B LY AT 723 ) T 1 RAFE I LS 114 4% . AdaLN-Transformer
AT 2 FO A G A T 1l 4 6T 7R, AL 2 L A5 XU Ada LN 2 B ] 4 A1
£07 AdaLN Y I AER ¥ Transformer #5455 . o, AdaLN ZZ0f 69 LLTE X
REAE B R IA) B 2pepe AN AT RFAE B TR 5 20 E A M, JFOA Transformer fif 4
s B YA R MR AL RS EL (S probs hprob) T (Spert s Rbert) o X TN B 1Y
—RINOA, AT WA G A1 B zper, € REXben Rl z,,,,,), € RE*dpron,
AdaLN SECTI2% B 50K 2per, € REXoert Fll 2., € REXdprob 3 328 AN J0UST 1) MLP
IR 55 £1] Transformer A5 2450 W 1 iy 24 5 1) L.

Uprob = MLPprob (Zprob) € RszNHy Upert = MLPbert (Zbert) € RBXZNH: (411)
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Herp, N 4 Transformer fiff5 a3 250, H BHZMIBRUZEIE o K5 wppop 158005 —YE
. T LR, LARRSHO:

/|

() ) .
s = tpep[:, 2LH : (21 + 1)H],
prob pro [=0,....N—1. (4.12)

1) = tpropl:, (21 +1)H = (21 +2)H],

I pere PR RIRE DS AT A s mt) o St nl) s ) e REXH, 4y
AT T 2 R R MRS A B

BfiJ5, BNAI4E Transformer a4, R Lid TS, HEL2LAEIZ
FVRTUZ 2 0, 4 DGR 0 P AT AL RS, SR 2o AT 2per 1T
TRIAI A, BRAR LIS 3830 1 2, 2 IR N2 T, 05 (e s
B X € REBXH {5l B o] o FH S 4 5 HOnt BT S AR AL B 0 S0 S T
H (500 ) T (s b ) FEKCE 48, I ELANA

prob’ " prob
O <ol K=, hl), @13
Zid FIRSEO X AT S
X' =X (1459)+n0, (4.14)

oot © FoRBIE R (TN E ITER IR, 2y P 2pere A PEHE T
J I XA X AN, ZERTBUZ L WTHEAT AdaLN (035 015 bk it
HIF, JEAb A PR

FREBUEZFHFHUHBEZOSHMEREZRE., /] AdaLN %] Transformer fi#
fsh % REAT B B o ) AR AR, P DAAE — o R B A 0 114 A R A
FREIEGEM A FAEE (oM. EXMEEHnESFT . T 1
ik 3 Y A R ER A A AR Bl o A BRI S A — SR A 4, RS
AdaLN-Transformer fif525 3R F, W00 T H ARkt S AL . an&l4.7 07
VNI o = e R 151 P A S R K s e | R Z0a Y A 1L s s e W D I = R
b S I AR AR LA HLE, 5 D s g i & I TR D A R e B MR L B 40
R B HUR 5 200 S ErEK, JLFMECAN AdaLN-Transformer %A o

BRI, 458 AW FAE4.5. 2 32 2 [1) Transformer /550 AR LM,
FCARALE i A8 T — AT 2 AR HOME A 1) 18 -
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—
| mgﬁm ][?ﬁ%@ﬁ%]
[ wAE ) &uE I’
1 I
6%1@@ﬁ§r -------

m;g;} 1

ﬁ JA—LE

4.7 BT SORGRAFAG I 1 W A< A

T, = IOgPI‘LM(- | C<,') € R‘V‘ (4.15)

ot |V AR AN R B EREI 14 coer...co1 (co WARIATE)
FAE LM F 955 7R SO

logPr(c; | c<i) = mici, i=0,1,....L—1, (4.16)

[-] R~ B ) & O N AR &, HFEELE logPr(co | c<o) = 00 ATZR pw, =

t
logProm(pwy) = ZlogPr(ci | c<i). (4.17)
i=0

I A B R i 2o 208 F] 2% ST ER PRSI0 — A 42 /T H -

s = fs(Zprob) € R, fi R 5 R. (4.18)

WAL E ¢ Abs 1 Zprop 5 PRI TGN 5 —logProm(pwy) o REEAMLE £, H

it = JChr L .

-
f, = [logPr(c, | c<t), logPrim(pwy), S_logPrLM(PWt)] € R, (4.19)

DL BTSN B B 1P A IFAT 58 1 A5 BIRF LA F = [fo,f1,. . f 1] €
RES X, FIRRFER ST T CAT ARG 1A WA o 1 12
PR, AN IR 2pp0p 153 0 425 0] R 5 BRI ) T 4 B Y [l 7Y
GRS iU snt i3 =9SO <531 kS s S R CEV W v ST S VAR 7 SO R E = 2 K1
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W zprop £E N IS TR EFEAAT (IS BER 10 7R . g I 2818 & 511
J CRIAE R — I 2D IEFE PP AN 2B ) o IEFE K0 I 2po S AFALI I AR AL
R HLFERAEF R HIR I, S ESE R MR B JgUR 1 OREFARDN — 2

I 2 AL T AR T B 2pere WRE DT B 140 T SCRFAIE, 1
[ i SR S A 3 B R SRR AN o AR A AT RN A B G b 5 T
XEAENG, 135

€& = Embed(c;) +PE(?) + foert(Zbert) (4.20)

HA gpere : R% — RE LR PE)2 . 3 LM 78 400 B KB R m &, Shs By
Ik £ sy Be a Pt Rl 2t /215 2] AdaLN-Transformer F#J UG BECIRZS -

ht(O) = Wiyse [ét || Wi T H MLPS(fl)} € RH’ (4.21)

o || Sy g B, W, € REZWVE Wy e REXHETH/ZTH/A) | 5@ bk
AR R BRA N, W BAZEEY 2prons Zberr BACRT CV2E BT 74 1 G S0 A8
. PRMRAERAE, iEBUAE AdaLN B3EAL b, MR 4 AR B T 1A
£, AP N I 2D NAZIE PR R SR A AT A

VQ Bi&ER B NLE TIERE.  IfE, ARG Bl N H A SR B 7%
BN P A BT g, FEARAE T A0 Ay T SCRFIE SRAE T 1 A I T
VERAE. W48, fEgmSIE R, X4 e 04, fiH4.52H14.53
FIR oA T8 SCOm AL s A AL, R AU B o A T R R AT
. B, ATFH P RSO FERTASR], AE A A AT gAY A
I, HIATE W81~ [ 38 Y 1A MR R AT 24k BNy, AN E &Y
A MR R FEAR R 1A, BT A, 5 SR G SR P
VAR, JETIE A W SCREAE b5 F P AL, S8 B 3 Y 9 114 G fih
fif R

FT  ET PointerGuess B 05 = FAH#
4.6.1 OSEREEMIFIEIRE

M A FTAAT BART R 2%, WA eGPPSR B X
BRSO 8 THiRE M DS EHAT A, FARRCARE T2

72



SEDUTE VRS ) BORAE S 2 1 7 S P N

B S OSBREE N, BXELTSE S

! IS i
ilalllilcle:[lzlglﬂA_]@[_&E.ﬁA_] i
1 Transformer = 1
L — Fiiiéi%ﬁggéiij enem T
E|2|o|o|3|1|z|1|5| C—Transformer HERE ) e E
:l ( ) < i
e [ ' S |
:42 % :
1| #r % 1
A & i
:’ﬁ b= !
1| A il I
i 2 i
e A i i i ;
i S EAAIEEEE O Coge ) Coe 3—  |(Cemsme) (i ) i
i|°|a|'|'|‘|s|‘|a|1|[ adangfE® ) (e )| arr ) (B ]i
e [vIo]+] ﬁﬁﬁgwﬂlqﬁi $gr |
] Latel I ‘ = !
i|z|o|o|4|o|3| Eﬁ%ﬂ%gﬂw%)\[ ;E||m§ ]i

WAAOSHEN TS AMEATE. BRENEEDS

B 4.8 A VQ R ™ B WU 2B HLN 128 ), IFAEXS 722 8] B RS 21
SR O X o An ERGEIEE H 4

PO A, (HERA I TEOLET S JUHMRAE, WMHED4
PEJ7 S, IR0 L R 55, AR AR T 5 b
AR E AU, RIS A SIS 1 2 4 XA -

1. E&M. MTHERSCH—XHFE2 pwa 1 pwg, H4AEHPLEIRE
X5 P AT 14 pwa F pwg I FIAT A EAT A I OB, i,
XJ T abel23 Fl 123456abe, 114 HFH HLHI Y Y B8 43 0k H P Ak T
abc123, KAz 123456abe 5 HAT A .

2. B, X TARELG E X B4 pwa A1 pwp, 2T FHIHLHD
BT H 4 pwa A1 pwp (T AT AT HAT — PPk 77 . Blan, xf
F-abc123 Al 123abe, 455 114 abe123, HHLHILAH —Ff 7 X Ae i
AETA abe123 KA 123456abe (1 HAT A

3. Xa AT BLSE A PR TR FHLEIEAT g A 1K) 250 < pwa, pwg >,
FFEHLAATL RN < pwa, pwp >, _HANAX 43

Teikiw e 5E A MR 1 BHIHLH], A5 JCiRAT RO P R 2k 2 R K 14

73



SEDUTE VRS ) BORAE S 2 1 7 S P N

AT D AT S8 BE TR, 41 Golla 8 114 1225 5 B E LA R e i B2 L P 3
A RIBIEAT B S E AT Ao Joi A2 0 B SCE AT ] 38 1 18 11 4 5 A AL,
FCAR PR 2 03 U P 1 4 T Rl AR BBk A AR R LA 0 s EA T EL R
Fro 3% Rk, ASCRXEARFEA R O BB AT E 0, IFN TS
R D R AT G s, BEi o BES A R AT . A
SINEN 2 A 6 ) 1 5 ALY

1. TarGuess-IT ¥1 Das 04 E 443!, TarGuess-1I" fll Das' & 2% A i f i
P AR, AR — Ry RATEMGE 2B, S P
AT AT b, dEmsR H P K E AT A . B8R TarGuess-1I
7F 1A B R, AR S R E AN 2 e & e,k
M ANE &R AU R LA . B4, TarGuess-11 Joyk$ifi #¢ 56 T
AbCD1234 K% AbcD1234 (AT A .

2. Pass2Path 1 Pass2Edit 04 EFI#&%). Pass2Path® F Pass2Edit 1§
G IRAE CTAFZMMAE A MR, B XA RAT AT HE,
I HAF IR 22 S k2 I P I A AT . 3R, g ifEA
G HAE, XA 1A B RN L o B S, A IE A
EREINE s A AEHIUE . #lan, X+ H P 5T abel23 153
123123 I AF AT A, Pass2Path A7 P 7 A LT RE . #4 abe B
FREE A 123, B JeMER abe, SRJGHEA 1230 XPhE T 3w b5 N
Prits B e = 7 A OCiE e A0k [, IF BAEMRAS IS 5 AT BEAT 21 R 2
TR MASRE I B 7 5K, B Mgl BUeh 8 LR E iR 12 4

3. PassBERT (14 EFEE), PassBERT " ¥ 1148 FHAT ¥ A% S5 114
PR FRHATIRCH — RIRAE, BPRCR AR B, REESE
T REBON I G o WIHTSCHTIR, PassBERT T4 H 1) 2 4R 4 4 [RI R AN
WL TCB X, th4h, PassBERT A2 56 &1, L8 HIALHI A Ge iR A
I S AR AR E AT, BEM A R P R 2 1A
T4

4. PointerGuess 1< E R, PointerGuess  F3EANf F 4 4 5 11 5k i %
T ERAENT 104 B AT A EAT AR, Ak 1A 3 AT AP A R &
HRH), MKIFREEH FAF R . FEIXANILFES, PointerGuess 1 ]
R A A O Bt R R TH A1 “LREEAT A7, IRTE
BF A B P T A I IR BT IR B R TR i 2 A Al
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B BB AR OB IR 75« PointerGuess [¥132% 7 4% 21 i AL 1l A& Jo 5 LI,
AT e H T 25 g 7 7 HAAT —F: Wi, PointerGuess
AATE4& 0, RO o Ed i B n] IR 45 € H 2, 758 14
BR8] AT BE T SRR 1) 22 i, i AT DUA iR AT = A
2558 A I E ISR
&5 LTk, PointerGuess A& H BT 1122 A FME— R % 7] Il 12 56 4% PER G
W SCHEIR A F AR, A ST ) 3 2 JE 7 2244 LL PointerGuess by R fiilh, 1) %
18 J26 7 5 PP 1) 14 B TTATL ) M 4t A A ) 5 7%

4.6.2 EFEFHEROSHELE

. codeg = code; & . ... @ codeq — reuse_code
JEO%: lloveMacOP
B#R04: MacOP6789 I l I

Pr(ch = 'M'|e,pw = lloveMacOP) Pr(ch = 'a’|M, pw = lloveMacOP)  Pr(ch =< EOS > [MacOP6789, pw
= [loveMacOP)

MEPI0 ke
roulb

JF 71 273 7)(SEQ2SEQH

| llovemacop | [<Bos> ® | [llovemacor | [m & | | llovemacop | | MacoPe789 |

EOS ez EOS  BRROSE—ATH RAL FEEAHFAL
BN E—AE S HFEFEA T— T E S B HA

K] 4.9 PointerGuess A% 7H 454

PointerGuess e, FH /= (#1104 T FAT A 7 Uikl “#5 007 Rids
ok i1 o T 1 M vy = Rl T o 32 YN R oY Bt L DS I TN pU N
PointerGuess 7EYIZRd f2rh, 32 A AR A W IHH 2, “$E U7 FRreg “ik
7 B AR, 1T 2% ST AR IH A3 HR AT E AT . Hkck
Yi, AT RIGYGE 2 HNH B A AR S AR BUBT - 4F, PointerGuess i
A TF AL py:

pg:G(Wc'ct+Ws'5t+Wy'yt+bg)u (4.22)

Hob, o() i sigmoid BOEL, Weu Wou Wy by SFBIALHIZEPER, hil
Gt B rh VR PT S NBHE sy, RS E « AL I . 85,
PointerGuess 4 Pyoca Fl Peopy BEAT 1N Poen» 375 14 IR 4 SR Pren:

75



SEDUTE VRS ) BORAE S 2 1 7 S P N

Prgen(c) = pg - Preopy(c) + (1 = pg) - Prygcab(c)- (4.23)

XALETF PointerGuess A8 7E P 14 )~ — 7 FF I, 42 I 2] 21 1) 5
178, MBS HIFRF, o RN FRE IR B 717 XA &1
AT A AT DR G IR 114 PR T S B IN B R ES Sr k. tnE4.9FR,
WFEH D4, e O 241 A\ 2 PointerGuess B8 HHAE 140, AR5
T AN AZAR Y P L SRR R s T, B H AR DRSO M ) S5
fENEZ, il DTE $EAT9mAY, 493 212w h 2 [R] rh RS 14 Fre) . i) s o £ro6) 1
A1 HL )R] A BEAT AR RGN, R AR PR AR S, e N A BRI iR
M P IRE LHATRIAT, A A B IR .

4.6.3 ETHFUHMEMOSERAESZ

AHEFCR H 2T PointerGuess 2% AW 5873 A1 1 114 5 A1 A E AL, 6
14 TR 26 11O B ) AT e, JF HoW XL AT H 9wt dsk
HH K T hR. XA, LSRG -4 b it S0 3 H] B4
B HH H R 2 BEOINARAL, (W] s Sk T e FCE R A AL R T o 1)
AT A e ) A 2 0]

WAL 5625 BT R AN 45 5 A A 1%, anfap s Jerp — A2 15 00 5
—AMEA RS B L, O ISE R E AR 4 A PR
RAE AT 14, EA17E PointerGuess H F 57 T 15545 21 1) 45 A ik 26 3 >4 188
TEPAASTE R 3 A1, PR RT L I DU Je B M Aok el — X B 2 s T 1
A% G dESaZ A% Bl gett. Bl L, & Mo ATIZRH PointerGuess T
AR 4R X (pwa, pwi), BB THESA BUISR A3 55«

|pw|

s(pwa, pwg) = logPe(pwp | pwa) = kzl 10gP9(C;(<B) | C(<Bk)7pWA)‘ (4.24)

WGINE,  BE F R 140 R S ATt 2 5 T 104 0 1R 4 AR ABE 23 4 Jal) i A P A

ANFE o3 Ao FLSEE R 2R (pware, pwrew) HISATFHEZR FTIRM I 2040 4 fr(x):

T AN 220 A BE LT RAE (1) 12X (pwa, pwi) T4 A2 T ik TR 20 A1 K

frr(x)e MBAY fr 5 for AN, MEREOASX, 48 HAHMZES D s, N
1) /NS W 7 = RE A RS G ) ol R N B N ) 72
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R frR(5)
TR fr(s) + T-R f-R(S5)’

PR |s)= (4.25)

Horb g 5 g 2090 S S AR ISR S S A

FESEPR TS LIAMERIT, fr 5 for o ZEMNUIZRE S P REAT Al 7. Dk, A
WE9E I A 3 PSR A AR . D T EL S X I S BER 4L, Dog W
M I3 R BEA LR (RS XS 2 AE R 4L R SR%Jm, RIVA] R ey i

K(u) = —\/12—7[6_”2/2 LEXT RS 0] P AT 2 AL (KDE), 7% h i Silverman V%
A 52
A 1 x— 10g10s>
— K 4.26
A 1 X — loglo S)
_ = — K . 4.27
f R(X) |DﬂR‘ h sE%R ( h ( )

Fe X4.26f14.27 N 304.25,  RIVAJ o545 2IAE R L X0 O AT 2 (1 DU
JEM AR BOR, 7RSSR RE b, A g = 0.8, mr=02""""", %
JE 2 PointerGuess BENLAAAD I FE T AEAE A 114 58 R AHE AT g, B T-5042
FHIRI 1 40), B DL — @ MRk Fobrid  AF s 2 . XM%< H PointerGuess
BEALARAD AN 1245 I AR T AR € = 0.018 i, B Sg 4 A A4 i
1.8% MIMEHRAE A E Ky 58 T

EOAERET, GERPAA2EV = (pwi,...,pws), 5 220 Hd &4
HAZE e KRB L2 MEN, JFidxE\EHRY, USRS D
% JE 15 THD/\E?EPE%D/\E’JEWEJE%% ;o B L, XA H R
H4 pw; (i >2), H 56 PointerGuess B 8 o1 5 3L 5 pr 47 i 9K H 4 (1) 15
gy g S = {sji=s(pwj,pwi) | 0 < j < i}, FFiE i 04.250% 2 5 16 8 2 ) &
pi=(pji=PR| Sj7i))3~;10°

W& ={j<ilpw;=pwi} B5H0THL 582 ERHTKH 2 ThRES. M
pi ABCEEAT IBBEN LR, A RMRIE RG] j° LA N KRR p* = pj o
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¥ u,v ~ Uniform(0, 1) AMAZFEHLE, S MEH RG] i B LU U0 E

(

RandomChoice(&;), & # IAv>1—¢,
=9 (Ei=oVv<1l—g)Au<p’, (4.28)

Otherwise,

Horbrj = —1 Koz B A B, AN EE AR AT 14 P o (R RO 1 2o RH I Al
K, IR A AE LA ARGER Ky A5 A7 AR 2 i 2 584 AH [R] I i 9K
H4, WL 1 —e=982% MR HEE IR WENEMN RS &0, Lot
W SR p* ARG E MR, SEAT BN R B HE . ARG DL FRad Al
SL%, AFAEE R OL, B A B AR AR AT g A RS, AN
PointerGuess 54U UEAT 5 HI 9wt . AR .

F+T FLIRITEER
4.7.1 MWEELFRKFGIA=BISLIG % 1T

R 42 B ZW i st
GEE | WE [0k hE | WE | U4 | i | W5 | (1%

P
T IRt | KA HH e Edit] HH 4P K HH
7k7k i34 17173 AR, Ispeak AR
CSDN HARIRI Netease g 126 g
#1 |1 3CMop ek 2,253,247|Sohu i1 34,597,431Tianya Wi 12,423,692
Ys168 e Sina RS IR Renren FEAS TR
'Youku P Taobao SRR Dodonew  [HLT-Fi 45
Datpiff ) 'Yahoo RS Yahoo voiceliZ & i {5
Couponmom|fff 2 iz 5% Dailyquiz HEH MathWay |#(H
#2 ry(Clixsense  [AWHRSS 391,1907Matel M_LZ14:| 179,6998Brazzers [l A\ Mk 127,674
Ixigo i Vi DuelingnetworkJif %%, Warmane %%
Twitter AT EAA Imgur AT AR Lookbook [#EAZ 44
#3 L #2 Ml Pastebin  |N/A 276

* Pastebin K G145 A 1EME— A TF RO 1A R 2R .

ALV I E AT R s R4 28R b Tkl b g sty
LS S (R BB 3 s R A RENG AT, ASHIFFTAE Bevh ks 37 5% 5 1 B A 2% = R
W

- BifflE . WEFNGEEPHOSHHMAAOSELNHREEES. 1%

BBty Wi f 8ot & LA e e B R B A R i a4

i BWiIAE LRI GRS MR B 2 1, ANTTReSRAFH SO A R I

A TE SE AT 250 IE AN X 4y ok 2 A, ARMERf e P M SC I A . BRI,

FEWCE BRI sy, AW T e e AN F AR, 0l G193 T B

W Brdir T INZR0 042 BEFTH P A
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SEDUTE VRS ) BORAE S 2 1 7 S P N

. W E B GEURARAEE X B . Cheng 258 A BT A5 3K
0 FH TIN5 0 A MR R R SE B A, P HO A Bt R 38 AT
GBS T S X 4 T R B A 4 N 2 S
H I AR e A — B X —BoE by ARG T B # e, Bk
Wb F A0 KIS NLE XA B, DR e T “Hdid fehg e
B G A7 B . L, ARz e th, B
H AL RE AR TR 11 £ NLE, 1 ELE AT LA FE R 4 00 22 5 At o
A, XRE—k, B TR 14 14 S S0 R BRI 1 11443 A
LA SN R, B S A 200 o 2 I 4 S B S AR

- Wi R S BUE LR EE EAGIE A P OB, BRI % TC ik B Rk
TP VA BN 40 A, AR T P AR (e s D %
0 P B NS B A I AR, Bk v Lo i M A R 14 B A
P, SRE G P T AP T Dt o IR 25 TR A IR () 1 A M
SEAE i BB 4

4.7.2 HHXSBEHTHIREMESH

SR PassLLM™ . RFGuess™« FLA™ #1 Markov'*” PUl 114 Wit S i1
KX VAT AT A X 3 Bty o B b, e X o ek, Bl
ik R ELR) 1A Bt AR kg 1 P S VA R R A a0 A, IF B
A ) A WA R ORGSR DO 2 E I g 1 1 2 0 An e B L, 3%
Brki BeAs FH B VE 7 pR N -

= Prm/[—(pw) (4.29)

pwev PINLE(PW)’

i, Prpy(pw) KRB & A MR PM X4 pw 2 EEHFIBEER . 1Z0F 5
PRSI 5T AT A MR AR PM RN LS A R IR A A A g AT AL,
ICSE . B H 2 R &AL AE AT B2 S X 7y Beidi e R, 72525
L MR A S84 F 2 4.2 i i 2 s SR R AT U 25

5 A JETT SAT =M BB M 5 AR 2 A X 53 B 1) SRR 45 R 4 114,10,
411, 412017, J7 ZERE NI 2 B0 FL 2 T e 4. RN, %7 R
TE AT 23 BUidi ™ (- 244 DL S 2t B0 NI 3 HEA2 sk 4.3 s, 1
BIHE AT 0.5 Wiz 4o fE AR Bah T, ASCHrE ) VQ IR B >
W A PR T A At T I e R DT %, e
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SEDUTE VRS ) BORAE S 2 1 7 S P N

PassLLM — Chinese

1.0
09
08
o7 2021
06 2025
— Golla
04 —— NoCrack
03 — Plain
02 —— Vault Guard
(] —— Adaptive Dual

FLA — Chinese

10
09
08
o %021
06 2025
— Golla
04 —— NoCrack
03 — Plain
02 — Vault Guard
01 —— Adaptive Dual

RFGuess — Chinese

2021

2025
— Golla
~—— NoCrack
— Plain
—— Vault Guard
—— Adaptive Dual

Markov_— Chinese

2021

2025
— Golla
~—— NoCrack
— Plain
—— Vault Guard
—— Adaptive Dual

01 02 03 04 05 06 07 08 09 1.(
FAIHER

(a) PassLLM Xl

410 ¢

PassLLM_— English

1.0
09
08
o 2021
06 2025
— Golla
04 —— NoCrack
03 —— Plain
02 —— Vault Guard
(] —— Adaptive Dual

X A\
R

01 02 03 04 05 06 07 08 09 1(
FAIHER

(b) FLA il

FLA — English

10
09
08
o 2021
06 2025
— Golla
04 —— NoCrack
03 —— Plain
02 —— Vault Guard
01 —— Adaptive Dual

01 02 03 04 05 06 07 08 09 1(
FAIHER

(c) RFGuess X ii

RFGuess — English

2021

2025
— Golla
~—— NoCrack
—— Plain
—— Vault Guard
—— Adaptive Dual

01 02 03 04 05 06 07 08 09 10
SFAIHER

(d) Markov Bk

14 J7E B 25 88 114 i 5 S HEA T ) 93 A1 X 03 B 4

Markov — English

2021

2025
— Golla
~—— NoCrack
—— Plain
—— Vault Guard
—— Adaptive Dual

01 02 03 04 05 06 07 08 09 1C
RS

(a) PassLLM i

01 02 03 04 05 06 07 08 09 1
S

(b) FLA H(if

01 02 03 04 05 06 07 08 09 1.(
FAgHES

(c) RFGuess Bii

01 02 03 04 05 06 07 08 09 1.0
PAgHER

(d) Markov B

B 411 S SCR A 2 128 0 2% 8 104 PP Stk AT 1R 3 A X 0 Bk 45 2R

PassLLM — Pastebin

1.07
09
08
o7 2021
06 2025
—— Golla
04 —— NoCrack
03 —— Plain
02 —— Vault Guard
01 —— Adaptive Dual

FLA — Pastebin

10
09
08
o7 2021
06 2025
—— Golla
04 —— NoCrack
03 —— Plain
02 —— Vault Guard
01 —— Adaptive Dual

RFGuess — Pastebin

2021

2025
— Golla
—— NoCrack
— Plain
—— Vault Guard
—— Adaptive Dual

Markov — Pastebin

2021

2025
— Golla
—— NoCrack
— Plain
—— Vault Guard
—— Adaptive Dual

01 02 03 04 05 06 07 08 09 1.
FAIHEE

(a) PassLLM Jili

01 02 03 04 05 06 07 08 09 1(
FAIHER

(b) FLA it

01 02 03 04 05 06 07 08 09 1.(
SFAIHER

(c) RFGuess 4 ili

01 02 03 04 05 06 07 08 09 1.0
SFAHER

(d) Markov HBili

4 4.12 Pastebin Hdfu £ 1048 114 77 SEBEAT ) 73 A X 7y Bk 45 2R

R A3 AT Bl N &7 A E

T VQ HidE M,
rh Pa
0.378 0.338
0.423 0.355
0.419] 0.242]
0.439] 0.4009|
0.378 0.242]

Golla
o0
0.060)
0.080]
0.054]

0.188

VaultGuard
r Pa
0.162] 0.038]
0.187] 0.094]
0.237] 0.112
0.170] 0.061
0.162] 0.038]

VQ HEM
F| BE | Pa
0.377(0.383(0.369)
0.409(0.417/0.392|
0.418(0.329(0.273
0.418(0.425(0.401
o 00.377]0.329(0.273 0.262

P i 72 0.174 0.206
* Pa &/~ {E Pastebin Bidli fE L0508 45 8,

NoCrack
I
0.276]
0.379]
0.264]
0.376]
0.264] 0.054] 0.049]

0.214 0.465 0.440
HHIE s Ty b ME— A TF AR ICSIEH )™ 14 PR R 4R«

Cheng’21
o
0.058
0.068
0.049)

0.093

Cheng’25
e | Pa

0.3580.322]
0.356(0.325
0.272/0.212
0.402(0.382]
0.272/0.212
0.225

gt g

e

e
0.339]
0.356
0.262
0.401

e

YL
0.061
0.080
0.098]
0.104
0.061
0.413

|:':|
0.017
0.025
0.038
0.076
0.017

th
0.090]
0.104]
0.088
0.115
0.088

1:':1
0.343
0.386
0.389)
0.408
0.343

=8|
0.413
0.459
0.419
0.378
0.378]

Pa
0.246
0.385
0.215
0.333
0.215

Pa
0.040]
0.065
0.033
0.156]
0.033

Pa
0.047]
0.053
0.044]
0.084]
0.044]

PassLLM
FLA
RFGuess
Markov

PETHIRFER 12.23% ~ 840.81%, JEIL T A SCHE H IR 44 IR 1 2 43 A 0 -7 2% [B] 3R 4T
972 7 s i 11 A R 7= R 507 o w1 = R M BT 5 NI L8 S S

ML T 4ot 2% N4 PE )%, Bl Cheng’21™™. Golla™". NoCrack"". Vault-
Guard ™ J7 %8, AHFIHRHIN VQ iR 3] G N8 14 7 %78 24 o)
PETHT 441.32%. 840.81%- 12.23% F1275.93%. X —45 R JE/R TR A% O
AR5 SRR Rz AR ), HERERE AT 0 F I 1 TR IR 2 T AR 5
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SEDUTE VRS ) BORAE S 2 1 7 S P N

PRMERRAE, HET LRI 1 FIESE 1445 NLE 1 114 MR A8 a3 45 A —
BN M, G B A S AR gk B, — B P a4
B RN R8s h i I, B T & 20 A I ZRAR 114 0 A A7 AR IR
KZEH, o3 A o3 Bl m] LU G R s 4 114 RN ELSIE T2 R X 73 Tk

AHAL T AL B AL R ER B2 27 ) 3 1 2 R J7 %8, BRI T Transformer 45
R[] Cheng’25 775, AW VQ IR JE 23] HIE N % 1A T K T
18.45% ()22 T o XM R U], RIVEIR 2 SI B B AT 2 A R ) 4ok
(AL, LEBhE R ARG B, B H 200 A F 2Rl oy A A7 A
ZEM BB, AR St et B B AL B TR T 1 A T &
st A, ETHRESER T, AW LR T VQ H&ENALHIF#AT T 24
PEVEAL,  FLARAE 7 A1 DX 7 B () 22 FEAIR T 10.96%, 203t W] 1 76 1128
RO AT A B I N AL ) AT R

4.7.3 EXXSPHWETHEZEMESHT

134 [133]

A SCFIFH DeBERTa™" . RoBERTa ™', BERT"" Fl CNN'"" PUf i A 43 2H i
ISR B 1A e R TR XX o Bk o 4R Xy B vh, s & 1l i sk
WP 2 HAR 5, DL NLE RS2 — RAEE 4, B FHEAMA
F A RNl o e as it . TBa b, &SGR 2 s A -

real real

Prs® (pw) Prs® (pw)
c c
SSemanticAware(V) = I I - ’
crantierware PWEY Pr(fja ke (pw) ple!v 1 Prrceal (PW)

Horp, Pris?l(pw) A Prieke(pw) 43 BIERTE LA RAFHAL C X 14 pw 43N EL
A/ A RS o R T ok AR DX 2 Bk (1 HE R o HOGO AN R 14 FE VR4 1)
AR RAN, BT LAZ A3 BR80T LA B3 T ey PES™ (pw) B4R ZESEIR T, 15 X
o BRI 4.2 R Beh 2 B AR A LSl A, JERTREAN T EAEAN A
WIZREE NI NLE 230 SR AR 1 1 A3 T U125, &4 NLE #8547 & 111015 X532k
B0 AT Bk o

B A 7 ZEAE =P I 3 b AR SCDX 4y B 1R S 3 45 R 1413
414, A15F7R, J7 ZENF ) it 28 i St B2 bk e 4. [FIRE, ST
FEVE LXK 73 i B 3RS DA S 22 e S0 Y ()38 44 k4.4 . AN
MEE H, ARSCHTEE Y VQ ERBEF 3 FE N A FE 7 %8, TEHRAETE SUIX 73 Bk
I, e AT EAR I 1 — RAVEOLETTE, BT 18.59% ~ 2236.54% [
PeTto LIRSZIG A U, AR SCEA I AT SCRFIE 123 TR R 40 7 S 02 2
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SEDUTE VRS ) BORAE S 2 1 7 S P N

DeBERTa_— Chinese

1.0
09
08
o7 2021
06 2025
— Golla
04 —— NoCrack
03 — Plain
02 —— Vault Guard
(] —— Adaptive Dual

RoBERTa — Chinese

10
09
08
o %021
06 2025
— Golla
04 —— NoCrack
03 — Plain
02 — Vault Guard
01 —— Adaptive Dual

BERT — Chinese

2021

2025
— Golla
~—— NoCrack
— Plain
—— Vault Guard
—— Adaptive Dual

7

Y
y

CNN_— Chinese

2021

2025
— Golla
~—— NoCrack
— Plain
—— Vault Guard
—— Adaptive Dual

01 02 03 04 05 06 07 08 09 1.(
FAIHER

(a) DeBERTa W(il;

K 4.13 th3C

DeBERTa — English

X A\
R

01 02 03 04 05 06 07 08 09 1(
FAIHER

(b) RoBERTa X il;

RoBERTa — English

01 02 03 04 05 06 07 08 09 1(
FAIHER

(c) BERT il

BERT — English

2021

06 2025
— Golla
04 —— NoCrack
03 —— Plain
02 —— Vault Guard

—— Adaptive Dual

2021

06 2025
— Golla
04 —— NoCrack
03 —— Plain
02 —— Vault Guard

—— Adaptive Dual

o

2021

2025
—— Golla
~—— NoCrack
—— Plain
—— Vault Guard
—— Adaptive Dual

01 02 03 04 05 06 07 08 09 10
SFAIHER

(d) CNN X

4 T 100 2% 28 11 4 PP 7 S AT IR 1R S0 Bk 4

T CNN — English
09
08
o7 2021
5 2‘;’ 2025
ks — Golla
04 —— NoCrack
03 —— Plain
02 —— Vault Guard
01 —— Adaptive Dual

01 02 03 04 05 06 07 08 09 1.
FAIHER

(a) DeBERTa H(it;

01 02 03 04 05 06 07 08 09 1(
SPAIHER

(b) RoBERTa (i

01 02 03 04 05 06 07 08 09 1.
SPAIHER

(c) BERT i

01 02 03 04 05 06 07 08 09 10
SPAIHER

(d) CNN Ml

4.14 JECRG DA X258 1 2 JE 5 SEHEAT IR SCX /) Bl 25 R

DeBERTa — Pastebin

1.07
09
08
o7 2021
06 2025
— Golla
04 —— NoCrack
03 —— Plain
02 —— Vault Guard
01 —— Adaptive Dual

RoBERTa — Pastebin

10
09
08
o7 2021
06 2025
— Golla
04 —— NoCrack
03 —— Plain
02 —— Vault Guard
01 —— Adaptive Dual

BERT — Pastebin

2021
2025

— Golla

—— NoCrack

— Plain

—— Vault Guard

—— Adaptive Dual

CNN — Pastebin

2021
2025

— Golla

—— NoCrack

— Plain

—— Vault Guard

—— Adaptive Dual

01 02 03 04 05 06 07 08 09 1.
FAIHEE

(a) DeBERTa H(it;

01 02 03 04 05 06 07 08 09 1(
FAHEE

(b) RoBERTa i

01 02 03 04 05 06 07 08 09 1.(
FAHEE

(c) BERT (i

01 02 03 04 05 06 07 08 09 10
SFAIHEE

(d) CNN Ko

] 4.15 Pastebin 4L %) 258 14 FE 5 R AT 08 SCIX 7 Bk 45 R

R 4.4 5 X Vi N A5 T S A E

VQ HIEMN

i Y

JVQ HIEMN

NoCrack

Golla Cheng’21

Cheng’25

VaultGuard

e e

St e

e e

e8!
0.394]
0.391
0.402
0.438
0.391

=2l
0.310]
0.313
0.311
0.397
0.310]

it
0.349
0.347
0.349
0.440]
0.347

a3l Pa
0.026] 0.008]
0.026)| 0.008
0.025] 0.009)
0.057| 0.034]
0.025] 0.008]

4 | Pa
0.309(0.300)
0.297

0.313
0.309/0.296]
0.437

0.454
s T 0.309(0.296] 0.240 0.169
SR 2 0.168 0213 0.325

* Pa FIRAE Pastebin By tE LRSI AT, HOWie sy ikmE—

&8
0.390]
0.390]
0.388
0.465
0.388

Pa
0.240]
0.234]
0.238
0.358
0.234]

o
0.222
0.226
0.223
0.325
0.222

Pa
0.135
0.135
0.135
0.218
0.135

i
0.039]
0.039]
0.039]
0.103
0.039]

Pa
0.102]
0.101
0.102]
0.278]
0.101

Pa
0.125
0.129
0.125
0.215
0.125

Pa
0.230]
0.228
0.224]
0.290]
0.224]

ES
0.240
0.240
0.240
0.357

ES
0.169)
0.170
0.170]
0.266

e
0.101
0.101
0.101
0.258
0.101 0.151

0.420 0.304
TFABRIR SR 7 O 4 B e o

ES
0.151
0.152
0.152
0.241

ES
0.269
0.273
0.269
0.365
0.269
0.220

ES
0.010]
0.010]
0.010]
0.029]
0.010]
0.486

BERT
DeBERT?|
RoBERT?|

CNN

A

AT, FIE T G622 1A WL (K 8 10 4 PR 7 AT (Cheng'21™
Golla™” . NoCrack™. VaultGuard™ J77%), A ¥ VQ IR 22 2] Hid WY %
14 1227 %50 I SEBL T 69.7% 313.61%- 89.50% 1 2236.54% % A= ME4E Tt o
IR 2 SRR RE A% SE P4l 512 10 & v AN TR REE R SCRAAE, 1Tk BB R A4S 3]
(5 1E 1 A1 SCRFIE b SR BT S8 1A X A3 FF K o TG T2 114 i 5 A5 7 D)
TR 52 AT 1 418 SCRFAE AT ZEBE . Bl Q1, n-gram BEA 6K BE 25 1) 114

82



SEDUTE VRS ) BORAE S 2 1 7 S P N

FIHGHOR R LT R T K . XAt BGe vk A B P g A 45 21 £ 5 1 11 FH L s
HAAEE— e 2, DT 121 SURFIEIR 2 38900 H oK

TR TR BE 25 >) B 1 2 JE D7 58, AT ] A8 SCRAAE B i) B & N AL e gk —
SR T IAHCAE XX A Tl 1 22 Ao ANIRIRESE TR B2 S B K Cheng’25"
JISEANE, ABFIUER I VQ IR S: > A N 12 T S8 T 18.59% (1%
EVERTE EEESER T, RER T VQ HIE M AHLHIRR L S 2 B A BT SR A
2 BT 13.4%. XEEEREDL T A8 1A SCRFAE B4R B & AL
Pt

4.7.4 ERRSBETHREMESH
A SCHIH PointerGuess Pass2Edit” . PassBERT" 1 Pass2Path®” PUF 1

A R RERONT 8 1 4 5 AT B X 2y Mok o AR X3 Boadi o, 1% 80l
P AL (0P 20 eR 28R -

SR (V) _ H PrRealRM(pWa|pr)
euse I y
<pWa,pwp>ESy Prrakermt (PWalPW) (431)

Sv ={< pwa, pws > |pwa, pwp € v, sim(pwa, pw) < thresh},

H, Sy Xm A v, AW EAARUE sim(pwa|pwy) &T thresh (K
H iR B/ N S VRN AIERRE) A% < pwa, pwp >3 Prrearm(pwalpwy) F1
Prrakermt (PWa|pwp) W73 3l FomAE B A 4 B VI 2646 . 951 & SR 3 Bl 25
RN A BAL, XX < pwg, pwp, > HiH IR S5 HER

PointerGuess — Chinese Pass2Edit — Chinese ] PassBERT — Chinese 1 Pass2Path — Chinese

09 09 09 09

08 08 08 08

0.7 0.7 0.7 0.7
2021 202 2021

0.6 0.6 0.6 06

5 5 5
gos — Golla gos — Golla gos — Golla 805 7 — Golla

04 —— NoCrack 04 —— NoCrack 04 —— NoCrack 04 —— NoCrack

03 —— Plain 03 —— Plain 03 —— Plain 03 —— Plain

02 —— Vault Guard 02 —— Vault Guard 02 —— Vault Guard 02 —— Vault Guard
01 —— Adaptive Dual | 0.1 —— Adaptive Dual | 0.1 —— Adaptive Dual | 0.1 —— Adaptive Dual

01 02 03 04 05 06 07 08 09 1. 01 02 03 04 05 06 07 08 09 1( 01 02 03 04 05 06 07 08 09 1( 01 02 03 04 05 06 07 08 09 10
FAIHEE FAIHER SFAIHER SFAHER

(a) PointerGuess X(ifi  (b) Pass2Edit X7 (c) PassBERT i (d) Pass2Path B ifi
Kl 4.16 T30 A A PR FO -8 14 JE T7 S8 AT I B FH IX 43 M 45 2R

B8 1V P 7 GEAE =l LI5St v HIR AR ER Y X 70 ik fR) 52 06 5 2R 4. 16
4.17. 4187, J5 SN M) i S el i (0 2 Uy Sllesc 4. RIS, %5 %
A DX Bueds 1 R3340 LR 4 T ST (P By e 2 k4.5 s . AN
AMeE Y, AP VQ IR 3] HaG N s 1A R 58, AEAIRAE ] X 70 M
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SEDUTE VRS ) BORAE S 2 1 7 S P N

PointerGuess — English

Pass2Edit — English

S — Golla S — Golla S — Golla S — Golla
04 —— NoCrack 04 —— NoCrack 04 —— NoCrack 04 —— NoCrack
03 — Plain 03 — Plain 03 — Plain 03 — Plain
02 —— Vault Guard 02 —— Vault Guard 02 —— Vault Guard 02 —— Vault Guard
(] —— Adaptive Dual | 01 —— Adaptive Dual | 01 —— Adaptive Dual | 0.1 —— Adaptive Dual

2021
2025

PassBERT — English

2021
2025

Pass2Path — English

01 02 03 04 05 06 07 08 09 1.(
FAIHER

(a) PointerGuess A ili

K 4.17 3¢

=]

PointerGuess — Pastebin

2021
2025

— Golla

—— NoCrack

— Plain

—— Vault Guard

—— Adaptive Dual

BX A

01 02 03 04 05 06 07 08 09 1(
FAIHER

(b) Pass2Edit B ili

01 02 03 04 05 06 07 08 09 1(
FAIHER

(c) PassBERT il

01 02 03 04 05 06 07 08 09 10
SFAIHER

(d) Pass2Path B ili

4 T 100t 2% 28 114 PP 7 S AT 1) S FH X 0 el 4

Pass2Edit — Pastebin

2021
2025

— Golla

—— NoCrack

— Plain

—— Vault Guard

—— Adaptive Dual

PassBERT — Pastebin

021
2025

— Golla

—— NoCrack

— Plain

—— Vault Guard

—— Adaptive Dual

Pass2Path — Pastebin

2021
2025
—— Golla

—— NoCrack
— Plain

—— Vault Guard
—— Adaptive Dual

01 02 03 04 05 06 07 08 09 1.C
RS

(a) PointerGuess Bili

01 02 03 04 05 06 07 08 09 1(
RS

(b) Pass2Edit it

01 02 03 04 05 06 07 08 09 1.(
FAHEE

(c) PassBERT ¥

01 02 03 04 05 06 07 08 09 10
SFAHEE

(d) Pass2Path ¥t
4] 4.18 Pastebin H#is4 FXF &8 114 7 AT IV X 70 Bealias R

45 WX Beddi s s P v E

NoCrack

ey

VQ HIEMN

T VQ HIEMN

Golla

Cheng’21

Cheng’25

VaultGuard

=8}

W

Pa

e8!

e

Pa

r Pa

i

B8

B

Pa

S

Pa

S

Pa

E8

i

Pa

Pass2Edit |0.449

0.453

0.408

0.451

0.448

0.388

0.398|0.362(0.229

0.435

0.423

0.361

0.396/0.299

0.168

0.436/0.397

0.264

0.349

0.206

0.063

Pass2Path [0.473

0.483

0.465

0.466

0.476

0.441

0.416(0.383(0.241

0.438

0.430]

0.359]

0.440(0.381

0.277

0.456/0.424]

0.315

0.397

0.242

0.101

PassBERT (0.476

0.463

0.461

0.473

0.471

0.491

0.431]0.381]0.296

0.428

0.415

0.351

0.459/0.341(0

241

0.470/0.407

0.382

0.379

0.226]

0.074]

PointerGuess|0.446|

0.445

0.385

0.450

0.438

0.374

0.399|0.355(0.223

0.430

0.412

0.321

0.399/0.305

0.167

0.440(0.384]

0.256

0.353

0.208

0.066

I AERH (0.446

0.445

0.385

0.450]

0.438

0.374]

0.398/0.355|0.223

0.428

0.412]

0.321

0.396/0.299

0.167]

0.436/0.384

0.256

0.349

0.2006]

0.063

T4 22

0.075

0.079

0.175

0.113

0.213

0.141

0.294

* Pa AR AE Pastebin £fidl EISCIREEH, HONIZA Dy 1EME 2 JF SR FLS P 12 PE R 4R

i, PR AR FIAT ) — RIVE LTS, AT 9.81% ~ 106.22% 1]
Tt FIRSZI AR U], AR SCRO R AR 2] DA AU, R &R
A AT B R X 2 Bt b, AR 22 A

5 5 kAU FHALHI I % 12 2R T7 40 (Cheng’21. Gollay NoCrack.
VaultGuard 77 %), AWFFTEFE DA RN TR RES S 0 104 5 H
Gt fERs . FEPLE], I BAR e Byt T 47.87%. 9.81%. 30.66% Al
106.22%.. IAT 77 G0 R X AN LR FH 1S O vt 1R e e X ARRIE. (gl
HRTAHME SRR, I i e AR AT T Bds sk sh ) = vk (4
WIS 2 14 FE AR IR 80% (1114 B 14D RAFntl, Xue)s kX7 &
XA H AT A IR DAL, @B NS e A EHAT N, Bk
— HA ] AT AR, o LS AT R AN A o (0 R AE
HEAT LOHR, st ol DK 51 . 058 114 Pl oo 3 FARAAE DX 3 H ok o A SCRT R A
(3R 2 27 2] T LRI AN Be S8 i 4R AT R AN 25 08 T2 2 TR B AT R RfAE, A
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SEDUTE VRS ) BORAE S 2 1 7 S P N
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