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Abstract. Credential tweaking attacks leverage a user’s leaked pass-
words and create their variants to attempt logins to the user’s other ac-
counts, achieving a success rate of over 70% with only 10 online guesses.
Reuse-based password strength meters (reuse-based PSMs), often de-
rived from credential tweaking models, are proposed to measure pass-
word strength against such attacks. However, the performance of these
reuse-based PSMs has never been systematically evaluated and compared,
leaving their effectiveness in real-world attack scenarios in question.

In this work, we conduct systematic evaluations of existing reuse-based
PSMs and find that they are highly inaccurate and often incur high la-
tency. To address this issue, we propose VersaPSE, the first versatile
reuse-based password strength evaluation framework for online guessing
attacks. Under VersaPSE, credential tweaking models can be adapted
into multipurpose PSMs via continual learning techniques, enabling ac-
curate strength evaluation under both credential tweaking and trawling
guessing attacks. Experiments on 12 large-scale datasets show that under
VersaPSE, our five multipurpose PSMs derived from credential tweak-
ing models achieve 3.8%~36.7% higher accuracy than leading reuse-
based PSMs against credential tweaking attacks, and outperform existing
PSMs under online trawling guessing attacks. We also provide a proof-of-
concept implementation of our VersaPSE. This work not only introduces
a novel technical route for designing effective PSMs tailored to credential
tweaking attacks, but also extends the use of credential tweaking mod-
els in defending against online trawling guessing attacks. Our artifact is
available at https://github.com/FeliceRivarez/VersaPSE_code.

Keywords: Password strength meters, Password behaviors, Credential
tweaking attacks, Continual Learning

1 Introduction

Passwords remain the mainstream form of user authentication due to their low
deployment costs, ease of change, and remarkable simplicity [17,27, 83]. Due
to limited memorability, users are prone to reusing passwords and using weak
passwords [5,10,38], making passwords vulnerable to credential tweaking attacks
(i.e., modifying a user’s leaked password in guessing a new one [51,70,71,79,80])
and trawling (requiring no personal information [38,72,84]) guessing attacks. To
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resist such online attacks, almost every respectable service deploys a password
strength meter (PSM) to nudge users towards stronger passwords [31, 68].
Despite their importance, existing PSMs fall short of accurately evaluat-
ing password strengths against various online guessing attacks. To begin with,
deployed PSMs (mostly industry-proposed, e.g., Zxcvbn-PSM [77] and 12306-
PSM [8]) mainly focus on evaluating strengths against trawling guessing attacks,
leaving credential stuffing and tweaking attacks largely untouched. In these at-
tacks, an attacker can directly use and slightly modify a user’s leaked password
from one service (i.e., a sister password) to more efficiently guess (e.g., logging
in without the user’s permission) a user’s password at another service (e.g.,
alice123—Alice123!). Since 62%~85% of users reuse passwords [6,12,35] and
unending password breaches (e.g., [21,29, 62, 78]) make sister passwords more
accessible, credential stuffing and tweaking attacks become increasingly threat-
ening. They not only account for over 34% of online login attempts [44, 57,
but can also achieve a success rate of 70% with 10 online guesses, causing se-
vere consequences. For instance, in 2022, the credential stuffing attack against
the betting service DraftKings resulted in $30,000 in financial losses from about
67,000 victims [55]. Therefore, it is pressing to design accurate reuse-based PSMs
to evaluate password strengths against credential tweaking attacks.
Nevertheless, leading reuse-based PSMs (e.g., Vec-PPSM [51] and KNN-PSM
[42]) remain unsatisfactory. Broadly, reuse-based PSMs can be categorized into
two types. The first similarity-based approach uses fixed similarity metrics (e.g.,
FastText [15,46]) to detect password reuse, which can be susceptible to high
false positive rates. For example, fantasy521478 can resist (i.e., without being
cracked within 10% guesses) state-of-the-art credential tweaking models [51, 70,
71,79, 80] even if 521478 is leaked, yet similarity-based Vec-PPSM [51] deems
it insecure. Such a similarity-based approach falls short of capturing complex
users’ real-world edit operations (e.g., deletions and insertions), and exhibits
inconsistencies across various similarity metrics (e.g., Embedding similarity, edit
distance, and cosine similarity) [19, 34,71, 79]. The second enumeration-based
approach deems a number of (e.g., 10®) sister password variants generated by
the corresponding credential tweaking model insecure, and can be susceptible to
high false negative rates. This is mainly because passwords deemed secure by
one model might be cracked by another. For instance, BERT-PSM [80] evaluates
19caesar as secure when caesar is leaked, yet TarGuess-II [70] can crack it
within 10® guesses. Beyond these flaws, there exist no systematic evaluations of
major reuse-based PSMs, and their deployability (e.g., computation and storage
overheads) remains unknown, casting doubt on their real-world effectiveness.

1.1 Motivations and challenges

Firstly, the accuracy of existing reuse-based PSMs has not been systematically
evaluated. For example, in terms of accuracy, Vec-PPSM [51], which is the first
reuse-based PSM, has been evaluated only on a single password dataset; PR-
PSM [79] was only compared with a trawling PSM (Zxcvbn-PSM [77]), and it
has not been compared with other reuse-based PSMs, leaving the important ac-
curacy issue understudied. Worse still, BERT-PSM [80] and KNN-PSM [42] have
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never been evaluated in terms of either accuracy or deployability (e.g., computa-
tion and storage overhead). This calls for a principled approach to evaluate the
accuracy of reuse-based PSMs, as only accurate PSMs can strengthen password
security, while inaccurate ones do more harm than good [28,31,68].

Secondly, existing approaches for deriving reuse-based PSMs from credential
tweaking models rely heavily on heuristics and are computationally intensive.
Essentially, existing PSMs mainly utilize credential tweaking models and deem
a user’s password insecure/vulnerable only if it is cracked [42,79,80]. This re-
sults in overestimating password strength, as only a very limited fraction of
unsafe passwords can be cracked by a single credential model [71,79]. Passwords
deemed secure by such PSMs can still be vulnerable, as attackers can use more
advanced credential tweaking models than those employed by the PSMs. Be-
sides, conducting a credential tweaking attack is computationally intensive [42],
limiting the deployability of PSMs that conduct such an attack when evaluating
password strength. This calls for a principled approach to derive accurate and
computationally efficient reuse-based PSMs from credential tweaking models.

Thirdly, existing studies show that capturing password reuse behavior is par-
ticularly beneficial for measuring password strength against not only credential
tweaking attacks, but also trawling guessing attacks. This finding is confirmed
by the success of fuzzyPSM [67], one of the most prominent trawling PSMs to
date, as it captures password reuse behavior between user groups to evaluate
password strength under trawling guessing attacks. However, though credential
tweaking models are powerful models that capture the complex behavior of pass-
word reuse, they are only utilized to defend users against credential tweaking
attacks. How to extend the capability of credential tweaking models to evaluate
password strength under trawling guessing attacks is an interesting topic.

1.2 Contributions

— New findings on users’ vulnerable password behaviors. Through ob-
servation of real-world password datasets, we find that reusing (or slightly
modifying passwords) across different services and using popular passwords
can be viewed as the vulnerable behaviors of reusing locally and globally
popular passwords, respectively, and they exhibit different levels of complex-
ity. This enables the application of credential tweaking models to password
strength evaluations against both credential tweaking and trawling guessing
attacks under a unified continual learning framework, with each task focusing
on a different reuse behavior corresponding to the respective guessing attack.

— A new technical route for multipurpose password strength meters.
Building on our key findings, we propose VersaPSE, a versatile password
strength evaluation (PSE) framework for designing multipurpose password
strength meters (PSMs) using credential tweaking models. By employing con-
tinual learning techniques, VersaPSE treats evaluating password strengths
against more complex credential tweaking attacks as the initial task, and
trawling guessing attacks as the subsequent task. This enables a single cre-
dential tweaking model to capture the impacts of both local and global reuses,
and consequently, accurate password strength evaluations.
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— Extensive evaluations. Using VersaPSE, we design five multipurpose PSMs
from the corresponding mainstream credential tweaking models (i.e., Point-
erGuess [79], Pass2Edit [71], PassBERT [80], Pass2Path [51], and KNNGuess
[42]). We then conduct extensive evaluations that involve 12 large-scale pass-
word datasets and 10 mainstream password strength meters, including both
reuse-based PSMs (e.g., PR-PSM [79], BERT-PSM [80], and KNN-PSM [42])
and trawling-based PSMs (e.g., Zxcvbn-PSM [77], KeePSM [56], Microsoft-
PSM [9] and 12306-PSM |[8]). Experiment results demonstrate the superior
performance of our five multipurpose PSMs derived under the VersaPSE
framework, as they all outperform existing reuse-based and trawling PSMs
in both credential tweaking and trawling guessing attack scenarios.

— Some discussions. We show that VersaPSE can be deployed in a lightweight
approach at the client side, with sub-second evaluation (per-password) and
modest storage on an off-the-shelf computer. We also provide a proof-of-
concept implementation of our VersaPSE as a browser extension, demon-
strating the practical deployability. Moreover, we further discuss practical
applications (e.g., in password managers) and limitations of our VersaPSE.

2 Preliminaries and related work

We mainly focus on evaluating password strengths against credential tweaking
and trawling guessing attacks. For each type, we present attack models and
their corresponding password strength meters (PSMs). We do not consider offline
guessing attacks because they assume attackers have almost unlimited guesses
against users’ passwords, which are fundamentally different from online guessing.

2.1 Credential tweaking attacks
Credential stuffing and tweaking attacks leverage a user’s leaked password pw?®
(i.e., a sister password) on one service (e.g., Twitter) to more efficiently guess the
targeted password pw on another one (e.g., LinkedIn) [42,51,52,70,71,79]. Since
credential stuffing attacks using an exact sister password can be mitigated by
leakage detection services like HIBP [11], we mainly focus on credential tweaking
attacks that use variants of sister passwords (e.g., alice123—Alice123!).

In 2016, Wang et al. proposed the first credential tweaking model, TarGuess-
IT [70], which parses passwords into letter, digit, and symbol structures and al-
lows deletions and insertions at both structure and character levels. In 2019, Pal
et al. proposed the first deep-learning-based credential tweaking model Pass2Path
[61], which utilizes a sequence-to-sequence framework [60] to more adaptively
learn and predict character-level edit operations (i.e., insertions and deletions)
in modifying passwords. In 2023, Wang et al. [71] proposed the RNN-based
Pass2Edit model that treats credential tweaking attacks as a series of multi-class
classification tasks of users’ edit operations. Similar to [70], it incorporates popu-
lar passwords, and outputs a hybrid guessing dictionary containing popular pass-
words. Concurrently, Xu et al. proposed PassBERT [80], a bi-directional Trans-
former [24] that follows a pre-training and fine-tuning paradigm, to guess pass-
words in different attack scenarios: PassBERT first trains a general password-
guessing architecture and then fine-tunes models for specific (including credential



VersaPSE: Versatile Password Strength Evaluation Using Continual Learning 5

tweaking) attacks [80]. In 2024, Xiu and Wang proposed PointerGuess [79], which
uses the pointer mechanism in natural language processing [58,65] to simulate
the behavior of copying segments from sister passwords (e.g, copying MacOP from
IloveMacOP in generating MacOP6789). In 2026, Li and Wang further proposed
KNNGuess [42], which uses k-nearest-neighbor retrieval to simulate users’ be-
havior of replacing password components with semantically related ones with
preserved structure (e.g., Shark0301—Bear03).

To resist such attacks, various reuse-based PSMs, which are mainly developed
from credential tweaking models, have been proposed. These PSMs are broadly
categorized into similarity- and enumeration-based types. In 2019, Pal et al. [51]
introduced the similarity-based Vec-PPSM that uses the FastText-based em-
bedding similarity [15] in evaluating password strengths, and a high similarity
between the examined and sister passwords indicates low password strengths
(i.e., insecurity) against the Pass2Path attack model. However, Vec-PPSM only
considers character-level similarity (e.g., alice123 is similar to 123456), with-
out complex real-world edit operations that have been incorporated into the
Pass2Path model, so its accuracy is dubious (see more details in Sec. 5.3).
Enumeration-based PSMs, such as KNN-PSM, PR-PSM, and BERT-PSM, em-
ploy their corresponding credential tweaking models like KNNGuess [42], Point-
erGuess [79], and PassBERT [80] to generate a number of (e.g., 10%) variants
of sister passwords: A password is deemed vulnerable/insecure if it belongs to
the generated variants. However, such PSMs can overestimate password strength
because one credential tweaking model covers only a small proportion of vulner-
able passwords, whereas powerful (yet realistic) attackers may utilize a different
and more advanced model to cover a wider range of variants.

2.2 Online trawling guessing attacks

A trawling guessing attack can operate without a user’s sister password. Due
to users’ vulnerable behavior of using popular passwords (e.g., abc123) and
attackers’ capabilities of employing advanced guessing models (e.g., PCFG [76],
RFGuess [72], RankGuess [81], and PassLLM [84]), online trawling guessing
attacks targeting popular passwords are also of practical concern.

To nudge users towards more secure passwords against trawling guessing at-
tacks, almost all respectable services deploy trawling-based PSMs. On the one
hand, industry-proposed PSMs mainly employ rule- and pattern-based PSMs
due to their simplicity. A rule-based PSM (e.g., Microsoft-PSM [9] and 12306-
PSM [8]) checks whether a password satisfies given composition rules such as
minimum lengths and character types, while a pattern-based PSM (e.g., Zxcvbn-
PSM [77] and KeePSM [56]) checks whether a password contains common pat-
terns like keyboard strikes and repeated characters and then estimates its guess
numbers. For instance, Zxcvbn-PSM identifies the password JohnSmith123 as
the combination of the common username JohnSmith and digit sequence 123,
calculates the minimum guess number needed to crack each pattern, and com-
bines them to estimate the total guess number. Zxcvbn-PSM is widely deployed
by services such as Dropbox [3], Bitwarden [1], and WordPress [2], and has been
recognized as one of the most promising industry-proposed PSMs [31,67,68].
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Table 1: Password datasets considered in this work

Dataset |Language Service Total PWs Leaked time Email Invalid Cleaned%
Dodonew E-commerce 16,282,286  Dec. 2011  Yes 256,016 1.57%
Tianya Social Forum 30,816,592  Dec. 2011 No 9,062 0.03%
CSDN/| Chinese |Program forum 6,428,410 Dec. 2011  Yes 3,164 0.05%
Taobao E-commerce 15,072,418 Feb. 2016  Yes 1,265 0.01%
126 Email 88,136,038 Dec. 2011  Yes 14,995 0.23%
Weibo Social Media 4,730,662  Dec. 2011 No 458  <0.01%
000webhost Web hosting 15,299,907  Oct. 2015  Yes 116,462 0.76%
LinkedIn Job hunting 54,656,615  Jan. 2012  Yes 122,051 0.22%
Twitter| English Social media 25,575,929 May. 2016  Yes 287,551 1.12%
MathWay Education 16,051,087 Jan. 2020  Yes 209,726 1.31%
Phpbb Tech forum 255,421 Jan. 2009 No 10  <0.01%
Rockyou Social media 32,575,500 Jul. 2012 No 9,864 <0.01%

On the other hand, academia-proposed PSMs also fall into various categories.
A statistical PSM (e.g., PCFG-PSM [37] and fuzzyPSM [67]) utilizes the cor-
responding statistical password guessing model (e.g., PCFG [76]) to output a
probability as the password strength/guessability. Similarity-based PSMs such
as LPSE [34] compare a password with a predetermined strong password (e.g.,
calculating cosine similarity between password and 4b#8-C+0NDIXpC [04), so this
PSM requires no training set [34]. With the development of deep learning tech-
niques, RNN-PSM [45] and CNN-PSM |[53] have also been proposed to better
capture password strengths via the generalization abilities of neural networks.

3 Key Findings
3.1 Datasets and ethical considerations

In this study, we use 12 large-scale datasets, a total of 300 million passwords
(see Table 1). These datasets were leaked from 2009 to 2020 and cover a variety
of services (e.g., E-commerce, social, and forums) in both English and Chinese,
thus reflecting real-world user behaviors. For instance, 000webhost is mainly
used by service administrators who are likely to have higher security awareness.
Besides, although these datasets were leaked 6~17 years ago, they can still rea-
sonably capture characteristics of current passwords. This is because password
distributions change only marginally over time [16], and statistical evidence also
confirms that progress toward stronger passwords is limited [14].

Data cleaning. Since a sister password is a user’s password at another service,
we construct them by matching email addresses (see Table 2) across services.
We remove invalid email addresses (e.g., those without ‘@’), as they cannot be
used to match email addresses. Further, as in prior studies [51,71,79,80], we only
consider passwords composed of 95 printable ASCII characters, and remove those
with length>30 as in prior studies [42,71,79,80], since they are more likely to
be created automatically by machines rather than manually by humans.
Ethical consideration. Although passwords in Table 1 are publicly available
on the Internet and have been widely used in prior studies such as [51,71,79,80],
passwords are essentially sensitive, and using them can bring potential risks to
affected users. We acknowledge such risks and recognize that affected users have
not consented to the use of their data in research, nor have they had any chance
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Fig. 1: Similarities between users’ passwords and popular passwords. For cosine sim-
ilarity, LCS, and overlap score, the higher the score, the higher the similarity, and a
large proportion of users’ passwords are highly similar to popular ones.

to consent. In particular, we take four precautions to ensure that this study does
not pose additional risks to users: (1) We do not further disseminate breached
datasets to other parties and only use them for this study; (2) Our datasets are
stored and processed on computers unconnected to the Internet; (3) We treat
each account as confidential, and mainly report aggregated statistics such as
frequencies to minimize the impacts on affected users; (4) We delete all sensitive
information after our analysis. Our work meets the key ethical guidelines [61],
and has obtained the IRB approval from our institution.

3.2 Revisiting password reuse behaviors

In essence, VersaPSE is built upon the following two key empirical observations
of users’ vulnerable password behaviors, and we present them below.

Finding 1 Besides reusing her locally popular sister password, a user also
reuses globally popular passwords that are adopted by other users.

This finding provides the empirical foundation for unifying users’ different
vulnerable behaviors in a unified approach (e.g., via conditional probability). More
concretely, using a sister password can be seen as reusing a user-specific locally
popular password, while using weak (e.g., top-10®) passwords can be seen as
reusing globally popular passwords. To validate global reuses, we randomly select
10* passwords and compute their similarity scores with the most likely password
among the top-10% popular ones. Without loss of generality, we employ widely
used 2-gram cosine, Longest Common Substring (LCS), and overlap score (higher
values mean more similarity) [19,51,70,71,79]. As shown in Fig. 1, we find that
up to 74.9% of users’ passwords are highly similar to the top-10% weak passwords
for datasets in Table 1 when similarity thresholds are set to be 0.5 for cosine
similarity, 4 for LCS, and 6 for overlap score, respectively. We also explore other
similarity metrics such as Levenshtein and Manhattan distances. More detailed
results are shown in Appendix C and are consistent with the above results.

Finding 2 The behavior of reusing locally popular sister passwords is generally
more complex than reusing globally popular passwords.

This finding reveals that local and global password reuse behaviors are inher-
ently different: Compared to reusing globally popular passwords, reusing locally
popular sister passwords exhibits lower similarity with lower cosine similarity,
LCS, and overlap score. Further, as shown in Figs. 1 and 2, for a user’s pass-
word, the average 2-gram cosine (resp. LCS and overlap score) similarity score
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Fig. 3: Unification of the two vulnerable password behaviors. By perceiving the use of
weak passwords and the use/modification of sister passwords as reusing globally and
locally popular passwords, these two vulnerable behaviors can be seen as one.

between it and her sister password is 0.302 (resp. 3.09 and 1.95), while the num-
ber is 0.475 (resp. 3.68 and 7.91) between it and its most similar popular pass-
word. For instance, when the sister password alice@hotmail.com is modified to
123456alice, the 2-gram cosine similarity score is 0.39; In contrast, when the
popular password 123456 is modified to 123456alice, the cosine similarity score
is 0.65. Our results are statistically significant, as the results of Mann—Whitney
U tests (which examine whether the distributions of two groups are different)
lead to p-values<1073. Levenshtein and Manhattan distances show the same
trend: half of the passwords differ by at most 5 edits from the corresponding
popular passwords, strengthening that modified passwords are often similar to
popular ones. More detailed results are shown in Appendix C.

Summary. Findings 1 and 2 lay empirical foundations for constructing a versa-
tile framework for password strength evaluations (PSEs) via continual learning
techniques. Firstly, both credential tweaking and trawling guessing attacks ex-
ploit reuse behaviors: As Fig. 3 shows, password strengths against both attacks
can be expressed as a unified conditional probability whose priors are a sister
password (for tweaking) and a popular password dictionary (for trawling), re-
spectively. Secondly, the levels of complexity in users’ vulnerable behaviors vary,
so a PSE should simultaneously capture vulnerable user behaviors of varying
complexity. This motivates us to employ continual learning techniques in PSEs.
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4 VersaPSE: A reuse-based, multipurpose password
strength evaluation framework

We employ continual learning techniques to build a generic framework named
VersaPSE for evaluating password strengths against both credential tweaking and
trawling guessing attacks. We first provide theories for proper continual learning,
then construct our VersaPSE framework in a theory-guided approach.

4.1 Theories of continual learning across user behaviors

Continual learning allows a model to be trained on a series of related tasks, and
achieve strong performance on both tasks simultaneously. At a high level, con-
tinual learning sequentially trains a model on multiple tasks to master the entire
set, while enabling knowledge transfer between them [23, 73], and it has been
widely used in domains like natural language processing [49, 54] and computer
vision [39,59]. In essence, effective continual learning necessitates the proper
sequencing of tasks and the application of parameter freezing to reconcile new
knowledge acquisition with the preservation of prior learning [23, 43, 82]. Since
we need to deal with two tasks, i.e., local and global reuse behaviors, we refer to
them as initial and subsequent tasks based on their implementation order.

Inspired by machine learning studies [22,25, 30,47, 48], we explore the effi-

cacy of continual learning in terms of generalization and forgetting risks. For
theoretical clarity, we assume models are trained to reach optimality and denote
the pre-trained and fine-tuned models as 6, 0:.1€R?, respectively. In short, a
generalization risk Rgen captures the ability of transferring knowledge from the
initial to the subsequent tasks, and a forgetting risk Rgorget measures initial-task
degradation after fine-tuning for the subsequent task. We formalize these risks
and provide guidelines for minimizing them as follows.

Definition 1. Generalization risk. For a hypothesis hy : X—)Y and a
bounded loss function £y : YxY—[0,b] for the subsequent task on the fine-tuned
n}odel O:u11, the generalization risk is the difference between the empirical loss
Li(hy) =2 3" l(he(zi), yi) and its expectation Li(hy)=Ep,[li(he(x),y)], i.e.,

Ragen(h) = Ep, [6:(he(@),0)] = = 3 tolha(i), o) 0
i=1

where Dy denotes the unknown data distribution over X x) of the subsequent
task, and {(z;,y;)}1—, denoten samples drawn from Dy. The generalization risk
is upper-bounded by Rademacher complezity (see Lemma 1 of Appendiz A).

Empirical forgetting risk is the difference between the empirical task loss
before and after fine-tuning the pre-trained model for the subsequent task, i.e.,

n

Rforget(svt) = %Z (fs(ht(z‘i), yi) — Ls(hs ($)7y)) (2)
d=il

where Lg is the loss function for the initial task on the pre-trained model.

We explain Definition 1. Eq. 1 defines generalization risk as the deviation of
empirical loss from its expectation, and a smaller value indicates better general-
ization. Eq. 2 provides a computable empirical estimate of the forgetting risk for
initial tasks with and without fine-tuning. We do not use the true expectation
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of forgetting risk Ep_ [¢s(he(z),y)] — Ep, [¢s(hs(z),y)] because it is intractable.
Hence, unless otherwise noted, a forgetting risk refers to the empirical one.

The following Theorem 1 establishes upper bounds for generalization and
forgetting risks, principally guiding initial and subsequent task selections.

Theorem 1. Lettp—tp denote the case where the initial and subsequent tasks
are to and tp, respectively. For the generalization risk, their upper bounds
have Gty 15 <Gtp—t, if there are Hy, OHyiy and ny, <ng, for their hypothesis
classes and sample sizes, respectively. For the forgetting risk, if the gradient and
Hessian matriz of the initial-task loss function against the model parameter 0
satisfy [VLs(8y0) | =0 and [ V2L,(8) — V2L, (0,0)<psll6 — Byull for some py
in the vicinity of the pre-trained model Oy, then there exists

1
Rforget(tast) < 5 (Amax V2L (0p1) ) 1611 ®)

where Amax 15 the mazimum eigenvalue of the Hessian matriz and 6 =0 — O
is the model parameter update near Op;.

Theorem 1 reveals that this complex-to-simple continual learning can opti-
mize the upper bounds of both generalization and forgetting risks. Firstly, for the
generalization risk, the upper bound satisfies G; , 1+, <Gt ¢, With a more com-
plex t 4 task, indicating less overfitting for the subsequent task. Second, the em-
pirical forgetting risk R forge: can also be reduced, as it scales with the magnitude
of the parameter displacement ||8|| between the pre-trained and fine-tuned mod-
els. Pre-training on a more complex initial task places the model within a richer
hypothesis class that approximates the simpler subsequent task, naturally con-
straining ||| in fine-tuning and limiting initial-task degradation [20,33,43,74,75].

We then present the overall layer-freezing strategy used for fine-tuning.

Theorem 2. Let the pre-trained model Oy for the initial task t4 be parti-
tioned into frozen (F) and unfrozen (UF) subsets with the update & being
ofull—(§tull §Mlhy and §'2 =(0, 81%) for the subsequent task tg. When using full
fine-tuning and partial fine-tuning, the upper bound of the generalization risks
has Gz < gfull if their hypothesis classes have Hi, CHean, and the difference in
the forgetting risks of the initial task has the following

Rffu;iﬂget(tAvtB) - Rffrgrget(tAvtB)
1 1
= 5(5?““)THF,F521“ + (65" T Hp,urd5y + 3 [(fsfjupu)TJLJ{UF,UFISS%l - (53;)THUF,UF5§;]7
4)
with the Hessian matriz Hg VQES(Opt)[ RE CRUE |

Hyr,r Hur,ur

Theorem 2 shows the necessity of employing partial fine-tuning with frozen
parameters. More specifically, to minimize the forgetting risk, frozen weights
should strongly correlate with the initial task (i.e., large Hp p diagonals) and
weakly correlate with the subsequent task (i.e., small Hpyp entries). We will
explicate the details on such parameter selection in the next section.
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Capturing reuse behaviors of globally popular passwords
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Fig. 4: The workflow of VersaPSE. In training, the model first captures reuse behaviors
based on sister passwords (local reuse), then it is fine-tuned to capture reuse behaviors
of popular passwords (global reuse). After training, VersaPSE outputs two conditional
probabilities, representing password strength against credential tweaking or trawling
guessing attacks.
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Fig. 5: An illustration on how to freeze parameters when our VersaPSE framework is
instantiated on the first credential tweaking model Pass2Path [51].
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4.2 ‘Workflow of VersaPSE

Based on our theories, we now propose VersaPSE, which utilizes a credential
tweaking model to measure password strength against both credential tweaking
and trawling guessing attacks. At a high level, VersaPSE incorporates a cre-
dential tweaking model, which has undergone continual learning, and a popular
password dictionary against trawling guessing attacks. As guided by Theorem
1, we treat the more complex task as the initial task (i.e., trained first), and
the other as the subsequent task (see Fig. 4). Besides, since Finding 2 shows
that local reuse behavior is more complex than global reuse, we choose local and
global reuse behaviors as the initial and subsequent tasks, respectively.

In addition, following Theorem 2, we also freeze the model parameters rel-
evant to capturing how users modify passwords, and fine-tune the parts that
capture semantics of the source password (e.g., the user’s sister password or
popular ones). This strategy stems from Findings 1 and 2, as freezing parts re-
lated to more complex modification behaviors in the initial task provides better
transferability for handling the subsequent task (i.e., the simpler global reuse).
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We use VersaPSE instantiated with Pass2Path [51] as an example. As Fig. 5
shows, the encoder of Pass2Path learns semantics while the decoder outputs
structural edit operations. Hence, when fine-tuning on global reuse behaviors,
we freeze the decoder to preserve knowledge of users’ more complex modification
preferences and only update the encoder. As for parameter freezing choices for
other models, the general principle is to freeze parameters related to capturing
the modification/editing process during password reuse (see Appendix B).

To derive a training set for global reuse (i.e., reusing popular passwords)
in VersaPSE, we first build a dictionary of the top-10° most frequent pass-
words. For every password with frequencies>100, we compute its 2-gram cosine
similarity against these popular passwords, and then retain up to five popular
passwords whose similarity exceeds 0.5, pairing each as (ppw,pw). Here, the
frequency threshold of 100 reduces training time and prevents over-fitting to
global reuse. We also investigated several different cosine similarity thresholds
within the range of [0.3,0.7], and found only marginal differences, where a higher
threshold modestly improves accuracy on local reuse but slightly degrades model
performance on global reuse (i.e., slightly improved accuracy for targeted eval-
uation at a small cost on accuracy for untargeted strength evaluation). As for
the construction of training sets for learning local reuse behavior (i.e., reusing
sister passwords), we follow prior work [42,70,79], which matches sister pass-
words using email address (see Section 3.1), yielding password pairs with each
pair containing two passwords of the same user.

After continual learning, the credential tweaking model can serve as a mul-
tipurpose PSM. Essentially, when given a sister/popular password (denoted as
the base password), credential tweaking models output a series of variants in
descending order of conditional probability, which represents the likelihood of
a user’s adoption of a password based on a given password (i.e., conditional
probability). For example, when a user’s password is JohnSmith, the conditional
probability Pr(johnsmith|JohnSmith) represents the likelihood of the user mod-
ifying JohnSmith into johnsmith. This conditional probability is then utilized as
a representation of password strength under both credential tweaking and trawl-
ing guessing attacks. For credential tweaking attacks, as Fig. 4 shows, the con-
ditional probability represents the strength of the targeted password when the
sister password is given, and the higher the probability, the more vulnerable the
target password is.

For trawling guessing attacks, since using weak passwords can be seen as
reusing popular passwords, credential tweaking models are also applicable. More
concretely, as shown in Sec. 4.1, VersaPSE first matches the user’s password with
the most similar popular password by using 2-gram cosine similarity metric, with
the popular password serving as the base password. The two passwords are input
to the credential tweaking model, yielding a conditional probability. For instance,
password123 will be matched with the popular password, with the credential
tweaking model outputting Pr(password123|password). Since trawling guessing
exploits behaviors of reusing popular passwords (i.e., using weak passwords), the
probability is a representation of password strength against trawling attacks.
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Table 2: Credential tweaking attacks and password strength evaluation scenarios

No |Language Training set S:ize Training set §ize Test set* ?ize Cracked
(Subsequent){ (Initial)* T|(pairs) (Attack) T|(pairs) (pairs)
#1 126-Dodonew| 49032 Tianya-Dodonew|445514 Tianya-Taobao|455847[| 11.91%
#2 |Chinese Tianya-Dodonew|445514 126-Dodonew| 49032 126-CSDN| 57213|| 34.23%
#3 |(Tianya) Tianya-Dodonew|445514 CSDN-Dodonew|160199 CSDN-126| 57213|| 48.30%
#4 CSDN-Dodonew(160199 Tianya-Dodonew|445514 Tianya-CSDN|[552263|| 35.23%
#5 LinkedIn-Twitter[300370[|000webhost-Twitter|146945[[000webhost-LinkedIn|214346[| 24.36%
#6 |English 000webhost-Twitter|146945|| Twitter-LinkedIn|300370|| Twitter-000webhost|295186| 17.04%
#7 |(Rockyou) LinkedIn-Mathway|111637|| LinkedIn-Twitter|111637||LinkedIn-000webhost|214346|| 18.26%
#8 Twitter-LinkedIn|300370|| LinkedIn-Twitter|300370|| LinkedIn-MathWay|111637|| 21.79%

* Datasets in these columns are password pairs matched via email address, following prior work [42,71,79];
e.g., in “126-Dodonew”, a user’s 126 password serves as the sister password to evaluate/attack her Dodonew
password. When an email is associated with multiple passwords in the same dataset, a random one is chosen.

t Training sets (Initial) are used to train the base model of VersaPSE and password strength meters
(PSMs). Training sets (Attack) are used to train credential tweaking models.

I Subsequent indicates password datasets used for the subsequent task in continual learning for VersaPSE.
Although Tianya appears in both the training and test sets, no data leaks occur, as the training set is used
as a general dictionary, and the test set contains matched password pairs from two datasets.

Remark. In essence, our VersaPSE improves upon existing PSM designs (e.g.,
KNN-PSM [42], PR-PSM [79], and BERT-PSM [80]) in three key respects. First,
it unifies local and global reuse and can evaluate password strengths against both
credential tweaking and trawling guessing attacks, whereas prior PSMs often
treat them separately. Second, it computes conditional probabilities instead of
enumerating variants or measuring symmetric similarity, capturing users’ pass-
word modification behaviors and measuring risks in a continuous approach.
Third, it uses continual learning to transfer from local to global reuse, selec-
tively freezing parameters to retain prior knowledge while avoiding per-scenario
retraining, allowing VersaPSE to adapt efficiently to new reuse distributions.

5 Credential tweaking attack evaluations

5.1 Experimental setups

To simulate real-world credential tweaking attacks, we utilize password datasets
in Table 1 and set up eight attack scenarios (see Table 2) where attackers use six
credential tweaking models (i.e., KNNGuess [42]|, PointerGuess [79], Pass2Edit
[71], PassBERT [80], Pass2Path [51], and TarGuess-II [70]), as well as popular
password dictionaries in attacks. To begin with, since password strengths are
heavily impacted by users’ languages [69], we first partition datasets into Chinese
and English ones. We introduce the eight attack scenario settings as follows.
Scenario #1 simulates the case where an attacker obtains a user’s password
for a service and tries to attack another similar service (e.g., both Dodonew and
Taobao are Chinese e-commerce websites). Scenarios #2, #4, #6, #7 simulate
the case where an attacker acquires passwords from sites with weaker creation
policies and attacks accounts of sites with stronger ones (e.g., 000webhost has
stronger creation policies than Twitter). Conversely, Scenarios #3, #5, #8 simu-
late the case where attackers try to crack accounts with weaker creation policies
when obtaining strong sister passwords. As attackers also mix popular passwords
in credential tweaking attacks to enhance attack efficiency [42,70,71,79], we use
the top-10® most popular passwords in each test set as attackers’ popular pass-
word dictionaries as in [31,68]. In each scenario, the training sets of PSMs and
attackers differ, since services are unlikely to know the attackers’ full knowledge.
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We now present how we evaluate the accuracy of PSMs against credential
tweaking attacks. First, in attacks, we use credential tweaking models to deter-
mine whether a password is secure: A password is secure if it can neither be
cracked by the above six mainstream credential tweaking models in 103 guesses
(see [42,51,70,71,79,80]), nor belong to the top-10% popular passwords [31,68].
Accordingly, in password strength evaluations, we integrate Zxcvbn-PSM [77],
which is a widely-used industrial PSM for detecting weak passwords [31,68], with
reuse-based PSMs as recommended in [51,79] to assist detecting weak passwords:
When the guess number of a password calculated by Zxcvbn-PSM [77] is lower
than 103, the password is marked as insecure regardless of its output strength
from reuse-based PSMs. We do not integrate Zxcvbn-PSM [77] with our Ver-
saPSE, since it is designed to also measure password strengths against trawling
guessing attacks (see Appendix B for more detailed setups).

5.2 Evaluation metrics

As revealed in [51,52], a PSE against credential tweaking attacks can be formu-
lated as a binary classification task that categorizes passwords as secure or inse-
cure with a given sister password. To properly evaluate performance on highly
imbalanced datasets, we use the balanced accuracy (BA) metric as in [18,32,40]
to capture the mean of class-specific accuracy, ensuring that model performance
is not masked by the imbalanced impacts of the major class. Formally, let p
and n be the numbers of positive (insecure) and negative (secure) test samples,
and p’, n’ be the numbers of correctly classified positives and negatives. Here, a
positive sample is one that can be cracked within 10® guesses or belongs to the
top-10® popular passwords (see Sec. 5.1). Thus, BA is then defined as

BA=(p'/p+n'/n)/2=(TPR+TNR)/2, (5)

where TPR and T'N R denote the true positive and true negative rates in evalu-
ating password strengths, respectively. We avoid using the accuracy metric (i.e.,
the proportion of passwords that are correctly identified as secure/insecure), as
it yields misleadingly high scores for imbalanced classes [36,40]. For instance,
in Scenario #1, only 11.91% of password pairs are cracked (i.e., insecure), but
a pseudo-classifier labeling all passwords as secure yields an unreasonably high
accuracy of 0.88, obscuring actual efficacy. We also consider AUC and F1-Score
metrics [36,40], and their results are largely consistent (see Appendix D).

5.3 Evaluation results of credential tweaking attacks

Table 3 shows the experiment results of reuse-based PSMs. Firstly, for Vec-
PPSM [51], BERT-PSM [80] and KNN-PSM [42], the results in the brackets (e.g.,
[0.827]) represent Zxcvbn-PSM-assisted [77] results. For the five multipurpose
PSMs using our VersaPSE, we calculate the relative improvements compared
with existing reuse-based PSMs using (BAyurs—BApase)/BApase, and they are
shown in parentheses, e.g., (+11.8%~+72.2%). These results demonstrate the
effectiveness of our VersaPSE framework in deriving multipurpose PSMs that
accurately evaluate password strength under credential tweaking attack. More
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Table 3: Balanced accuracy for credential tweaking attack scenarios’

S . [VersaPSE[VersaPSE| VersaPSE VersaPSE [VersaPSE[KNN- PR-PSM BERT-| Vec-
CENArIo KNNG.)*|(Pass2E.)*|(PointerG.)*|(PassBERT) *|(Pass2P.)*| PSM |" ™~ PSM |PPSM

0.930 0.918 0.867 0.812 0.906 0.695 0.540 | 0.719
#1|(11.8%~\(+10.3%~| (+4.2%~ | (-2.5%~ | (+8.9%~ | g'g55)| 0.719 | 037010 767]
B B S 7t 71 S —
#2 | (+4.0%~ | (+5.1%~ | (+1.8%~ | (-4.3%~ |(+3.1%~ [8'23% 0.849 [8'228] [8'%3]
145.7%) | +47.2%) | +42.6%) | 1+34.1%) | +44.4%) |- : :

#3 | (+11%~ | (+0.8%~ | (-0.5%~ (-6.3%~ | (-3.6%~ [8:(53‘8%] 0.943

0.786 | 0.667
[0.856] [[0.732]

24 | (49.3%~ | (+8.3%~ | (15.8%~ | (-1.4%~ |(+6.1%~ [gﬁg?};] 0.799 [gﬁgg] Igi%gl

3 : g : : 0.574 0.814 | 0.680
#5 | (44.5%~ | (£35%~ | (+2.0%~ | (-25%~ | (+0.7%~ |25 0.909 | 0°535)|(0 760]

; ; ' ‘ : 0.803 0.658 | 0.705

46 | (+4.0%~ | (10.6%~ | (-1.3%~ | (-4.3%~ |(+0.7%~ 0.691 >
140.6%) | +36.1%) | 133.6%) | 120.5%) | +36.2%) |I0-890] [0-754]]10.759]
0,926 | 0.901 0.865 0.869 0.900 |5 530 0532 10722

47 | (+4.2%~ | (+1.4%~ | (-2.7%~ (-2.2%~ | (+1.2%~ (0:839]] 0673 [[0.699]|[0.753]

5 ? s N 0.728 0.749 | 0.656
#8 (+4‘5%~ (+1‘8%~ (+O.9%~ (—2‘3%"-‘ (+0.6%N [04853] 0.819 [0.844] [0_741]

Average|(+13.0%~|(+11.4%~| (+8.6%~ | (+3.8%~ |(+9.5%~ [8:2151 0.800 |0-673 (0.674

+36.7%) | +34.8%) | +31.3%) | +25.6%) | +32.5%) [0.793] |[0.744]
t Results in green denote the respective multipurpose PSM derived using VersaPSE outper-
form all prior reuse-based PSMs in the corresponding scenario. Results in parentheses, e.g.,
(+11.8%~+72.2%) are the improvements of VersaPSE instantiated PSMs compared with lead-
ing reuse-based PSMs, calculated as RI=(BAours —BApase)/BApase- Results in brackets, e.g.,
[0.688] denote the accuracy of leading reuse-based PSMs integrated with Zxcvbn-PSM [77].

* VersaPSE denotes PSMs instantiated under VersaPSE with credential tweaking models in
brackets. For example, VersaPSE (KNNG.) is the PSM derived from KNNGuess [42].

concretely, all five multipurpose PSMs derived from their credential tweaking
models via our VersaPSE outperform their original PSMs at detecting weak
passwords. We note that VersaPSE instantiated with PassBERT only marginally
surpasses existing PSMs. This can be attributed to PassBERT’s design limitation
(see Section 5.2.1 of [80]), resulting in its inability to cover highly complex reuse
behaviors (e.g., those that involve more than 3 character insertions).

Secondly, compared with enumeration-based KNN-PSM [42], PR-PSM [79]
and BERT-PSM [80], PSMs derived via VersaPSE achieve 17.2%~36.6% higher
balanced accuracy. This addresses the inherent drawbacks of enumeration-based
PSMs, where only a small proportion of insecure sister password variants is
considered. For example, 1xm1982 remains uncracked by PassBERT [80] when
1xmlxm is leaked, but it is insecure as PointerGuess [79] can crack it within
103 guesses. Instead, VersaPSE derives the conditional probability of the user’s
password, achieving a more fine-grained strength evaluation. Moreover, Ver-
saPSE (KNNGuess/PointerGuess/PassBERT) outperform their enumeration-
based KNN-PSM, PR-PSM, and BERT-PSM by 0.160, 0.099, and 0.171 in terms
of the balanced accuracy, respectively. This indicates that our VersaPSE provides
a more accurate technical route for designing PSMs.

Thirdly, PSMs derived from VersaPSE also demonstrate superior perfor-
mance with 25.3% ~36.4% higher balanced accuracy than the similarity-based
Vec-PPSM [51]. This overcomes the drawback of straightforwardly using the sim-
ilarity score (e.g., embedding similarity) in strength evaluations. For example, the
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embedding similarity is symmetric, whereas reuse behaviors largely depend on
the base password the user reuses. As a result, the secure password barrybarry
reused from barryhappy is deemed insecure by Vec-PPSM. In contrast, Ver-
saPSE’s conditional probability captures reuse behaviors exploited by credential
tweaking attacks, and the results show that our conditional probability is more
effective than the embedding similarity metric [15] used in [51].

Credential tweaking attacks also exploit users’ behaviors of using weak pass-
words [70,71,79]. This leads to a rise in balanced accuracy when existing reuse-
based PSMs are Zxcvbn-PSM-assisted, since Zxcvbn-PSM identifies weak pass-
words [77] rather than relying solely on a given sister password. For example, the
sister password Alice2024! is unlikely to give attackers an advantage in crack-
ing abc123, although abc123 is weak and can be cracked by credential tweaking
attacks. While other reuse-based PSMs resort to trawling-based PSMs to miti-
gate this threat, VersaPSE handles this on its own, as it captures how users edit
(or directly reuse) popular passwords to create new ones. It can be seen that
VersaPSE still greatly outperforms (3.8%~36.7% higher balanced accuracy) all
other Zxcvbn-PSM-assisted reuse-based PSMs, showing that VersaPSE can still
effectively identify weak passwords. To further demonstrate this, we also explore
VersaPSE’s capability in resisting trawling guessing attacks, as we show below.

6 Trawling guessing attack evaluations

We now focus on online evaluation of password strength against online trawling
guessing attacks, where the attackers attempt to crack accounts online without
prior knowledge of users’ sister passwords or any personally identifiable infor-
mation. In this scenario, the best an attacker can do is to log in with popular
passwords (e.g., generated by a guessing dictionary) in descending order of prob-
ability [68]. This naturally contributes to larger cracked proportions than trying
less popular passwords. Such threats are also practical, as many services have
leaked their password files more than once (e.g., Twitter [7] and Yahoo [4]), and
different services may share the same popular passwords (e.g., password123).
To fairly measure PSM accuracy against trawling guessing attacks where no
sister passwords are needed, we compare the performance of multipurpose PSMs
under our VersaPSE framework without sister passwords, along with mainstream
trawling-based PSMs, including four from academia and three from industry.

6.1 Experimental setups Table 4: Trawling evaluation scenarios

1: Language .
As Table 4 ShOWS’ we utilize # | (Training Training . Training set C* Test set
- set B
12 datasets for our exper- set AY)
iments. For VersaPSE, the ; Chinese DV‘(’ieibO Eianya—gotionew CIS%SN
tr lnill I 1 th m (TiaIlyﬂ) odonew lanya-boaonew
a g process 1s the same |3 Taobao CSDN-126 Dodonew
as that of the targeted pass- 4 Enelish Phpbb Twitter-LinkedIn [000webhost
glis h . .
. 5 Twitter |000webhost-Twitter| LinkedIn
word strength evaluation | ¢ |(RokyoW)|gogyebhost | LinkedIn-MathWay | Twitter

experiments. to ensure that * Training set A is used to train PSMs that require a training
. set, as well as for the continual learning of VersaPSE.
VersaPSE against both cre- Training set B is used by fuzzyPSM [67], as it requires two
: : training sets. Training set C contains sister password pairs
dential tweaklng and trawl- and is used by VersaPSE before continual learning.

ing attack scenarios can
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Fig. 6: Results for trawling password strength evaluation show that the 5 multipurpose PSMs derived
under VersaPSE are among the best-performing PSMs, demonstrating the strong capability of the
VersaPSE framework in adopting credential tweaking models to defend against trawling attacks.
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Fig. 7: Heatmap for trawling evaluation results at different benchmark password ranks. Values in
the heatmap indicate the increment (negative if decrement) achieved by VersaPSE (PointerGuess)
over the corresponding baseline PSM. VersaPSE (PointerGuess) is generally the best performing.
have consistent performance. As for fuzzyPSM [67], besides the training set
for capturing password semantics, it requires another training set for dataset-
level reuse behaviors. Other leading trawling-based PSMs either require a single
training set or none. For those that require a single training set, when evaluating
Chinese users’ passwords, we align with prior studies [68,69], and use Tianya
and Rockyou for Chinese and English passwords, respectively.

6.2 Evaluation metrics

As in prior studies [31,67,68], we mainly use the weighted Spearman correla-
tion coefficient (W Spearman) metric to measure how a practical PSM deviates
from the ideal PSM [67] that can capture true (but often unknown to security
administrators) password probabilities. To begin with, an ideal PSM satisfies

M (pw) = ppw, Vpw € I, (6)

where p,,, is the probability of password pw from the true password distribu-
tion x. Since passwords are Zipf-distributed [66], probabilities of very unpopular
passwords are unlikely to be accurately approximated by their frequencies [66],
so we only consider passwords whose frequencies are above 10 as in 31, 68].

Next, we use W Spearman to compare the results output by a practical PSM
and the ideal PSM. Generally, the more similar the results are, the more accurate
the PSM is. Formally, W Spearman is defined as
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iy [wi (wi — %) (yi — )] 7
VI [wi (e - 2] S0y [wi (v - 9)°]
where z; and y; are the i-th elements of X and Y, the weighted rank vectors
for outputs of ideal PSM and the tested PSM, respectively, with w; being the
corresponding weight that equals the i-th password’s frequency. Z and 7 are
weighted means of X and Y. WSpearman ranges from —1 to 1, and a higher
value indicates that the outputs of ideal PSM and the tested PSM are more
similar, showing that the tested PSM is more accurate.

As W Spearman outputs a single value for a password rank, we further
utilize a W Spearman curve to show how PSMs perform as the rank of pass-
words changes for more holistic views. We record discrete W Spearman values
at benchmark password ranks and calculate the increment (which is calculated
as WSpearmany ersapsg — WSpearmanotherpsy) for multipurpose PSMs de-
rived via VersaPSE over other PSMs. As shown in Fig. 7, we choose VersaPSE
(PointerGuess) as an example, and do not present heatmaps for other multipur-
pose PSMs here due to the page limit. This relative W Spearman at different
benchmark values provides more intuitive interpretations for evaluation results.

W Spearman =

(7)

6.3 Evaluation results of trawling guessing attacks

Figs. 6 and 7 show the experiment results. Compared with entropy-based 12306-
PSM [8] and Microsoft-PSM [9], all multipurpose PSMs under the VersaPSE
framework perform significantly better with average increments of 0.07~0.48
on all ranks, which is expected since they represent the average performance
of industry-designed PSMs [68]. The pattern-based Zxcvbn-PSM [77] is often
referred to as the most promising industry-designed PSM [31,68], and our mul-
tipurpose PSMs achieve average improvements of 0.02~0.06 in terms of the
W Spearman score. This further reveals the strong capability of the multipurpose
VersaPSE, as trawling-based PSMs often require the assistance of Zxcvbn-PSM
in practice for a trawling password strength evaluation (e.g., Vec-PPSM [51] and
PR-PSM [79]), and our multipurpose PSMs derived under VersaPSE outperform
Zxcvbn-PSM [77] even in trawling password strength evaluation scenarios.
When we compare multipurpose PSMs derived under VersaPSE with similarity-
based or probabilistic PSMs (LPSE [34] and fuzzyPSM [67], resp.), VersaPSE is
also highly competitive. Specifically, our multipurpose PSMs outperform LPSE
by 0.45~0.48 in W Spearman at all three ranks. This is because LPSE utilizes
an ideally strong password vector and similarity metrics to estimate password
strength. However, users do not choose their password by editing a high-entropy
password, while VersaPSE captures users’ behaviors of editing/reusing popular
passwords. In comparison with fuzzyPSM [67], the best-performing trawling-
based PSM according to [31,68], multipurpose PSM derived from PointerGuess
under VersaPSE achieve average increases of 0.03 on all ranks. Though fuzzyPSM
also captures population-wide reuse behaviors, it is based on statistical methods
and thus lacks the generalization ability of the deep-learning-based VersaPSE.
CNN-PSM [53] and RNN-PSM [45] are so far the most promising deep-
learning-based PSMs. The 5 multipurpose PSMs derived using VersaPSE out-
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. Passwords > Password security check
Source Password (optional):

123Sukuna

) Checked passwords for 22 sites and apps

Target Password:
NN\ Just now

sukuna123

Overall Strength: 43/100 Weak Leaked  Reused 12 Weak 7

oo . .
_ Use unique passwords for every site or app

Fig. 8: Interface of VersaPSE implementation.  Fig. 9: Microsoft password manager [9].

perform CNN-PSM and RNN-PSM by 0.04~0.49 at all benchmarks on average.
This highlights the effectiveness of VersaPSE since it targets password reuse
behaviors that neither CNN-PSM nor RNN-PSM considers, demonstrating the
necessity to take password reuse behaviors into consideration when evaluating
password strength. Furthermore, as VersaPSE is also based on deep learning,
the results show that VersaPSE takes one step further towards introducing deep
learning into trawling password strength evaluations.

7 Discussions
7.1 PSM deployability

. , .
Since passwords are uS.erS prl.vate dfrita’ Table 5: Deployability evaluation results
PSMs need to be sufficiently lightweight T T S

in terms of computation and storage | SERTSEXINCHE TR A s
to be deployed on the client side. To | VeyafShbonieiGu: | 2anith | ixoom:
show this, we measure the computation VersaPSE-PassaPath | 14.8MB | 15.48ms
times and storage costs of multipurpose BERT-DSM |80l | | 3L-2MB | 206.6ms
PSMs derived from 5 foremost creden-

tial tweaking models on a laptop with an Intel Core i9-14900HX CPU, and com-
pare them with existing KNN-PSM [42|, PR-PSM [79] and BERT-PSM [80].
The results are shown in Table 5. First, all multipurpose PSMs under Ver-
saPSE achieve sub-second computation times, while prior PR-PSM [79] and
BERT-PSM [80] require 206~1561 ms per password, which is noticeably slower
than our multipurpose PSMs. The key reason is that VersaPSE directly com-
putes conditional probabilities, avoiding computationally intensive enumerations
in prior methods. Second, storage sizes depend on specific credential tweaking
models used to derive PSMs, and they range from 8.86MB to 188.3MB. Since
three out of five existing models occupy less than 20MB, we believe mainstream
PSMs integrated with VersaPSE can be readily deployed on the client side in
terms of storage. As a result, VersaPSE yields more lightweight PSMs than lead-
ing methods in terms of computation and storage. As for the training time, it
is model-dependent and does not interfere with the PSM’s deployment. Typi-
cally, under VersaPSE, a credential tweaking model (e.g., PointerGuess [79] and
Pass2Edit [71]) can be trained in one hour on an NVIDIA RTX 4090 GPU.

We also provide a proof-of-concept implementation of our VersaPSE as a
client-side browser extension. More specifically, we choose the lightweight and
fastest VersaPSE (PointerGuess), and export the model to the ONNX format,
which supports inference through the built-in WebAssembly with a CPU. The
user interface is shown in Fig. 8, and the workflow goes as follows. VersaPSE
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(PointerGuess) first pairs the targeted password (to be evaluated) with the sister
password (e.g., provided by the user or within password managers) if available.
The targeted password will also be paired with the most similar popular (e.g., a
top-10%) password from a password dictionary (e.g., Tianya for Chinese users).
For each pair, the model calculates the conditional probability of the targeted
password given the paired password, and the maximum number is taken as the
password strength against guessing attacks.

Further, to facilitate users’ understanding of password strengths, we also
convert the conditional probability into a more intuitive strength score. To do
this, we partition the test passwords into cracked and uncracked groups. For
each group, we evaluate all passwords using VersaPSE to obtain their conditional
probability mass Pr(-). We further denote CCDF i (z) (resp. CCDF ek () as
the probability mass of passwords whose probabilities (given by VersaPSE) are
smaller than z in the cracked (resp. uncracked) group. In this way, the score is

_ CCDF ek (@)Pr(uncrk) — CCDF i (z)Pr(crk)
- CCDF pcrk (2)Pr(uncrk) + CCDF .y (z)Pr(crk)

Score(z) (8)
This score ranges from -1 to 1, with positive values indicating higher confidence
that the password will not be cracked. We then linearly map this score to a
more intuitive scale of 0 to 100, enabling a strength bar in Fig. 8. The resulting
score provides an interpretable password strength metric for end users, where
higher values indicate stronger passwords. In addition, privacy concerns may
arise because the score is computed from conditional probabilities extracted
from the test set. To reduce privacy leakage, we can further employ differential
privacy techniques (e.g., [13,26]) on conditional probabilities.

7.2 Further applications

The first application is integrating VersaPSE with a client-side password man-
ager that stores a user’s passwords in an encrypted vault. A password manager
can obtain a user’s plaintext passwords once the encrypted vault is decrypted
with the correct master password. Deployed password managers (e.g., the one
built into Microsoft Edge browser [9], see Fig. 9) mainly focus on detecting weak
and ezact reused passwords (e.g., via C3 services like HIBP [11]), leaving unad-
dressed the risk of credential tweaking attacks. VersaPSE can bridge this gap by
serving as a general-purpose PSM against online guessing attacks for password
managers. In particular, when the vault is correctly decrypted, VersaPSE can
accurately evaluate the strength of a password if one or multiple other pass-
words stored in the manager are leaked. This can nudge a user to better reset
her passwords when one or more similar (e.g., sister) passwords are leaked.
Additionally, as revealed in Nisenoff et al.’s two-decade retrospective study
on password reuse [50], security administrators are advised to obtain leaked
password files and apply tweaking rules (e.g., capitalization and adding special
symbols) to check whether leaked passwords are reused. In this case, by accessing
users’ previously leaked plaintext passwords, VersaPSE can assist administrators
in determining whether a user’s password is vulnerable on the server-side, prior
to hashing the password. Moreover, VersaPSE can be deployed in browsers and
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webpages to evaluate password strengths on the client-side with low overhead
and storage cost, serving as a reuse-based PSM resisting trawling attacks.

7.3 Limitations and future work

Accuracy in defending against offline guessing attacks. In this work,
VersaPSE focuses on defending against online password guessing attacks and
demonstrates the feasibility of applying continual learning across two different
password strength evaluation scenarios. For future work, VersaPSE might be
extended to estimating password strength against offline guessing attacks by fol-
lowing the experimental setups in [64,68]. This is potentially feasible, since offline
guessing attacks exploit the vulnerable behaviors of using weak and medium-
strength passwords, we can extend VersaPSE’s fine-tuning phase to the reuse
behavior of modifying popular passwords to medium-strength passwords.
User-friendly feedback and interface design. The browser implementation
of VersaPSE in Sec. 7.1 aims to demonstrate the feasibility of VersaPSE by
directly deploying it on the client side. For strength feedback, we opted for a
probabilistic approach to derive a strength score, rather than showing a proba-
bility calculated by VersaPSE. Nevertheless, how to nudge users towards more
secure passwords in the context of a credential tweaking attack, such as providing
actionable modification suggestions, remains an open question. A straw proposal
is to incorporate explainable heuristics with VersaPSE [63], or conduct a user
study to refine the user interface of our meter. We leave them as future work.

8 Conclusion

In this paper, we, for the first time, have adopted a principled approach to inte-
grate continual learning techniques into password strength evaluations (PSEs).
We have proposed VersaPSE, a versatile reuse-based framework to transform
credential tweaking models into multipurpose password strength meters (PSMs)
that can accurately evaluate password strengths against both credential tweaking
and online trawling guessing attacks. Using VersaPSE, we have derived five mul-
tipurpose PSMs from the leading credential tweaking models, and demonstrated
their superiority in evaluating password strength against both credential tweak-
ing and trawling guessing attacks. We believe this work introduces an important
technical route towards designing accurate and deployable PSMs in practice.
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A Missing proofs

We present the proofs of Theorems 1 and 2 in Sec. 4.1. First, we present Lemma
1 stating the generalization upper bound of the Rademacher complexity.
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Lemma 1. Let the loss function be bounded with |0i(hi(z),y)|<b and sat-
isfy the p1-Lipschitz condition, and the hypothesis class H; has its empirical
Rademacher complexity as R(H,) = E[supp, ey, = Yoieq Oihe(xi)] (where o; is
uniformly sampled from {—1,1}). For the generalization risk in Definition 1,

In(2/n)

n

Ryen(ht) < 201R(H¢) + 3b (9)

holds with the probability > 1 —n for all hy€Hy. The right-hand side is regarded
as the upper bound of the generalization risk, and is denoted as Gi, ¢y if ta
and tg are used as initial and subsequent tasks in continual learning.

Proof. We set hy(x)=hy(x)/b, and obtain the following relationship

Ryen () = B, [ee(ha(),0)] ~ -3 talhen),ve) < 238ee/0) +3 mE (1)
i=1

via the upper bound of the Rademacher complexity. By multiplying b and using
the Lipschitz condition, we can obtain Eq. 9. This concludes the proof.

We now show the proof of our main theorems.

Theorem 1. Lett—tp denote the case where the initial and subsequent tasks
are t4 and tp, respectively. For the generalization risk, their upper bounds
have Gy, 15 <Gip—st, if there are Hy, OHi, and ny, <n., for their hypothesis
classes and sample sizes, respectively. For the forgetting risk, if the gradient and
Hessian matriz of the initial-task loss function against the model parameter 0
satisfy ||V Ls(Opt) | =0 and [|V2Ls(0) — V2L (05t) [ <p2[|0 — Ope|| for some pa
in the vicinity of the pre-trained model Oy, then there exists

1
Rorget(tast) < 5 (AmaxV2Le(Bpr) ) 1611 3)

where Amax 15 the mazimum eigenvalue of the Hessian matriz and 6 =0 — O
is the model parameter update near Opy.

Proof. For the generalization risk, since HgC H 4 indicates R(Hp)<R(H ) for
the empirical Rademacher complexity, so we have the following by Lemma 1,

. . _1 1
Giastp — Gtg—ta = 201(R(Hp) — R(Ha)) + 5’>b(1n(2/77))%(n,5’2 —-n,?) <0, (11)
i.e., there exists Gi, 1, <Gt ¢, for task selections.

For the forgetting risk, we use the Taylor expansion and the mean value
theorem on the loss function of the initial task. Thus, for some a€(0, 1), we have
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1
Rforget(ta,tB) = Ls(0pt +8) — Ls(Opt) = VLs(Opt) T 8 + iaTvZ’cs(ept + ad)é
1 1
= 5<$Tv2cs(apt)5 + §5T (V2Ls(Bpt + ad) — V2Ls(0p1)) 8

1 1 (12)
< 5 (@UNAUTE) + p2ll61*) < 3 (AmaxV2Ls(651) + p2 5] ) 161

1
~ 5 (AmaxV2L4(851) ) 612

where the third line comes from the orthogonal decomposition of the Hessian
matrix V2L (0p1)=UAUT with A=diag(A1, ..., Aq) This concludes the proof.

Theorem 2. Let the pre-trained model Oy for the initial task t4 be parti-
tioned into frozen (F) and unfrozen (UF) subsets with the update § being
ofull=(§tull sty and §'2=(0, 61%) for the subsequent task tg. When using full
fine-tuning and partial fine-tuning, the upper bound of the generalization risks
has G2 <G if their hypothesis classes have He, CHean, and the difference in
the forgetting risks of the initial task has the following

Rfull (tA, tB) _ Rfrz (tA, tB)

forget forget
1 1
= 5(52'“)THF,F52’“ + (83 T Hp,urdy + 3 [(5{?1§1)THUF,UF5S%1 - (5{§§)THUF,UF5{§§],
(4)

with the Hessian matrizc Hs =V*Lg(0pt) = [I];IF’F II;IF’UF } .
ur,F Hur,ur

Proof. For the generalization risk, the proof is similar to that of Theorem 1, we
omit it here. For the forgetting risk, we apply Theorem 1 to updates of both full
and partial (i.e., without and with parameter frozen) fine-tunings, and obtain

1 2 L st 2
Rifu;’}»get(tAvtB) = 5(6fun)TH35funv 7z?org(—zt (tAvtB) = 5(6& )THS(sfr . (13)

By expanding the full quadratic form, we can further obtain

(5fuu)TH5($qu _ (5?‘111)THF,F6?‘111 + 2(6%11)THF,UF5%11£‘1 + (5{}%1‘1 THUF,UFé{}J}l?l' (14)

The frozen case retains only the last term. Subtracting these expressions and
dividing by 2 leads to the stated gap in Eq. 4. This concludes the proof.

B Detailed setups for original reuse-based PSMs and
their continual learning under VersaPSE

Vec-PPSM [51] estimates password strength against credential tweaking using
similarity metrics and word embeddings. Specifically, we use the authors’ source
code? to train its FastText model [15] on users’ passwords from the corresponding
training sets, i.e., Tianya for Chinese scenarios and Rockyou for English datasets.

3See https://github.com/Bijeeta/credtweak
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PR-PSM [79] employs various heuristics for strength evaluation. We train
the SentencePiece model [41] it relies on using Tianya (Chinese) and Rockyou
(English) datasets. As the original work does not specify how to compute the
importance distribution for simulated guess ranks, we use a uniform distribution
over the 103 guesses. This simplification affects fewer than 0.5% of passwords in
our experiments, so the resulting deviations are negligible.

BERT-PSM [80] employs conditional password guessing (CPG) and targeted
password guessing (TPG) models on the client side, and deploys adaptive rule-
based password guessing (ARPG) models on the server-side. We mainly focus on
CPG and TPG since sending plain-text passwords to the server is not privacy-
preserving. Additionally, as the CPG model only provides a visual hint for the
strength impacted by each character of the password, it does not affect the guess
number output by BERT-PSM. Hence, we use the output guess number of the
TPG model as the output strength of BERT-PSM. We follow the settings of the
original work via the source code provided by the authors®, and further imple-
ment a torch version of PassBERT for better performance and compatibility.

KNN-PSM [42] utilizes Retrieval Augmented Generation (RAG) techniques
to enhance the precision of the Transformer model in credential tweaking attacks.
We use the open-sourced code provided by the authors in our experiments®.

We next explicate the layer freezing strategy we adopt for each credential
tweaking model, under the principles we propose in VersaPSE.

— KNNGuess [42]. This model employs a Transformer encoder-decoder ar-
chitecture. The encoder takes in the given password and learns its semantic
feature as well as the distribution behind it, while the decoder learns how
users modify passwords and outputs new passwords character-by-character.
Hence, we freeze the decoder during the fine-tune phase, and further train
the encoder on reuse behavior based on popular passwords to learn broader
semantic features.

— PointerGuess [79]. The backbone of PointerGuess is Pointer Network,
where an encoder-decoder structure and a pointer module are utilized [65].
Like KNNGuess [42], the encoder learns semantics of the given passwords,
the pointer module captures how users retain characters from old passwords,
and the decoder models how users select new characters. During the fine-
tuning, we freeze both the pointer module and the decoder to preserve the
knowledge of character retention and selection learned from complex local
reuse behaviors during continual learning.

— Pass2Edit [71]. As a multi-step decision-making model, Pass2Edit uses
three layers of GRU for choosing the edit operations at every time step.
Since lower layers learn high-level features of passwords, and higher layers
learn low-level and more detailed features, we freeze the first layer of GRU
to keep more complex and detailed semantic features that influence edit
operation choices, as well as the fully-connected layers that directly output
edit operations based on the outputs of the GRU.

“See https://github.com/snow0011/PassBertStrengthMeter
®See https://github.com/KNNGuess/KNNGuess-code
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Fig. 10: Similarity between users’ passwords and popular passwords. For the Leven-
shtein and Manhattan distances, a smaller distance indicates higher similarity. We can
see that a large proportion of users’ passwords are similar to popular passwords.

— PassBERT [80] uses bi-directional Transformers to first learn representa-
tions of password semantics, then classifies edit operations for each character
for the given password. Since the classification decision is directly influenced
by the fully-connected layers and the pooler, we freeze these parts along with
the lowest two layers of the transformer decoder.

— Pass2Path [51] treats password reuse behavior as applying a sequence of
edit operations on the given password, and employs a Seq2Seq [60] encoder-
decoder architecture as the backbone. The encoder learns the semantics of
the input password, and the decoder directly outputs the sequence of edit
operations. Hence, we freeze the decoder during continual learning on the
subsequent task (global reuse behavior).

C Exploring reuse behavior with other similarity metrics

Besides 2-gram cosine similarity, LCS, and overlap score, we also use Levenshtein
distance (Edit distance) and Manhattan distance to explore reuse behavior. The
results are shown in Figs. 10 and 11. When the similarity threshold is 5 for both
distances (i.e., considered similar when the distance is below 5), 43.2%~54.7%
of users’ passwords are similar to the popular passwords, suggesting that users
also reuse popular passwords upon password creation. The average Levenshtein
(resp. Manhattan) distance between a user’s password and a most similar pop-
ular password is 4.56 (resp. 5.24), while that between a user’s password and
her sister password is 6.74 (resp. 8.05), and these results are statistically signif-
icant (p-value<0.01 in Kolmogorov-Smirnov and Mann-Whitney U tests). This
demonstrates that users’ behavior of reusing popular passwords is less complex
than reusing sister passwords.

D Evaluating reuse-based PSMs with other metrics

We presented the experiment results using Balanced Accuracy in credential
tweaking attack scenarios in Sec. 5.3. Here, we also present the results using
Area-Under-Curve and Fl-score in Tables 6 and 7, respectively, and these re-
sults are consistent with the results presented using Balanced Accuracy.
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Fig. 11: Similarities of the sister password pair chosen by the same user across differ-
ent services. The similarity between sister passwords is significantly lower than that
between users’ passwords and popular passwords, highlighting that modifying users’
sister passwords is a more complex user behavior.

Table 6: AUC for credential tweaking attack scenarios
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Table 7: F1-Score for credential tweaking attack scenarios

. [VersaPSE[ VersaPSE VersaPSE VersaPSE VersaPSE
Scenario (KNNG.)*|(Pass2Edit) *|(PointerG.) * (debBERT)* (Pass2Path)* KNN-PSMPR-PSMBERT-PSM|Vec-PPSM|
0.830 0.700 0.807

1 | (+8.2%~ | (+9.5%~ (-4.3%~ (-7 7%~ (+6.5%~ 0.559 0.604 0.148 0.388
# +405440:%) +460: 0%) +390.5: 3%) 3728 8%) +44g.46(:%) [0.758] [0.505] [0.454]
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e L =
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+502.0%)| +500.7%) | +491.5%) | +452.5%) | +473.5%) : : :
- - - 75 -
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+254.4%)| +251.9%) +242.6%) +219.9%) +232.5%) : 3 3
0.864 0.82T 0.795 0.743 0.819
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Results in green denote the respective multipurpose PSM derived using VersaPSE outperform all
other prior reuse-based PSMs in the corresponding scenario.

Results in parenthesis, e.g., (+11.8% ~ +72.2%) are the improvements of our multipurpose PSMs
compared with existing reuse-based PSMs. Results in brackets, e.g., [0.688] denote the performance
of existing reuse-based PSMs under the assistance of Zxcvbn-PSM.

* VersaPSE denotes an instantiation of VersaPSE, with the model in the brackets being the adopted
credential tweaking model.
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