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Abstract

Abstract

Passwords remain the dominant form of user authentication, and will remain ir-
replaceable for the foreseeable future. The primary threat to password security comes
from password guessing attacks, which can be categorized into two types based on the
attack scenario: online guessing attacks and offline guessing attacks. Online guessing
attack is where an attacker directly guesses a user’s password by interacting with the
online authentication server via web browser or other authentication interfaces, often
with the number of allowed password guesses strictly limited. In offline guessing at-
tacks, an attacker employs dedicated password guessing software as well as hardware
to crack a user’s password locally, with time and computational resources the attacker

can afford as the only constraint.

To mitigate the threat of password guessing attacks, both academia and indus-
try have proposed a variety of password security defense techniques. On the front of
password strength, almost every respectable service deploys password strength meters
(PSMs) during user registration, which estimate the guessability of user-chosen pass-
words against password guessing attacks and provide timely strength feedback, thereby
guiding users toward choosing stronger passwords. On the front of protecting pass-
word vaults against offline master password guessing attacks, researchers have pro-
posed honey vault schemes based on honey encryption, which apply honey encryption
to password vaults stored in password managers, thereby enhancing the resistance of

encrypted password vaults to such offline guessing attacks.

However, the above password defense techniques often overlook the asymmetric
knowledge between attackers and defenders in real-world scenarios, and rarely provide
effective modeling of the attacker’s advantage caused by such asymmetry. In password
strength evaluation, most PSMs only consider the untargeted password guessing sce-
nario. In practice, an attacker can obtain passwords leaked from a user’s other accounts
and launch credential tweaking (password reuse) attacks by exploiting the user’s pass-
word reuse behavior; the accuracy of existing PSMs under this guessing scenario still
lacks systematic evaluation. In honey vault schemes, the password distribution mod-
eled by the defender’s probabilistic password model inevitably deviates from that of
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Abstract

real password vaults; an attacker can leverage auxiliary password datasets to better ap-
proximate the true password distribution, thereby exploiting this discrepancy to mount
more effective distinguishing attacks. How to systematically account for the attacker’s
asymmetric knowledge in these password defense techniques, so as to enhance their

security, still lacks systematic research and comprehensive solutions.

This thesis centers on modeling the attacker’s asymmetric knowledge in password
security defense techniques and enhancing the security of these techniques through con-
ditioned probability modelling of passwords. The main contributions of this thesis are

as follows:

1. An untargeted password strength meter using password reuse models.
Considering users’ password reuse behavior can improve the accuracy of pass-
word strength evaluation. Password reuse models, as conditional probability
models, are capable of accurately capturing password reuse behavior. How-
ever, these models require a user’s old password as input to condition the model,
making it difficult for defenders to employ such models without access to users’
prior passwords. Based on an analysis of password reuse behavior, this thesis
shows that users reuse not only their own old passwords, but also popular pass-
words. Building on this finding, we successfully leverage existing password
reuse models to capture users’ password reuse behavior towards popular pass-
words, and design an untargeted password strength meter. This meter requires
no access to users’ old passwords—it only needs a dictionary of popular pass-
words to condition the password reuse model, and can then effectively evaluate
the strength of user passwords under untargeted online guessing attacks.

2. A multi-purpose password strength meter based on user password behav-
ior. Through statistical analysis of large-scale real-world password datasets,
we recast users’ behavior of choosing weak passwords as popular-password
reuse behavior, and characterize the properties of and differences between this
reuse behavior and old-password reuse behavior. Based on these empirical ob-
servations, we design a concrete continual learning methodology for password
reuse models, and propose VersaPSE, a versatile password strength evaluation
framework. This framework applies continual learning to enable a password
reuse model to capture the two types of reuse behavior simultaneously, thereby
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Abstract

systematically transforming it into a multi-purpose password strength meter.
Through the VersaPSE framework, we have respectively transformed the KN-
NGuess, PointerGuess, Pass2Edit, PassBERT, and Pass2Path password reuse
models into five multi-purpose password strength meters. In our experimental
analysis, results, all five multi-purpose PSMs achieve state-of-the-art accuracy
under both credential tweaking attacks and untargeted password guessing at-
tacks, compared with existing PSM approaches.

3. A dual-conditioned adaptive honey password vault scheme based on prob-
ability distribution and semantic features. We employ vector-quantized vari-
ational autoencoders (VQ-VAESs) to design a VQ-adaptive password probabil-
ity model and a deep-learning-based password reuse mechanism, construct-
ing an adaptive deep-learning honey password vault scheme. This scheme uses
VQ-VAEs to map each password, according to its probability distribution and
semantic features, onto discrete latent vectors, and then uses these vectors to
condition a password probability model. In this way, the password probability
model encodes and decodes passwords within the password subspaces induced
by the discrete vectors, so that the sampled decoy passwords resemble the real
passwords in both distribution and semantics, thereby realizing adaptive pass-
word probability modeling. Security evaluation results under a series of distin-
guishing attacks based on distribution, semantic, and reuse features show that
the proposed honey password vault scheme outperforms all five existing honey

vault schemes in terms of security.

The above contributions leverage conditional probability models in password se-
curity defense techniques, specifically password strength evaluation and honey vault
schemes, thereby enabling the modeling of the attacker’s asymmetric knowledge, im-
proving the security that these techniques can provide in real-world scenarios.

Key Words: password security; password strength evaluation; honey vault schemes;

conditional probability model



B X
TS P I
ADSEIACE  ++vvevmeenennetnetn et et ettt et e et e et et e et e et et et e e et enaa 111
H S corrrerm e VI
e = =S 1

R NI o = 1
T T e 3
121 AEE PRSI T 1A BREESTAL «eeeeeereeeeeeeeeeereeeeeeeeeeenn. 3

122 AT T AR EERAE e, 4

123 BB ARG [T TTZE eveerererereereeeeeeeeeeesieeeeeeeee. 5

F e T NV D/ 3 6
F 11 i T NV 7
B T DA T AT W AR B 1A BRI VP2 oo 3
R NI o = 8
201 TIFGTBIHL cveeevveeemreeimee e 9

.12 ASTE TR cvvvvveerrvrnneerrennnmeereniineee it e e e et e e e e 11
BT AT I AE e 12
i & T - 1 13
231 HAEIPEEE 13

2.3.2 Pass2Edit [ AR TR v 14

233  BEUTFRER - ooeeerrermmmm e 16

234 AT PG AEE A A SR EAE 22 o, 17
N1 - A S S R I = B 2 ol 18
ST BT Pass2Edit MR 1) H A2 SR TPAL &R <o 19
N SRR TSGR 20
2.6.1  SZISIZEETETE coveevveereeereeeee e 20

2.6.2  HEADAEE 1] 11 A5 M B R S 25 B v 2”

2.6.3 AP BEPEAL vveer e 23
T AR NG e 24
= A b = 1 I B e g B 25

VI



F R NI 1 e = PP 25
301 HIFGTBIHL oo 26

T B NG 7 N 27

B A T I e 28
321 AR 28

322 AT FHIE T A BRI e 31
e & T 1< 1 Pt 31
33.1 A EIEAE s 31

332 A I IIRIE e 32

333 FREE TR oo 33

3.3.4  PEUTFERER --oooeeeerrmmmmmme e 33
ST BTS2 D)aE H A s VAL SR RO HESE - 34
3.4.1 AR AT IR RS e 34

340 FREESE S RS A B TR M cooeeeerereereeeereieere e 36

343 A MOE OSBRI o 40
BT SRR TS EE I 43
3.5.1 KA EHBEREARMGE J7ZE e 43

3.5.2 HAEHIEGE IR TR - e 44

3.5.3  ARRE M ARG MBGE T A SREEVTAl v 45
BEASAT ARTEINEE oo 47
I YRR STHORAEEE I P IT R IR oovvvrerrrsennn 48
e N | = 48
A1 1 HFGEEIHL ceeoveeomeeeree e 49

4,12 ZREETGIHR -ooeeeerrmmmmmmmmeeeee et 50
BT AT A e 51
e & T 12~ 1 53
431 BB AREGE IS JTZE oo 53

432 DRAPBITE cooeeeeeermne e 54

433 SUARAPZEREIL 57

434 TIAMERRET o 58

435 BRI TR e 60

43.6 HIENMNJEIT A coorerree 60

437 AR 61



H =

B T AR EE LB 1A e 62
BN T VQ-VAE Y HIEN A MERMBRL o 63

451 FIH VQ-VAE HEAT A ZS[AIY)J7 coveeveereeieeiieiiii 64

452 HAREZEIAGI VQ-VAE Z5 [AJ) 45 oeevereeerenneniiee, 65

453 A8 SUFFIER VQ-VAE ZE[HIAT) I v evveeeeemeeeeiniecn, 67

454 HIEMN A HERAET o 68

HONT FET PointerGuess [ 1A T FHH LA oo 73

4.6.1 1A T R TR - oveeeeere e 73

4.62 BT A GG T eoeeeeeereee e, 75

463 FET LM TR TEHE FTI coeeeereeeeeieeeeieeseeeans 76

T ST SRR 78

471 M SZBR I B (I SEI VT oeeeeeeeererereeeeieeee e, 78

472 SRR I R I ZEAME AT oveveeeeeeeeeeeeeeereeeeee e, 79

473 FE XX R T e 81

474 TR B R ZEAME ST vt 83

475 ARSI R 2 AT e 85

) AN NI 12 2 R PP 86
LT AR B NG 87
B MEEEREY 89
BT AR T AER G 89
A AR TAERI R BETE e, 90
T ORSR TR o 90

1 S P 92
B AR E 1] T AR P PEAL LB E e 92
AT ERA ] MR LA BRI SE e 92
BN MRS T O AT A BT S 93
ST I E RSV EE ) A5 BE VP AN A% I HER A e 95
B HE 2 TaE ALV A5 Y WSpearman K -+ 95

0 - T LT P 96
- P CX
ARHAE ) F B TAER R e CXII
AN NTAITIT e CXIII



&
|
1
ﬂ
il

Lt
Ju
ik

F—T MRES
N AAE A R, T H 2T Rk T 48 k% BN R
AR 4y . 7E 2025 4F, ERFER AR O 60 LMY, K IkEA 11
WS, R E 2 75 Uh e FEERY RRUR RS, 78T AR LR
KIHEFN 2 4%, ik LA ] 22 4 Bl T R 22 400 “ 58 TLRHR e B )
£ 2 ) 22 A R R TR R 22 A, (R E 0 D P i P AT A 22 4 7 1A 190 2% 25 1) 22
A, Bk TR R 2 A b A
A Sk P2 K P R R R e 4 () 4 — T 9, 7 DL A1) ok FELAK AR G T
R, K YR E R B kS 22 k. TR, 752020 4, P
AW 90 ANH MK P, TR T 2024 45, BRSSP RIAA 0K )P
MK E] T 100 2 150 AN K SO N, ST R
(4, SETTSECT P 049 0 F . JHZE SR, 752025 4, 60% L L
(O P AEE A T AT ™, b 24% (0 B 450 58 A A [l 1 11 4 FZEAS T
M B 75 2024 4F, mik 39% I FUEISE A4 (o “123456™) N, ixuk
a5 10 44T, 76 DA R sk s 4K, EESE T KR
PO AEI R B, R T — RAVARTER, BN T I 4% A3 ) 2 4 I T B
W2 —. B, 7520254, S, 15, Snapchat 252 3 6 11 43R S0
SECT LK RN A EE s 7E 2021 4F, LastPass A4 BB 2
St 11 4 PR S BTG, ok 3 I B e A M AR B I S AR, TR T
FEo =TT ETRIINE R S TR, B s T ERGEsR"",
BTER T P 0422 e, JFRAER O 04 10— R, O T 4 4% i 22
AR TEE I TR
1A TR I 1 2 2 A g 2 — 2 1 A e, B i i 2R
ATR) R A SR P A B P i P B s A B B ok 7T Ly
SRAE LRI B R B LR B W™, T AR e T B S S AT
LSRN, 5 RSk # AR K B A A S, ZE AT 14
T e oV R e SR BCeh i 2 B R M e ehr, R e 1 4 T iR i 2
%mmﬁﬁwzmmoﬁﬁﬁ%mmé@%,mﬁﬁﬁﬁﬁﬁ‘\DA%WW
R K R, PRI AR, Tl ot DL T I 1A

1



i ]

il

MIBCE AW k. B, 4RI R DA 22 ek AN R, R
FFHL P BT E 4 RS

o T ETF AR BGE R GO, 1A SR VAN S% AR A8 ) P T
14 (SR EE AT VPAL, JER A 45 S s T, BRI TR L 4 1 22
AV, SIS P T a4 SRk, AR BRI R T
CRHIRTLRE, BORBSLR R S O A SRR RS, A I A R TN B B
IR, 123064 Skype 5[ b3 B30 2, T LU L TJ7 P i o Ak
SRTT, WFFLRW], BUA I 104 SR VAL S 7EMERI . 45 R — Bk 25 AN 7 THT B
FEARTE ARG A 5S4 B A T LU 205 1 5 P S B R S e 1 11 4
TAHER . SRS 14 SRV 8%, ST A AT RE LR % 11430 E A
SRR 2, HEA RS P IR E 2 A e M Es i 1 AT L B e AL
(A SRS VPAG 2%, SRR TP 4 22 A E i — AN TR

S A S VAL B P HEAT RS, ETT R e A A S (B, 2 A
FUAT RBP4 2 AT R, REEEJE AR S5 A S i
Fednpr ™, (9 Bk T AR A SRS H BB oL R, T SERE T
BB AN A HEAT B R . 7E BRI D AR SR, S R R
P04 2 A WA LN . AR B IS BRI R, MRSty
I BEAR T I A 224, BOA T A 42210 55— AN B4 A

b, WRSARAE T BER T DA 22— Fh 50, A 104
ST PO AR (i DA B AR I — R 4D TR T
DA BN S . ML TSNS 7 %8, B A AL L, BRIV 2 S it
T S h S Rh RN 2 5 1 DA e ™, Bk B e 0 AT B4
BB I, Uy s3] — RARUR TR 0 A . Bk, TR
i TS0 S DA, ISR IR, #ORE/E S 04 B % IR
R HAATE SR FE A I SC DA . 3Rk, Brah #2E 5%
b BB — RANEI AP, U9 A BERIEIE 1 4 R B R . i S i,
Yk % e BRSO R E AT X4y, AR B S 1 4% — i
TTEERIAE . OIS, ek A 2RI S R A 38 A R I B i s 0, A e Ak
B TR IYCEE R B 9 AL S 5E 3 I ZE 2 i e o

1A P 7 % M0 e TP R s 08 T A PR 75 R M B0, A DU I
BRIk, AR, BUERIRERY, HTEAR AR I — R 5% 04
Ji %, AEVEIE I A BE A IS S B A AE BRI i, Chatterjee 25 A7E

2



l

L G

2015 4 H 1Y NoCrack # 14T %, HLFMH O EL D404 B SIS
L PEAFAE B3 25, B nl LU ik 114 0 A A B s v A T X o ok, il
NoCrack f{122 2P EAK T 25/ 50% . FELLIN, Golla %5 AR HH 8 114 7 %
BARAE A 3 A BRI 224, AR 00 A 1 3 AL TR Bt i 1 05 T2 R )
S R, B AR R F X W 95 P HE R R 0 A YL gy
XTIAT 8 14 R T RAFAE e 55 PR dEAT R o, FFadad o g5 HoAE e %5 J7 1
a9 P IR, Wi — KB IE 2 Ay VR TH T4 i B M DA Mo 3 5 0 1) % 1
BRI, s AR IR )

FTT MRV
1.2.1 EEEFBNIETEOSEE T

5 1 R D T e B B AN S P, R 5 R e
PSR EI P % #44 . IHIAS), B HEAS B AR 50 10AiE R 48 1L
(BT P AT A i ™ ey, e 1 E R RS R R X e —
5 P A TR T 26, T2 SR AE s T 3T BT BE AR 1R 2 114
HETh b, 2R A DR T — R AR S 1 L AR, i PCFG™
wang2023rfguess + RankGuess .+ PassLLM' 2%, B35 Bk Al F- 0476 1
I B ok B 10 A S A R ke Sk, BB AL % O M R B, U 11 4
JEEVRAS 3 51 G M B AE AR RISl N 22 A 04, o T 2
FRAS S AL R ™ >

Tk ST R Bl E T A AT A A%, T LUK B4k T A g
TRRERITERWIZ. b, TR 04 30 B4 2% B 12306-PSM il
Microsoft-PSM WAL #, HARHH 7 LA KSE . B e 10 7 45 R 114 T g 3
R SRR AE o PP 1A 78 Sl R R A s AT v ax
AU PE VP AN AL BV T AR R, BRI R, IR T RS B R
[IFFbk . TR R RO A SR BE VR 2%, LA Zxevbn-PSM 0%, WITE it
BRI Fe b b 26 X A B B VA SR R A S
B, A8 1A o B S A B IR RS A AL, SR P A i
B AT RS A O V. BFSCED, Zxovbn-PSM 3L T3 K 2 07 v2: 1)
71438 B A SSRGS P A

2R G 0l R 7 0 A R VA 8 U S o 7 LE et b Rl AR
SR AT RTVY B o X6 11 A0 VAN B AR AE by AR e i ke, 3 T 19

3



il

i ]

UGG # R R, Bl A B A T 1A 7E 1% A5 LB R (5085
WAL i, fuzzyPSMT 2 L AR PCRGT Mt sk, 781
AREMBR R 45 S T IO TIIAT A, O T 164 A b8 A AER R A 2
DABREEVEA B2~ AN, EARFER I T — RAIE T E XKLL
TRETE () 1 A R B P4 2%, 540 RNN-PSM""'. Markov-PSM'" %%, RSz T
R WA 0 114 B VA

A3 — R, BUERTSUIR I, MUEE Sl & A 1 O A58 B
JesE D ARSI Serh, %08 04 T AT AR OR AT B T2 T 1004 SR 8 VAl O viE
e S b, fuzzyPSM——XE 4 1k 5 Sk e A 2 1) 1A R TR A B8 2
—, BRAEARE I A SRS VEA Y, R T AE O 4 R T A 0 4 T
720, HEMTSEHL T LS 104 BB Ak 28 5 s MR ™ 0 4RTTT, fuzzyPSM
S0 A T FEAT A 10 AR 2 BE MU o X T PR AE S 0o 76 5 1) 10 4 B VA
PR e R T ALEI R, A RO A E AT R, KRR AL
AL R ) L

1.2.2 OSERWTTHOSHEEITM

A E SRR, BhE R OAERAT N, HTH S E— RO
2ol R K P A, S P e Tl 1 A REAT Bl . Bl AT L
HARTU P HAb K 4, SR AR S s R s ik, RIS T e i P o
T, PR, Mo HF RIS AN IE 4, BTATEEAR A 1000 YA
WP, GEE 70% UL ERs s h N A, RIS O A S
Z BT R AR Y, iR R S R, B
S A T ARG TR R bR, Bk S, DA Rl O
2ot FE P IR T 422 A A T I P 5 1) I 92

B THTFH 0ALE DA EH Sh FRPUR e, SR SR T T E
(9 1A B EESEAG 5%, JF I BAE T HAT k. 2019 4, Pal 4 AJRH R T30 A
FBLEE ] Vec-PPSM 114 BIRFEE VA 8%, 75 B HG B A5 Rt Hh 7 ki d S5t o
90% LA b IffEss 14 2023 4, Xu % AJET PassBERT 14T HIMA, #it
7 BERT-PSM 143 JEPEA 2%, REf0 It A 3L 104 3 H Beai R PR HH P 11 &0
YL 2024 45, Xiu S ANTEFI A 104 T ATROR R T FH i (0 00h B, dE— 28]
N—BH R T, SEELT SRR A SRR . R, 24k, i
KAT N B G T ] 1 11 4 5 B VP4l S BEATMER P VP . BT IR T

4



i ]

il

MO Lo VPG a8, AR SEBC g strh e PR RS, D99k AT fr it

— R
1.2.3 EMEEASEOSESE

N B A Pl A 8 2 B B I o Fy s BloR ™ o A A
A SR 10 A B SO0 B BEAT I A B8 S0 2 5, i TR, i
JCAER S5, # AL 0S4 B0 B A ) R R KRR A0 A, AN S0 v i 1 3 R
2% 6 o S S 1 S e I, B R D R R 1 8 2
SRS B, Gl i e 4 R e o A A TR A T A, 6 2 I
AIE AR U2 SR AT X 4. KRRk, A A U VBB 1 £ T
b B AR M 3510k T A BB 7R LR IR UE R )y, 3T T B SOt B Lk
W (O HE A

B0 A PR 7 S BN B RORAE D A 22 R o 1A A 5 R A A
G, LA A B T S 10 v MR 2 4 A T LA A R 8 TR R AT
S LA P B8 R AR AR P A B Bk T LSS AT I T . FURSR B,
Pk T T INE DA B A2 5, 804 BT I 0 A R,
FERE 2 P 14 FE T (9454 11 A I B4 B 2% ) (Code Space) 1, BiHA5 %)
SNBSS BT, A A0t b e AT N, BT S e 4
PRS0, Bk % B Mok s R4 32507, ok T P DA BEss s, Mt
o E F AT B R R eh, R H 0 2 O A R T IR A, #B 4l 1
A MR R A B T AR . USRI SC O A PR, XBE—3k, B4
PR ELSE A PRI ARAE i, WA Bh #5710 4, B TR A A M 5
(93 1A R TE A . RO IR AL ), a0 200 — 44 453 1) B S 101 433 B
R IRLELR S B NIE T & bo i TS BB IR, ki S AN 52 75 0 %
55 ) 5 2 1045 WU 0 S ) 95 1 0 Vv S R 7 2 1 A B i
A, FRE 4 BT e bk, ARG I T3 1 1 4 5
EUSE A PR 2 IR AT K S0P SR, — RAIRFFC ], DL I8 O 4 iy
35 5 DA AEDRS 0B 0 X 4y Bk 0, 3T 00440 A i KL B Bk, o

AW MR R BE T, B R S Chatterjee 25 A3 H 19 NoCrack
J%™ . Golla 25 N3 iGN 7 %" FE2 A EHISHHHE 50%; 2T 14 &
FHRFAE (AL B ey, D[R RE R X BT R 7 28 142 A 95 40% B E™ . 3%
OIS ek 2 T AT R, R 4 S 2 TR A 97 4 I 0 B0y 1 A MR B, I

5

Ry
/ ~
7
8

E S
N



il

i ]

Jrp SRR BRI A AR TG L. R A 45 4N D THIAT P BB S 11 A A7
AR 22" Bk T LRI R R 22, 3 FLI it 3 LE By 4 5 o
AT LI A 00 PRI A B4, S A e R 045 S5 S0 5 A 28 00 X 4
Yok AT HIE R, WA R Ay BN, R A A
DA FAFAE IR 22, IF YRR SLREAT g8, $RTHE M4 T BI04, 2
AR E TT ST R

F=T AXIME

F 8 2 AL IR 1 & AR5 9 AE 12 e M BOR TR IR, A SCHE 1 4 5
JEVPAG B ATy AN SE R T RA N = A A

FATALFBUMIEER O SBEITMHEF. AT R E S 08
b B R LV S AT W BEAT IR T Gevk i i, B 25— T
A RTAAT Lo m AR o XU AN IH 4, 1y Ho2x B A
WAT A% fEIX—RILAHEAL £, ASCAIH] Pass2Edit M4 B AIREAL, Al
Fe 2 P AEAT 12 ERE AT, St 73T - H AT A AR E 1)
M2 9 [Z PPl 4% EditPSM. VPl s Hl— S S Rr Al AR LR RAT B4
X E BT AR, AR5 T SEAS SR DAl O AE B b (K A PR AR
MR A ) O HURTI PE AR . SEaR 45 RAR W], ASCHR Y EditPSM 14
O L PEAL A AEMERPE OB T B I RPN D am VR & UURIRE
14 B HIAR RN, F B R ) 4 5 B P At o

- ETFHMRMZTEOLSBEITMIER. ARSI 850K, ik
T A H BRI AEE 1) 1 2o S PN 25 (1 BE AL L, #5272 IR 140k
JEPHAHESR VersaPSE. ZHESLAEWE LU 19— R DS EAB, G+
Berp SR, B TRAT 1A MNH A PSR E AT b, 2R sl AT
M4 IHHAA P HPERAEER A0, FINPPU O AEAEE 255
Bl i b1 | BG5S UE . A SCHI ] VersaPSE & )Rt
FARFOA M A E AR R R G SGE O T 2 DhRE D2 s Bl A%, L
FEARE PP PN i HER L, SR T BT R0
iRV 4%

c REFIBENEOSEAR. ACNE L2 E S L2 FEAEE L4
PEAEVE X P AR AL A 2253 A, S T 3 e Rl 20 1 3l B AL
FARRUL, ASCMH AT Agifdds (VQ-VAE), K147 1) H HATAH

6



il

i ]

AVRFAE PR 1A, BRSO ) 0 e 4 2 D) i ) b IR, AT SE B
) 55 1) A7 8 )0 A ME AR HEAT 45 P04k, RITR] SEBA% 1% ) 0
A FEREAT St o A, 1RG0 2 EAENE R 0 Al o 18 SCRAIE b 5 INAHI .
IR L 2] BIE N B A BT RAE R LT AR 1 — RS 7
&, ARERTT T T AR X Bl N R At
FMT AKX

AR T e HERN S5 R

o BB T EA AU A HT A I R R R e ) A R VR A A, T AR
Pass2Edit B A8 () 5l E42 T EditPSM, 6} SLuE s PEHEAT T S2 56 4
i

o BB TEAEEE RIAERL B, DRI RREE A S BRI T VersaPSE £
e 14 s BEVPAHESE , I — R 5 BAT ) 1 & IR & i T 2 T g
P14 5 FEPEAL 25

o« I A gl R AR A9 ds (VQ-VAE) X H 4
MR B SCRFE AN 2 Y)2, JE A28 BURAER I O 4. 8
H 5V 11 4 () SR 23 ) B AU 55 B0 s VA AR RN 2 Tl P, 1 O Y
A ETT M AL . BRI A BRI LA — 3, &KX
Oy B RSEIL T EEIAT — R AT R A et

o SN ASC TARREAT T 45, I B0 AR CAEFIG B (B 3L )
AT T e

] AT

]

%

O &



B T A TAT R 0 114 B VP4 5

F-8 ETOSERTHRMIEEROSREITMER

YA RE T P AT 0 & s BEHEAT R, & S EE VP AL RIS T T/ 22—
ANTE T S AT A 12 F AT D00 AR [ AR 2 AF R 10 1 & o R A T A
A BT 1 AT 0 1 1 B AR R S A 1) 1 s VAL . 1%
F8 I3 PN AR D JiE S I B — B A B SRR T PRI BT R

F—T MRE=

M SAT H R I A4 224, A IR AT E 2 —. T
JR AT A 08 A SR B REAT A, T S S VAR ) AR BE VA 2%,
AR TN T R A IR BEAT DT A I L R e I, AR 2343 4
] T-AE A R e il B LA EAHE 247 (W gazwsx qwerty), A7 —1E
P SAE DA MG 28 (W1 weibo.com- tianya) « X SHE ] F A4 %
WAEFE, EL@E AT PSS AT, R DA IR RS, A
T W Bk A0 N Bk T AR T DR 2, T A T A A 24 R
VPR RR. B, TR 2. Lo R LHFST 5 A 24 T HE I
Zxevbn AR VEAE 8%, MR T — RFH AT AR R VR 4 0 bR
AR SR R — R R 1 A SR BE VA e, T T AR O
R EAAIIH P 114 B S 44T 4

SR T AT N, MECHT R (AR R o B T 114 5 3 D i st 2 3 AL 1) S8
o 1A RBEA ST b 1A 7E 5 26 AR Bt R IR ieE, R R as il
gk 3 S R A R Bt 3T DR A R A 3 A O BURS BE,  E T 0
1A SR L A V. 1001, D Amico 25 A SR HY RS2SRV S B AG o i
3o 0 1A AR PG A5 AT S R 0 SRR, T A S IR S 114
W ORI 4 B 2 7 DS FR A8 T 5 T 5 0 6 AT M A o IR
R EAE A A BRI TR . TEA 1, 2R TS SR H 10— R 51 114 %
PEAL 2%, W1 Markov-PSM. PCFG-PSM. RNN-PSM, #0251 1A S5 A Y & 1
[yt oo

A s BV A 28000 A BT AL 8%, T SV AT A 55
AT B B MR AN T T . WG5S I DA AT ST DA A G AEENESS
Ve, A5 Bl  RE I B AR Meah o T AR DA A A,
% L PSS 1 1A AT R I AR o 0, R PP 6 T AT 14

8



B T A TAT R 0 114 B VP4 5

(Il 123456), ZRAT VAR SR MBGE TR IS, & Em 424 mE
FHEEE " Rk, &R B (T S e R I e
DR SERIHTRAT 1A EAT RS I BRI O i) 1145 SRS 5 8 5
WAT DA SIIEEATRAID, e R 1% ki - A AT DA e g8 10 4
728, MR R A I B g e gh 2

M HESS DA AT A B e S RS E Mok, T O A ERAT R, 2
K 422 A PEs O TR R K AT h 2 —. DA, WA SIOmCE
4, B ARSI B R IS BSUT  7ERTRIK S b4 60 P B e, e P e
AR R AT . A SR, AT 70% BT A DA AT A,
H A 20% F A EE A 58 AR R i 1014 FIE 2 AR DK 5 BT s
CIAAT R 2 BT LAIGES 2 Bk e BN Lk S0 P £ 101 4 B8R PS5 R 5 4
FOAARG, WREaS—SRBTIHE 04 M HHEk/ mns), —H
FH P 57 TR A0 10 A el Azl P Ak 7= i 10 A3 B3R, HL ek
FARIE T IX e 04, 4B o] LATEIX 46 O 4 (K el AT T 04 T
B8 [ I ek, R84 T ek o SRb B0 (R B R, KR
SR BI1A T P R b e — T UOR I B R B S 2 1T L ik 70% ), RIMEEZE R
W85 2 BRI R 2R A D3 Tl P S S 22k A5 D)t 4 L
B s 33 5ok 0 W R IS, S0 S P 1043 5 A A Y ok
B HIRAS S, CFBE I 04 D28 BRI, IF By Lt
hH e AR SR WL, T OATEATR, W AT R
FA WA T R Vvt DA TR VR B, T R

2.1.1 Rz

4 T AT R 2 R e i 0 A7 o T A o 0 A T ek o
AR AMA N %, ERESST mERS g . R, 04 E AT
S A B8 VA o (S PO R T . MG S AT X — i TR A, D
ARG R Fhm RN, PR OA 7R BRI 2R
R i, FPTLLR S RS ¥ zhang123 100K Zhang123) 3%l
Wi 75, AT LR F B S 2 I 7 X CFf zhang123 154
N zhangl23nankai), &0 VISR AAESCF B ARy 1 5o 24 7 0 Clg
zhang123 16K 123nankaizhang) . WBHE ARG, Bah# 0 T i 2
9 VA T AT b, 6 A T T S0l o e P £ 10 4 T PR AR s S 2, 5 T

9



B T A TAT R 0 114 B VP4 5

TR 1A TR VA 8K 15 ok LR (K ST ) RAE A 4 . B, 2R it 20 i
) 114 5 TR 2 — TarGuess-IL, & X T — R KR OAEM TR, HHET
Gevt 2 R T AT M AT AR, R R ik 26 HAT B S 14
FHIBI Y — KNNGuess ', HARFZE /> 2GB (B Z54E 48 K4k 4300
FLAEEE GPU M A4 . Besh, T D04 EHIAT TSR EE VA, TR
FH BT EE A 4 I P G (104, T e 14 & 11 B AL L
WAVE DL R R R S bR I A, SR T O AERAT A A4
B EE P A 2EME AT HE AR M AT M

HET AT AT At A SRR VA S, FEERI R IR, HEEE a2 04 R
FURSRUA G aT AR R . DA AT A G 2%, AR, BT LAl %
TR T AT i 04 R S 4%, Rl A sk il
14 T AT i SE e SR P B R A 4 Cl P B Ik a4,
T BT P 0 101 4 5 PRS0 DU T 13K 6 40 Ay F P R RS IR gt o P 1 220 T
16114 T R (ARG RIST D R b, Beehi o 7 3REURIZE, 0 SR e
AL, W A 52 R A AT R HEAT 1A SR BEvAGs 7E 1
AT PR T 5 B A RA A L Tl 3 DR T L MRS 90 25 % ol S ok 3R I i s
Wi f B A P e I Ol 114, e A 0 . R4S 32 (i )32
FIFFPBR ], A DLSREUE P R R AT Boh R . P A S A
B E BRI EIARRE, T DA T A R TR O A
VP 387 A T P 0

HAT, 2R 2 A4 104 T AR T80 D4 SR B VP4 B3 2k,
FIH| PassBERT 14 T IR b4 £ BERT-PSM” ' X SEHF 57 T 191 41 Hu A 11
A T RO ek ORI Bl Bl SR (ki 3 S R 9 7 SR D A
B0 E PR gk R R a7 VAT AR T, FE S AR VT A 1R 4R bR
FE RN B R A M, R P 1014 AR S AL SR i, A
DR b 52 5 T HT SOk T PR B L KNNGuess 114 T A 4 £ 1)
KNN-PSM "7, HCAEVEAL P 10040 I 2 A il — Mg 2 (s
HB T AT RAE D, ARF T A AR B P A RIS M T 2
o XA VA RS B b Bl B S B T IR e AR R I ey, LR
%/ 2GB £ 43R, RIELE NVIDIA RTX 3090 GPU iX LV it 4% Eb
TEIBATE D TP RS e B S S N AR AR AR R0 ) o A 14>
T PRSI /E F Tk 114 5 52 IR T Py ol P PR, 3 DA AT A5 IN

10



B T A TAT R 0 114 B VP4 5

114 58 5 Al (18— S BT 2
2.1.2 ZAEIMk

AREEIL TR LA FIAT N AR, R 1 4 B AR g adt 114 g DAl AR
M, AT RN sk

 WETASERTH. ATEX 10 SRR O E T 400, 53
FOMUEMAILEK 04, mHESERRIT Mg, X—80h
BT A EAT AR, HARRRTH AN A S IHASWEH. [
I, X RINAEAE 59 10 A FIEH O A PRI SS 11 & 2 (RS TR, %
889 A FHIAT H 4, A & H AT AOR DAL A ) S0 f
OISR T BE. BT IAT DA P IHOAT S, A a5
MRS IR AL R AR, 2RI RIRE AR e T 1 H TR DA 25U T
X —H P B R EE 7 iR PR A, A 1 TR R A 4 i B VT A o
RSB S T RAF AT

c RHEERSHMEMEAOSBERME. AT kI AT 14 E ALY
FH P 4 43 B B A A R3S RAE 1 A 5B 114 JE RS ZY (1) A 0 E 6
A ISATRE AR AT A B, e A BGE T, Mo # e A
HEFP AL A AT RN B o AR M, AR R B 1A RS W 1)
RAE, HATIZAEZB G, Yoo 8e n fe e 145 H ok ol L8,
B2 478 F 4 B0l N IS BB . A FH AR A R34 Ay et FE R AR TR AR
Pdt, VHELAAT R AR TC TR RE S O S AN [R) A e BTN B, R
SPRFPRAl TS MR BT, TR A 5 AR AN M AHE CREIN A
AR o AR, S AR A8 S f1k LU RS I 300 40 R B2 1 1 2 i B 3%
ik, AT LA FH P B A TORE VA T PO ) 1 4 i R S Tt o

c HETOSEREAMNIETEOLBE TR, AT Pass2Edit
H A H A ¥ it T EditPSM € [a] 14 5 FE VP AL 45 . Pass2Edit H 4
PRI SRR N, HBE RS B i O S |HAT N, fE DA Bk
R R KA. AR R FWRAT DA MDA T4 R L, AR
M IHBA AR, FIH B A5 g iE 7 HT 125 Pass2Edit #2811
g8 . 2GRN L Pass2Bdit fi e P B HRAT DA A EHAT R,
i ik Pass2Edit A4 #E () EditPSM 114 5 B PEAf 2 76 AN 1H E 4 1
SUN, FHRAT AT S P D2 AR, PRl B R R 1m) S50l 4

11



B T A TAT R 0 114 B VP4 5

RO A B0

« KEZXE. HIESK BditPSM 7E AL AR E 7] F-J5 T B B 1) 14 5 B I
FIHERATE, AFIET 10 ANRMBLEL S S S B 4 8 MRS T
M I AR IE 5 BEVPA 4%, EAT T RR A, seiai KRR,
EditPSM HEW PRI R DG T FAEARE Bl B iz, e
FPEIE 2] T OUAT 12 9 SN AR (B RE KT o 1K S R T Pt (1)
S EIRAT DA W AT, RIS, el 04 S AR AR Y
A ARE A I 10 4 5 S8 RIS 2 D) SAT 2K

FT tHXIME

14 0% B4 SRS o FE P Bt b . WERRI 1A R R s, dEim 51 S
PO N AR 1A DRI, A 2 () sl £ P RO P I 11 4 i
VERRSS, SR FR T A B T %28 0 AT VEAS B8, B el DA TR vF
b SRR 200 76 DAV LS Bk ) 2 G A B4 8%, 4 R T
S A BRI TR S . 3K A BRI PR 28 A LT — BRI T 04 745
B Cn AR, BE . B S TR AR, ERI K S ok
VER A e 4. Hot, 12306-PSM™Y AT MS-PSM™ sl ek ) TR
AR FEPEAL A, 20 12306 TR M K s ml et Hoh BT 7 P4t 4
SRV S, ARF T T BTV 1A B AN BRI WA T Tl S
VIR A SEHE I 1A SR TR 482 —, T2 Zxevbn-PSM™ . % 14 B EE Tl
i Dropbox 2wl #th, A TR Lt i s ik, IFBERS 4 A 0 A 935 X
13 B A B8 BEUEATVRAY, I35 58 T Dropbox. BitWarden 25t """, iy
2RI RGO R A Tl vt (SRR . S ) A SR LA ™

AT TR FE, 2R FEBTHR) 2 SR BE PPN %, B0/l FH il o i A = )
R k7, T S RE RIS AL . LA PCFG-PSM™ . Markov-PSM™*”
HARER L T LA S ALY [ 120 BE VRN 8%, N BGEF A A, #1140
DAL R GE 1A T I L2640 2 HU0 Pk IR 3R A, A5 ek DAY 20 . LA
LPSE AARZR I A 0 8 VAL 28 WIFE - 104 S om O A AL, it P a4y
SR 114 AETE I 2 ), BETTVPAS P 10438 . L CNN-PSM" . RNN-PSM""
HARK I TR B S B V2 s A 2%, AR TN TR Re e th 1 = 4
IRPE2E IR, R SR 77k, M2 H A P A48 UE R, 52
LT SN HEA ELAE — e FE B nT AR (Y 1 &5 B PEAN 7 v

12



B T A TAT R 0 114 B VP4 5

(AR R, _E T4 SR BT #8380 FH T VP A% 38 52 17 1A 550 50t R 1
A RV Al il 1014 I B0l A R P 101 & S AT, S
BFFCTR A b AR AR ) A SR Th % e A AT A ™ T X
— 5, Wang 25 A H T fuzzyPSM™ ", 1% 1148 BEPRAG 42 5L T )8 & 307 vt 11
AT BEATERL, SRS ISt 24 B M P/ R[] 114 i 4 2 )3
WAL AEAT A, BIET A AT A 1478 36 52 1 55 0 B R Ao
B, —RAGEERFION N, 5T O TEMAT K fuzzyPSM 214 112 A R
P A VR AT 2001 14 B o A 2

FuzzyPSM IR B0, 506 LR AE 52 i) 114 30 BE VA oh % 18 1 4 15 AT
Ho XA T AT AT HEA I B A O R AT R, ki
P52 1] 114 SR TAG P A T IR R AN R R TR 75, 4 T R
TIPS IH OAE RSN, T B H DA R BRI N AME B, DL
R s gk E ™ s HU, A T AR F A R B 9 0 1 4 T I
i, BT IO T 104 3 HREZ 1 O A3 A5 9% (it BERT-PSM™', PR-PSM™™)
BT VPR O A6 DA TR B0 R ISR, Ak LUk 2 1) 145 BE VA oh B
. BbAh, BT HE T A I R [ O 4 BB VP4 4%, BRI 04 &
PRI 2 Rl R 114 52 i, ORI V850 10 A g TS s Fr s g H 277
XL RSy AR )R, O 114 T R A 5 [ 114 5 3 T
it o I P R T Bk o

E=T TEHIR
2.3.1 OSHIEE
2.1 AP A I 82 1A Hh 4R
B ELI | SR ES | IEER ] RRYSE IR I AR 1
Tianya FEAS W [ FH 32011 4F 10 H (30,901,241 12,898,437
Sina PTG | (2011 45 12 H 119,383,163 | 3,748,140
Dodonew  |HLFRI4%| 9132|2011 4F 12 J1]16,258,891| 10,135,260
Zhenai SEVEAS A | P 2011 A2 10 | 5,260,229| 3,521,764
Weibo A WG | S [2011 4F 12 A | 4,730,662| 2,828,618
Linkedin  |SREURVEE | $53E | 2012 4F 6 F |54,656,615| 34,334,121
Rockyou  |[#EAZ W | 5538|2009 4 12 H |32,575,500| 14,330,075
Yahoo [Tk | e | 2012 4F 7 H | 5,626,485| 3,439,492
Gmail MRAR AR 45 | 9t | 2014 459 H | 4,929,086| 3,119,299
Phpbb FeARWIE | 958 | 2009 4E 1 A | 255,421 184,389

AE PSR MBS DA B R 2.0 R . o, BN UR A B FR K
F Rl A A R A BRI G528 Wi ol B P g oz 1) oA i 148 £ i 552K

13



B T A TAT R 0 114 B VP4 5

R, 40 LinkedIn 20 P& AEKRIR. FHEMT G 15 5 MIFEE0RE 4 5 0SB, )
i () B SRR TR s CMEER I IR i A EE AR A i A T A
FIRM I ] FTRAE B, AR ik £ e B, b SO U AR A S
A, RFRME 2R, HESHK OB HER, HAREIARERMNE. (XL
KIEZHFE MEFE R R S NS5, AT H SRR AR I
EditPSM 14 S PPAL 5 PR HE A PR AT AT 2501

i SEINE R, R IR OB R B A A T M, JFHE
LI T 12 2 AR I 2 AREST, XL AR A T EAR AR 2 H P B A
fEE. T ARICHEEE, b 1R A T AT ) 2l R0 FH 7 B AL 3 ik
B F, ARFEAELSKIFILRE ]I, A TN K Gk £, A
ARG E (BRI EAE PRI O 2FEAD . thah, AEREAT A EE A G
LRI, ARFRACRE 02N P ASE R Cnl P 4L IR R i
), RSP T SANCH K P o R, AR FRE— AL 4>
RIXLE TS HARAE, By BBk 3R L 1 I AT R Bt

2.3.2 Pass2Edit OSERHER

TR B 1) A F B, IR LN H - A g PEAS I, ASBIT 9075 22
GRS SRR () B AT A B I RS . P o R AR A e TR A )
o — LB HAACRNEM 14 H R e i 55 FH A2 i e TR 5222 7, W B
F FHrh Wang 5 A3 H ¥ Pass2Edit ™ AR FIBEN . [, Pass2Edit 245 0
SeHER A TR, BERS R N MERM L O A AT AT AR . IR, B
T, RREUHE T Pass2Bdit HHIBI AU SERIEAY, kA i EditPSM H 4 51
PEAS A8 o o0 T3 1A T BRI s R I DA R EE VR TR N, AR SR
T =BT A

2.2 AN 1A H A Y P o5 B R 2 TR K/

207

Model | TarGuess-II"" | RFGuess Pass2Path” " | Pass2Edit"
Size 1.04G 121M 40.1M 8.62M

Pass2Edit 14 IR O B — RIVFAF R ERAT, XL
BAER B, PN TP RGOS, RETEEBII O, T K S0
BAEAGAE N B 7 38dE, 2B AR 14 L1, Pass2Edit A HRE
E M, R 2 P R SN LA T AR, e SR HE S 31 G AR R A A T 41
BRI ALEMAT A BAOKY, 45 MIH O A8 04, Pass2Edit 2% > 45
IH OB B B2 P aa i) R PR i fe. Bk, HE- X o

14



B T A TAT R 0 114 B VP4 5

Vi AR A TE S AT R A 1 %é AN ) 55 5 %é{ﬁﬁ[?fﬁ‘?ﬁ
VU JRIR A TE S A T A AR RN 1 W et A1 -
- ot vh oo SR e
merns [Lal  1bi et 11 2 5] ] ' ! !
S [ar tbr o Ter T tar B3] soft-
v : 1 : : max
Ak | A | | AN |
SIS NN N e | SN TN N A e
WA v vy vl v1 Vz v2 T QT ST ygTt yEuT yort yur Vg Vg T VET VKT vETE ST vty T veTt yaur vt ygur
L S A = T T O A O Y A
WE’W%%[H%H #%][?#fi][%ﬁ}%“ &][%ﬁ%] Lo [ﬁ%&}[ﬁ%&][ﬁ&‘][ﬁ&][ﬁ%“ﬁ@ LU
] ] ] l ] ] i

GRUH 20 GRU

GRU }—’

GRU H GRU H GRU H FC ‘ GRU H GRU P

K] 2.1 Pass2Edit [P 4a 44

GRU }—'

GRU H GRU F

2 (pwi,pwa), AWEFUEILFR N A%, b pwy F pwy 2358 2 B 1H 114
RUBT T2, M pwy B30k pwo TR IMRET I E SN T =t,tp, ..., 11, o
ti NS DD PTIE ERF R gm iR A, e R

ti € {(INS,p;c)lp €N,c € B} U{(DEL, p)|p € N} U{EOS}, (2.1)

o, p e 73 R BN B BR AL B A4, INS A1 DEL ARG AR
FREEAE, T RRTRE, NRRARESE. FRgmEEA/EM A 12 2 18] 1 2
WA AT UL S ERI T EAS 2], YA 2 AW RERI g T A I, IR B H
Horp GRS N — A YR 2 A IR R S BRI B AR N, DU R
Mﬁﬂﬁ¢m~&%&oE¢&mA%mw,mmmmﬁﬂﬁ%%*%%ﬁm

o ARSI TRES A S AN AR R i A, PR R ERAE N T4 14
b, GREEIAT T D I gm B AE AE . AR A I B KK BE R A 30
NTFRER, AXMETHH AT 2] g AR A 2R 2 H — 608 1531 28, XK,
Pass2Edit A4 A 7 1H 111442 ol 1A I fE, A Bat— AN RE0h 1531 1)

RS YLK )

m@zWﬁaﬂmm@@MmUW%w%w%%m,w@7~AuDA¢
AN, gAY . X T AN RIS, Pass2Edit B SGIE B RN JZ
%%E%Déﬂi*ﬁ@ﬁﬂé$%¢?ﬁ%ﬁmk,%Fﬁﬁﬁﬁﬂ‘\i
— I 1A)20 O A AN AT R AN BEAT XA B, L RAE N 2 GRU 4 I 4%
o IR BN AL P ) 07 A B TR 2 2] i A N [A) 20— R A G P 410 %6 1 A1)
%ﬁﬁ%,ﬁﬁ%%ﬁ%%wﬁﬁw%“gﬁﬁmﬁﬁﬁﬁo%F,mw%mi
Kol 2R Z A softmax PREL, 19 2190 4RIRAE EROMER A0, RS 2245
IS 1) 232 B 75 A% () e AR AR

15



B T A TAT R 0 114 B VP4 5

2.3.3 VEMIEER

A SRR, ARG 1A B DR X E bR 14 B 4 B AN T 11 A
KH A A e, EEARE LR, AR . e A 14
B FEE DTA S 8 214 e 5 A VAT M T B I b 11 4 B0 42 BT 25 11 A TR M2 «

Ho, M(-) AR S sREHAGES, ppw Rox 12 pw 7 HARH A B T i
REE o ARART— A 104 i S VP AL 2 R AT LARI Ry A& 0 BHAR 114 ik 2 VP A 28 ) — T i
Ao IXAEOR, FEXTIEE [n] 2 5 S DAL 28 O HER PEEAT VRO I, A5 20K % 1
A i S TEAG 4 R A R 56 5 114 o B2 DA 4 1 A H EA T LU AR AT . B, AE
5[] 1453 S PPAL AR HEAR I DAL Spearman 248 (WSpearman) AT VPR

WSpearman = Lii [wi (xi — %) (i — )] , (2.3)

T [t — ) 22 97

T, xq Ay 20 0 O AF PR B T s FE VAL A% FHARU T 0 PP 5% i H 1) 4
RIE X MY HRIER i DICE, w WRIREEDNJCR BCE, XA M2 Hli 4
U i A A I BRI PHEZD o x By 205l AR X Y B InACF 38 4.
WSpearman FIHETEEI A [—1,1], EUEBOR AR PEOT ) 145 B VA 2% 1 i o
b QL PRE A R P VT A BB AL, RIS PPN 114 5 B DAt 2 110 A e

% [E 3 WSpearman J&— N —[FME, N T AR A58 B VEAY 8 (1 AEAf B
HAH4 (I EARATRD HIAEH, ARBFSTIE— A8 WSpearman W™ g
U2 R PE VAL S VR . H T BEAR A 0k B2 VP4 s HUREX i T E AR
{ELPRT 4% A BEAOMEAS, BT LUASHIT ST B S0 A A D D1 114 o S8 VP A 45 0 A =
BUPAR KT 10 (BT st VPAL, SERTE 2N AR R LK X MY P4
K. Ria, WNTAEEHES N r 104, XRNH WSpearman 5 -

WSpearman, = WSpearman(X|[: r],Y[: r]), (2.4)

HA X[ FY[r] KR X FY RS r DGR BRIV AT
i B8 SO R B 147 AR AR I O, SR DY B 1R 76 34 52 A M T
P 2 FEURBUA L Z MR L, ARBHOHE, 2 n A4 [a,al, . a1 1
SR, A AT 50

16



B T A TAT R 0 114 B VP4 5

2 )

rank; = a;+ (2.5)

FCrp vy AT AHIRISIEL 1 114 b HE 2 5 k(R A ISR
2.3.4 AELKHMMEIEE RO SBEIT AT

Tl RGOS BEITEE.  12306-PSM™ Fi1 MS-PSM™ > 43 31l i1 12306
RO A R BTt e M b oAl AR . oy T3 W bl 1 4 T VA
ST A TR R AT IR VA, JF I TIRS LT A, —H W
HERPE T LLARER Tl 7 11 4 SR 3 VA 8% (20 K . BEAh, — RBIBFFLR W,
Zxevbn-PSM'™ 2 T SR v 5k St A SRR 28, SR8 T Tk A2
RFW 2T X A A R B VR AG £ A0 EditPSM HEAT LS, AL T
PRI EditPSM AH S Tl 32538 7K PR S HE AT (A3

[63]

EFHitFRENOLBEITMEE. PCFG-PSM 3T PCFG A MR,
FOR Bt B iAo 10 sm FEREAT A, ] PCRG %5 AR 2 gt A 121k
AR A BRI KR . 75 PCFG-PSM IR 1, fuzzyPSM® Il DRS 0 e
JA R AT AR %, ik PCFG 8 BEAS A7 R0 312 15 AN [F) B gl £ 2 Tl 47
FEI AT IAT S, HETTEVEAY 114 HR I I 05 % HEJH P i & AT . K
RERTFL R, fuzzyPSM 2384 1155 A e O Ak 52 17 11 A B A s ™
45— A1 EditPSM LT LA, T LA L BditPSM R 4t B0 PO v
it

CNN-PSM #1 RNN-PSM.  CNN-PSM"" 3 F- %5 Bl 4 W 3004733, REOs 4
A (R SCRFAE, 4100 P 1044 4 4000 (3R 3 R BB esod i, oA
LT T AR . RNN-PSM™” JUIE TRBRPLEMLe, o 5e it T TR 2% 5
(K LA R, 4 5 TR A % 05 i 110 1 A MR A S B, MR
. T AHITF A AL 14 T Pass2Edit ™ [AIRERIF T VA2 )
R, ¥ E SRR 7 AT EOR, A BT DA )7 5 Ak VR
2 STHOR A 2

LPSE.  LPSE™ 1480 BEM 0 F P 145 — AT S i BE R i 1 11 4
ZTB) AT ARACLRE ,  AEARLE ok vy ) 10 2o BBk sy o S SR AR S0 AR P Pass2Edit 1443
T RAT O A E AT ) EditPSM 458 S PG 28, A)m A2 AR F P 14 F1
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--- Linkedin
-=+ Yahoo
—— Dodonew
—— Sina
—— Weibo

--- Linkedin
-=- Yahoo
—— Dodonew

—— Sina

— Weibo >
>0.6 = .
G --- Gmail g - G_mall
g —— Tianya $ | — Tianya /
T 0.4] --—- Rockyou © -~ Rockyou /i

—— Zhenai

o2 04 056 08 10 02 04 06 08 1.0

0.0
cosine similarity score césine similarity score
(a) BRI (b) M A

K 2.2 SRR 73 A1 o

FATOAZ IR E R “PEE” kit 04 M AEE . LPSE (3 34 5 AT 0
] EditPSM 1E4FAH 5, B LLFs LPSE 5 AW ST HE H i) EditPSM 3E4T %) EE, A B
TR R AW N AT g R K3 11408 B P4k 2 (R IR 26 2 15 2%

IR 1A SRV T SR A SRR, B UM
FOT ETRITAOSCHASERITH

N T IREH A EHRAT A2, AR OS8R R AT T — 2501
AHFFER ] B A XA B RPN P A 1142 8] (AR LU -

. Yscc (count (pwa, g) * count (pwg, g))
sim (pwa, pwg) =

_ , (2.6)
\/):ggc, count? (pwa, g) \/de(g count? (pwg, g)

H, G4 pwa Fl pwp BT EL: 0/ B LS, count (pw, g) WIFE
7N pw P IUERTH g IECH o R SZARCEE I T FE [0,1], BORARER M
ANEABARL. ARG, X TR B, AHETUR L s = (R HT 1000 A4S 1
A HAT 1A, RS BEATL I B 4 BL TR 1K 10000 AN 14 BIX 1000
ANRAT H A2 DI REAT AL RE T 5500 R TR 2, ARE5OR H AT H
A PIFLEE 2 O 5 IXAN 4 547 1000 N3AT H A 10 42 52 AHACLBE B KA

RS Me S LB H LI 2 5 34T 12 AR A i 2. 275 . R LA
B2, RO BESE RIS, A HIRAT D AL . A
B2.2(0) P AHERCEL, RS HR R R, )™ B2 54T H A AR B R 73
A I EE A7 AE 2 AN UEAE, B A TEANIE I ST AHETTIADY, EIRGTih4i R
UL AR = KRB P SEHIORAT 1 4, b 2 B0 O 5 3AT 14 i SEAR L
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<123456, Alice123>

1
: % <abc123, Alice123>
123456 SIITTos Alicel23 |

<z <123456, wang123>
assword ~_ N’ o> wangl23 = -
5 RN = i <abc123, wang123>

I
I

I

i

i

' abc123 </: SNy - LetMeln

: PR ‘:l\‘ <letmein, LetMeln>
|

I

i

i

i

letmein -~ ™ p@ssword123
! <123456, p@ssword123>
|
< >
S IO S ! password, p@ssword123
] <abc123, p@ssword123>
FRAEE LT

AL X I ZREE

2.3 {2 Bttty i 4 OB I 2R 4R o i ZRER b I REAS 14X 8y
WA OSSR T B4, BRI A BLAE 2]
JUE HIRAT A2 TRAT A .

F£RHT HT Pass2Edit BIIEE R OS5aE (428

ARSI R, AR I R P B IAT 04 (B, 4 123456 1
SOl 1234560, HFE— I, o LU 14 T AT B R A B S T AT 1
ATEFIAT, SR O 4 T AR R o ) 14 SRV

¥, ABFFUR AL Pass2Bdit WU T AT 1 & IO IAT oo 1
AT BN WAL 1 A0, A XA TP P4 0 4. B, 1
T FTRR M2 33 1P B ST S S ] 4 K P 0 %, TR BT/ 1
AT Hy. 4 T ik Pass2Edit 2 31 1L TN AT 114 W45 0, ABFFURIE 1)
AR SR B PP A RIRAT A — R A&t . W23, 4
AAT 14 IR 0 4 Tl BT DIZR B0 1 14 B8, % T IR0
A BUIRREA 114, ARBFGEI H I EAT 11 4] e (0 B AT AT 1 4 AT HBL g
P SRR, IR HILUE I . LA U S SO T B chresh 1) k ANAT
14, AR kAU B T thresh MIFATE 4« BOG, % k AT
KA VMR kA TN BV G R 2 e, AR ) 3 B —
IR NG, AR, R4 XA & — AN (4
5y A5 2 FREEARMGIAT 114, Pass2Edit BURZERSE 140 B2 5, B
A 5 PR AT AT

IJE . ABEIOH I ZRAF I Pass2Bdit BT Ay JERIE Y, H94E BditPSM 11
A BIEVEA B S — AR P O 4, EditPSM 6 H 5 AT 1 4 i
AT 1438 HEATABARE V5, S b AR S J FE H RE4T 11 40 AR
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EditPSM $EHAGAT H 222 A3 2% H P 1A Prifs 2210 2 0 B 21, K9
5 B RN AE— AN ()20 2 4845 20 1 v 18] 25 B4 A\ 2] Pass2Edit ﬁiﬂﬂlﬂ o IXFE—3k,
Pass2Edit Bl 15 24— Mg E 2. B B, A& EditPSM
B2 — DBt =1,0,, EOS MR, RLRPLK, EH 04
pwi AT H4 pwy BEHTTTR A 2 A%

curr)

. X Pr(EOS|pwi, pw,,

curr)

Pr(pwi|pwy) = Pr(t;|pw1, pwi) X Pr(t2|pwy, pw§

(2.7)

Forfr, pwe T SRR AR ERAE 1 B pwe A3 BT AP 4. BT pwy J2

WAT A, SRR Pr(pwi | pwo) B, T H 2 pwy I THBAR. 1XE A

XN GAF MR A T Z ] T P 3L T AT 02 pws RGN pwy BIRER, S5

M, YW ST RAT 1A i 7 OB B, BSR4
AR5 1] 14455 I Bk BSE DA i o

77777777777777777777777777777777777777777777777777777777

4ELF*%ﬁ%¢AVT mzﬁﬁmmmT«DMAaw@m511»w@ms1zawxm3e3»wgﬂm»31sxm%
<abcl123, alc123>: 14X N |
N I } } P(<DEL,1>) p(<INS,’I’,1>) p(<INS,’i’,2>)p(<INS,’¢’,3>) p(<E0S>) }
_ ﬁ}]‘/ﬁ ﬂ?‘;}qﬁg&ﬂ:ﬂﬁ } gﬂ_g%gﬁg;ﬁﬂ | } =0.12 =0.02 =0.17 =0.03 =0.26 }
Al s L ! |
! <DEL, I> -------- fr-------- |
CemamEe e, Tl <INS, T, 1> e L R IR |
| REVPAS R P A e R R !
| alicel23 | | <INS, 1, 2> i ! !
! P <INS, ‘¢’, 3> == ------ i cEEEEEE B bl i
| |
! il <EOS> "TTTTTC J\"T """""""""""""""" !
| 123456 abc123 ' ¥ !
| M = |
s Y.
! S AR N <abcl23, abc123> \ E AR = - -
| aber2s < WIABHEMVE | bel2s, amelns \ t t t 1 f 1
| . &3 I <abc123, amc123> I !
I letmein I T !
! X <abel23, alel23> ) Pass2BditiR i3 ] 14 5 i 1Y |
| 00 }\ . /LL////’ |
NS — | } <abmc123, alic123> ; _ _ |
}m4u7ﬂ i - | TN 455 [ Pass2 Edit %Y
| } } <abmmc123, alice123> } } }
I 2 N |
ARALLEE DT i kb ¥ HEZE Sy AL

K 2.4 F|H Pass2Edit #7833 EditPSM 114> 58 5 PFAd 2% o

ERT KIRITEER
2.6.1 SLIIF=RTE
AT BB EE LR AR 2 ) A A5 Bk b 1 1 A BE VR, ATk
WA WS 12 HEAE ) 10% YR AR5 0 4E Sk A5 26 31 5E 1) 1245 I Ay AR . 5K
Tt AE 26 AF 5 1) 205 0 B s i Mok 2 2] BLay A PUR R
EWHIRFE IR E . ASCAN, e NBEE. LR IIR A B, v LALE
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SN 52 A I Bk 2 BT TSR AN H PR B AE RS A A
XFREN T BARH P DA A B, n DB TS O AR o A, 4
WP P — S AR, e B P IR S B 1 AR . X
PSRRI GBI AR 2 M B R SE A AT REAFAE I, BUNVELAA ZHERW, H
VF 2 Wl FIR 45 3L R (4 Yahoo I Twitter ) ANtk — Uit 7 H
M4 S0t, S8 T DL BRI P AR I BLSE (A o Ao Ok T VR
EditPSM FHIL & BLAT 114 55 VP A 25 78 7 48 56 56 S0 VR 70 3 10 B0t 38 BT 170 7 A 4
R, AWFFURH Wang 55 ATE 2023 4 H TR T8 ARSI 4 Hod 42
B, HELLEOABE VRGeS A D2, KRG 1A WSpearman 43
%ﬁ[”] .

RENBRAMITEE . X TR A MRStk ud, HIoike 258 i i Hbx
3t B UGE RGP 0 00 o XTIk v, AT
FEMG AT AT AT M B s, R ReiE I B bR s S AE RGP R S 14
o)A N TR AT RYE 2, AWEFUR H Wang 28 NP BT %, RITE
WA HLBEALE IR 10* /) VA REATIR, R0 5% 1 A 5B VA 2 A6 VT A 1K 28
1458 JE I (1] WSpearman 18

ATEAFH] 10 DI OB E, WE T 6 DR B4R, U
I3 M PEAY 12 i B TP A #8575 TR 5656 50 78 20 A1 e A7 IR P 2R Ut 2 I 1R A
PEo w237, AWFAEP 9 SCNANE T Bt 7 3 Ml 5. % &
B 5 A AR ETEAL B8 A B U254, A TUR H Wang 55 A4 (117
P RS PERRR A )T WS Tianya FI1 Rockyou £ 4E4E Ky
E A i = O[S

R 2.3 LA SR BEVPAl A AL A 2R iAo

Yisem's # | e | NS BdES A | D124 B | A B4
1 Zhenai Weibo
2 35S Tianya Weibo Sina
3 Weibo Dodonew
4 Phpbb Linkedin
5 /'8 Rockyou Gmail Yahoo
6 Yahoo Gmail

* YIZRER 4 B AL fuzzyPSM" A 11, 75 54 T B S A T
s RSB R 2 T AFAE R AT
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0% 107 10°
top k passwords in the test set

(a) #1, Tianya— Weibo

o L o 1 2 100

5 b5 5

G 075 G 0.75 G 075

E £ E

3 os0 S o050 3 os0

Q O o P

£ 025 c 025 c 025 & =

E o000 E 000 E o000

& © &

3 3 3

8-025 &-025 S-025

g -0s0 B -0s0 g -0s0

= = =

2-075 2-075 2-075

=_ - = _ - =_ - il
1.09 109 To* 109 To!

10° 107 10
top k passwords in the test set

107 0% 10°
top k passwords in the test set

(b) #2, Tianya—Sina

10° 107 10°
top k passwords in the test set

o L o L o L
g g g

g b g

G 075 G 075 G 075
g % g

2 o050 2 050 2 050
o (I W\ TS e o o

c 025 c 025 —_— c 025
5 G X Yoront L ]

E o000 E 000 E o000
© 5 s

3 b 3

Q. —0.25- Q-0.25 Q-0.25
& & &

T -0s0 B-0s0 § 050
£ b= b=
9-075 ©-0.75 9-075
] ] 2

= _10gis = 1098 ot -1.99

(c) #3, Tianya—Dodonew

10T 107 10°
top k passwords in the test set

(d) #4, Rockyou—Gmail (e) #5, Rockyou—Linkedin (f) #6, Rockyou— Yahoo

B 2.5 HRAH G K SN VTS 70 Bl 5 (R S 4 45 R

0.32 - 0.01 0.16 - 0.04 #1{ 055 0.02 0.27 -0.0 -0.02 0.28 0.02 #1{ 011 -0.04 0.26 -0.03 0.02 0.38 -0.02 -
4 0.06 0.06 0.08 0.03 -0.24 0.07 #2{ 015 0.08 -0.02 0.06 -0.01 -0.15 0.07 0.44 #2{ 0.08 0.16 0.28 0.11 0.14 0.11 0.06 0.52 e
06 051 e 025 00 016 -002 -0.08 003 -0.02 va{ 016 002 04 005 012 025 -001 - 0s
s 008 001 - 003 004 021 006 035 s 008 006 -018 001 00 015 009 038 | | 015 -02 014 008 006 027 -001 055
#51 011 0.08 0.57 0.08 0.07 -0.34 0.08 0.36 #s| 033 0.1 -0.16 0.06 -0.01 -0.28 0.09 0.12 #51 021 0.09 0.16 0.09 -0.04 0.24 0.02 0.63
#6{ 017 0.02 0.08 0.1 -0.0 0.03 0.08 - #6{ 035 -0.02 -0.03 0.03 -0.11 -0.09 0.04 0.26 #6{ 025 -0.16 0.31 -0.08 -0.04 - -0.12 0.32 —0.5
CNNPSM TuzzyPSM 23065 PCFCPSM mvin  LPSE  RNNFSM  Ms-psM CNNPSH TazsyPSM 12506 PSM PCFGPSM mecven  LPSE RNNPSM  Mepsm NNPSH fuzPSM 12305 PSM PCTGPSM  Txcven | LPSE  RNNPSM WS PSM
-1.0

(a) Rank= 10. (b) Rank= 10°. (¢) Rank= 10*.

K 2.6 TEA[RIAR G PEHEZ AL B IAHXS WSpearman 73 B3I .
2.6.2 MHIEEEOSHEMNKTGHIEIGER

BT, 5RO HT$2 0 025 BE VP 25 AH L, EditPSM 1)
HERRE S o 5 M ST (1) 1 A B BEPPAL 28004 T LI, AR 42 1Y) EditPSM
ST 12306-PSM™ Rl MS-PSM™ . HLEATT Wi 2.6 2.8 5%, AR
12306-PSM A1 MS-PSM,  {EHRAHI /5 56 %1 1R 78 70 FURE g A7 B 1) o A e i 55t 1
EditPSM 1E & AMbr & PE 1AL AT B M) WSpearman 55 3PP $ETE T 0.222 F
0.6833. [FIF, Wi 2.6 Bk, EditPSM 5 zxevbn'™ (LM SRERME B 0 4
SREEVEAAS) PEREAH Y, I HAEE WA 24114 (RIHEAATE 10 R 102 Z I
14, ZWLKE2.8) i, FIH#THT 0.045.

X T T ARACLE B = 1 1 A SR BE DAL 2%, 7T LUE H BditPSM (13830 5 2 0
FLPSE™: 7RI 3 bbb A HEZ A E b, BditPSM () W Spearman {5V
BRI T 0175, TARE T2E T 4ot 24 i PCFG-PSM™ ', 18] 2.5 1 2.6 JiF
7K, EditPSM {EHRAEISE 56 AR 78 0 (I Bk # I, 72 &AM br stk 12 HE4S Sl
7 0.047 [FETE: MAEAREIGE AT BR K B N, EditPSM 1) W Spearman {E A,
SEHLT 0.0029 BT, Bk, il 2.8 fian, EditPSM {E rank = 10 4t
[°F-¥ WSpearman L& PCFG-PSM = 0.137, XK HH EditPSM FT R iR 2%
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AR —EFE LM T PCFG-PSM 2545 v 2 8 [ s () il J0 A i)

AR, ABFFTIE R EditPSM 5 AN IS TR B2 4% 20 (1) 112 58 B vEAl 45 CHY]
CNN-PSM"" Il RNN-PSM"™*) #E47 Lidg. Wil 2.8 f1 2.6 Jiiors, 1EdE TR &2
SRR VPl gs . EditPSM Rl fE. HARkUl, EditPSM ZEHEIY 2RI
hH I, AERE IR T CNN-PSM"™,  7E % AMbR Gk 1 A HEZ B E P18 4R
77 0.18. i, EditPSM b RNN-PSM"" HLA 5 i vim s, 5290 T 0.032 119
WSpearman #&Ft. IR REKH, ARFEHEHE N EditPSM 768 IR 2 I HOR VP
V2o FEINy, LU IR 2 ) 104 it JE PPk 77 58 50 iR o

4Nk, KR Wang S5 N IBFSL, fuzzyPSM J2 H BT 4 1E 5 HER () 1
5E [ L1250 VPl 2% . 5 fuzzyPSM AHLL, AFHEH 1) EAitPSM [FAEHA —E
PIPEHA. w25 F1 2.6 Pros, AEHRAESE S RN iR 78 70 I Boh & I, ARE R
EditPSM 5230 T Lt fuzzyPSM™ " B @ VR VE, 6 5T A7 5 v 1A HE 44 L1
WSpearman ~*V-¥J52 T4 T 0.0254, AW A, X85 R AT LLH D) AR Fr i
B PR %2 : EditPSM 1] LA ¢ SEAIDRE B 1 1A 2 AT A, 1l FuzzyPSM
AT b2 ) B R BRSO A AT A, ORI RSO, HE DO 21
P R 2600 A E AT A .

2.6.3 B REITML

2 RSB 2 R Gt 2R S e A5k, TR 2 ) W
FAEAEA R, AWFFORE EAitPSM 13847 18055 R0 o AR RRURI AT RS TR B 2 )
M1 25k BE VRS 85 3E4T T . WZR2.417~, AWFSEAE B 5Kk NVIDIA GeForce
RTX 3090 GPU -3 53247 T EditPSM fil CNN-PSM., RNN-PSM, ic3% | L4
P RIS I it Sy P R A 1) o RHEIAT PRIV B 2 2] & iR VAL 28 AH L
AWFFCBETE I EditPSM JIT 7 v FH B A76id 23 IR de /N, RIS REREAS 114 T it B2 14T
BIHERLIN )ik ) 7 A g, FE T LA ESEIR AR, W LLIA Y EditPSM it A7 il
2 TR ANHE R, 0 TR 2RO N R BRI I, IR B T AR i
W g EAE TR K .

22 2.4 FLTVRPE 22 ST 104 i 2 DPAG 2 AR AR | FH R0 4 L
L5 8 Pt | AN PR BT i I | B A fig i 7 KRR
EditPSM 2.71ms 8.63M
CNN-PSM™" 4.74ms 88.4M
RNN-PSM"” 1.72ms 8.77M
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€ e €

I} I3} I3}

G 075 G 075 G 075

g % g

2 050 2 050 2 050

o o o

c 025 c 025 c 025

& T 5

E o000 E 000 E o000

© © ©

3 3 3

Q. —0.25- Q-0.25 Q-0.25

a &a a

T -0s0 B-0s0 § 050

£ £ £

9-075 ©-0.75 9-075

g — s g g — s

~10969 104 ~109g7 To* ~109g9 104

0% 107 10° 107 0% 10° 10T 107 10°
top k passwords in the test set top k passwords in the test set top k passwords in the test set

(a) #1, Tianya—Weibo (b) #2, Tianya—Sina (c) #3, Tianya—Dodonew

1.

" o L
5 | 5
S 075, G 075
E | E
§ 0.501} g 0.50
c 025{% c 025
& ! &
E o00f | E o000
§ 1t g
- ! -
G0250 4 S-025
g-os0 | . B -0s0
< N <
©-075 # . ©-0.75
g VLS g
—1. Q07 T = 1. 9 T =1 0, To*

10° 102 10° 10° 107 10° 10T 102 10°
top k passwords in the test set top k passwords in the test set top k passwords in the test set

(d) #4, Rockyou—Gmail (e) #5, Rockyou—Linkedin (f) #6, Rockyou— Yahoo

B 2.7 SRAEE AT BR U S g 4 2R

1.0

- . 00 004 055 001 o 2001 001 -0.03 »{ 054 018 - 001 -001
» K . . _ -0.03 023 003 - 035 001 #2{ 009 016 013  -0.1 0.6 05
# . . 013 004 018 #3{ 025 009 | 057 016 032 026 -0.0 #3{ 008 007 046 00 024 0o
»a . X 001 013 003 #a 011 007 008 -013 004 #a{ 01 012 011 002 -0.04 ’
#s{ 002 028 005 018 021 031 033 s 015 01 003 017  -0.09 #s{ 005 014 012 018 -0.09 —0.5
#6| 016 029 01 022 - 027 036 s -003 -017 038 013 037 - 0.02 #6{ 0.06 042 00  -0.06 033 035 021 -0.07

CNNPSM _fuzzyPSM 12306-PSM PCFGPSM  zxcvbn  LPSE  RNNPSM  MS-PSM CNN'PSM fuzzyPSM 12306-PSM PCFGPSM  zxcvbn  LPSE  RNNPSM  Ms.psM NN'PSMfuzzyPSM 12306-PSM PCFG-PSM _ zxcvbn -1.0

(a) Rank= 10. (b) Rank= 102 (c) Rank= 10%.
2.8 TEANFIAR & PEHE A AL E I AHRT W Spearman 53 5T K

FEtT KENEH

FEATE B, AHIEGUE DAd R T afar 4 2 F RS AR PP Ak =l 1m) A 0 240
A SR X . AFFOIE S S A AT A, R
(2L AR BRI P E I IH 4, & SEmARAT LA, b5
THAFEMAT AL FT X R RI, AP — 2t A g5 1
AIAT R AT T L AT A AT AT 2. B S, AR A
Pass2Edit 14 RA, Fy@ 7 EditPSM 45 EvPAtgs, HAEH A i 1
FUERAT A AT 9, BEITPPAN VAR R R U 8ot R 5 5 o

I R S, ANBF TR A T 42 1) BditPSM S5 LA 1K — RV
SR A8, FEEE ) SR PR I 5N AT T RGNS L. SEER &
K&, EditPSM 7EBLAT ) 2 gL PR3 b, MERATE D2 IA 3 T SeikKr, H
B ARFA ., HEBE P C AW A B T 7% 7 i i W& B8 i b e 2k .
LB 2 1 O I 1A AR N TR ) A SRR, h 2 )RR
1450 B VTl 8 1K B B85 7 3k Ath, ARG Y 20K A28 =PI T A4
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= 2N I VLA I B

=8 SUEALEETHEBRIT

A5 B AFAE 2 D ANFIRRSE . ] e vt RERS A AN [RISE I Bl o 55 B VP
fili P 2 S 5 10 22 D e & o B VPl 4, 2 112 o BE P A0k 8 1 S22 1 W (10 T 5
). AT E A A P SR DL AT NI R R 225 A, Tl
B SJEOR, RGUEHIRT A ) 4 BRI A s, M e [ I iR AR
SE ) Ry« 14 BB (02 g 12 s PPl as .

F—T HRE=R

S5 B G AR E 2 AN AR, P BCdi # e R 280 — e 99 1
FUEAAT Ao B, AR ) AR B R TR A 85 10 A AT N
i 123456 5 password X255 114, HAEHBGHUFH TH 04 E
AT Candk T IH 114 nankai520 KEIEHT 114 Nankai5200) . XEEA R RIS
A58 W Bk % B Be Al B S5 1 AT A 2200, T RS A A 11 11 4t A7
FEZE 5o W, A58 1) 1A 00 B A A A A 11 2 S R DO BT B B AT i 1
L, HGE S AN A KERK, 456 TMNGEEMH P 04 KT LK
Mk, DAEMBEEET M IH 04, Bt 5 04 b2 7ok 1
TR, FEfE BB A g5 R L AR 52 2%, (H 5 1H 1A A7 78 58 m ARABLRE 1) 1
%o BN, yifeizhang2026nankail23 J& T 14, SRR 2%, AHAEE 104
A 00 T e A s AR An SR 0 2 3R T %0 7 (910 514 yifeizhang2026nankai,
5L AT LA T S 28 M A 14 T Bo A JLOR . TR, BSIEtH S Mo
20 [ A 2 0 A5 I By, AR AR RS AE 59 144724, DU AT fg
P A "

SR, R AR BEVEAL A8, R IR S A & e AN RINESS 4T R Ad
FIAS [ RS A0 W ek 116 & Mok 7 2, MR . 84 ik, 2R A
FTD FE R H BB AE A 280 [ B S AAN [R] 1A M B 14 5 B (1 VA
%o XEBLERY, WA mEVHE S, W RAZEAER VP AL AR — A
AP B 2 NI AR, WA Z YRR IX — A B B AR e 99 1
AT o AR, T B R RIS IR VA S I Tt i, ) 55 (] B o v e A
ARSI a1 AT A, ARG R — AR RS . —Jrm, Hay
KA — K Ge 8 [ I PEA RIESS O 24T AR, B TarGuess-III~1V F&74
R 1) F1A R ™, (R AR T A7 i ik (2G BB, AT
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PEHOE A 2 VPG A% s S U7 IL, W SR 2 AR R 3 ) i AR AN R Mg 55
AT, WS RAN T SEAAAAE T4 o T A5 P B AN 20 [ I S A 22 o
AR SS 14T, 2 Dhfe 1 2 0m BE VPAL 38, 2 [R] I HRAR 22 0 A 5] 1)
1455 I L ok P s 20 B At PR T

3.1.1 Rz

ARSCHESR AR, A D AT A T URAT LA B AT, W]
LAk (4 F AP R PP AR 2 A I Becdy B0 02 st .l A AR AR 5
By DUt 1 10 D2 1 B B AT, AWTIERAE ] LUR ] B4 5 R AL o
{7 S RS WA E Ll N O B Vi B B/ R N A W R WA S i SR A L N A S
P ARE 1) 105 0 e ek AT 4 B Beeds R B4 s, 2 i st is — A
ZUIfE A2 s VAl . EIRFIRRE UL M 2 T g 1 4 s PP A A 15 W] T
B, SENAEAE— R AT A5 [R1 1 DG HE i) 7«

- AFMAMOSERITAGEERRSR? /58 =%, AUt
AEM IO, i Hid i 04 1Pk s 02 mifrh, wrid
PAY EHRAT LA 4. BUE, T AW 23— ] 1 & F
R[] I R P 2 1 B AT Oy, AR S AE 3 w8 % B AT o ad A A I
s LA R U . BT IH 4. FIAT LR AN R B 12
1T, # BAAEERER R —HE RO AEFNZES . W]
B BRI, R AR 2 Ty RE A g B VP A de e (A BB HIT B

o MR BFEFE ISR, ILASCERSEEFNHRAMOSERTA? i
FI 14 B AR ] I il B2 1 TH - ANGAT 112 (R i R AN [R] 114 B AT
A it AR IR S S RAL [R]— MR Sz e A B RPN R 550 R, s
FRELSA I ROR EAE N A D UL D5 LS5 B, et %
i T ROE IBORA T Bln, 5822 ST N GR i REAF AR U (58 5 2 70
EFEZ DR L2 VP I 5N, S B HE PR & B TAT AR
PRI ? Fralit IR AR 2 MEF I R R, M
e ENG MES BRI EI TR B ) MESS B, B AfENZR 04 B
HIRSRIS, A IR WAl 1 F AT O MR S iR e gk b
AR, SRR S BORTIN D2 s BV AL A . 5 22 D RE 1 & s
DAL A Z A

s FARRBUT-RIOSERRE, RN RFEEKEADZ D

26



= 2N I VLA I B

TRETHMERR? LFK, EARACARM T RISGHEM 2B,
REMS B RS HEH R S F AT O o IR LERIY AR S5 R LRSS T T A
FED], RAHAE PRGN SOETT %, REWIE N MR P X L8 14
PRI % B AT A, SRR X8 114 o AR R i O 22 T RE 112 i S5 VP A
7 WEFOFRIZR WL, RN 2 Dhe 12 s B PEAL & A AL S e it
F TR, AR R TR AR AR L RS, DU TR AR K
SEOGHE 4 B s o 22 DO RE L2 s BE VP At 2, SIS SE RG 1 1) 1 5t
FEVEAti o

3.1.2 ZAETHE
[l “anfrm i) 2 Dhae O mmBEVEAL 28 7, AT L2 otk T -

o BETHRITFIME., ARFIET KB S E 5, 0w 4 AT h I
FE RPN AT T TGk A g¢, 19 7 =40k g5 I
FEAEE AT DA AT R, H P BEHWAT B A AT A HEE A IH A AT R
SORJE AR, PGS A RAT A Lot — M AT . X =5k
GEIRN S EEHRF A AT N T ENRIER, O 2 D)RE 1 s VP AL A K T
P T TR

s RGEMRItRNE AR, AElEETIHE A WA H A W H 2= H]
AT AR IR B MR PS5 D7 I 22000, ) 1A F Rk 2 I 25
A B AR — RIR I, RE T IIZRIE MR B 5 ) 1 4 S5 4
) PSS BRI T . SR T IR LR, A OM RS I HOR,
b 1A B ARS8 ) I R A GRS T IH 10 A AT A I PRl 114 5 AT
BRI A AR 08 ) 2 DI RE S s BE VPRl s o AN, AT
RGBT 7 58, ARG T D& FAIBAL R BARMEE . 45k, BORik
2, REMEAT AR EAT 1 5% 28 114 B RS2 e O AER % R 471K 22 Dy g
LR fEVEAL A%, T AT DA ARk S Se ki 1 4 B H AR

o RFESRLG . ATl RFEL 7 I HOR, R A 1 — &R A1 14 BT AR
(KNNGuess. PointerGuess. Pass2Edit. PassBERT. Pass2Path) {i&h T £
DIfe 2 s EVEAL 35 o JE AR 12 AN KU LS8 A H i 8 b STt lE 5 v
il Bty 1 R Bl PR I B s 5y, AR ER A A 2 A Tk
Z Dife 12w FE VAL 28 5 IAA 1 11 AK€ ) DA s EEPEAL 28 A H A
SRV A UEAT TR SIS AR W], ASCER N I 2 Thfg 114 R VR A
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SR S, R oE 14 TR P A B 1o 2 sm VPG 2%, B
g AR AR Al D BB R EGT SR, FINIERIIA 1<%
o JSEDPAL A% (1 5B HE A

£ HXIME

ASCHAEAR NI 45 2 D) RE 1 2 s EVEAS S AT IAT AN TAE . oy, 5%
AR5E 17 B2 s VPG A% ARE 17 B ML B - 5 BE PG AT R TAE, A
SCOAESR RTINS

3.2.1 OSERHER

HAE BRI D —N w04 G P RIIHE A ERfIAN, @B R
Pxgy w4, R NAEMT . HIrERA O RENA X TS,
4 B4 BB DL 8 DA, A SO AL BT 24400
HAMAAREHBA, B L, O EHBAE MR, LA e
FUETEE L% pwaivens ERVET R pwiew WIZAFHEZE Pr(pwaew| pWaiven) o NIl
MR & T PR A RO, e T &% BB — SR ) 7 L

12014 4F, Das S N2 T H AN A HEHBIAL. Das 55 A seid e H - i
W BRI S, WE T —RAN DL ERAT A, JERaeE T
ZHH TR A ERAT NS RO TN . b5, A1) X e ),
Bk T R EAEVE, HEWRE RS EmH P OA, Bl — R B S5 1)
14, USSR = (9 14 S AT b 9 S 14 JE FH ity . R Das 55 A4 H 1
14 AR SR F 7 RO R IR AT R 2 HE P 5 e v 24 5 %, ABAATI 0 4
AT N R AR AL 3 R NI, VR P A il . 4R DG
B RORBR T FL AR O A F AT A (R RS T

7£ 2016 4F, Wang % AJLT PCFG Fivh##i AL, & T At Ti%
(1) 14 H A TarGuess-11. iZBR SR T HAR KB 7 %8, AEF0E LKA K
HE AT HEEAE B, @B T IH A 1E S, JFE R T IHE A ARG X H P &
RAT R . 64h, TarGuess-11 22U L | 045 AT A 04 104 - 2%
Pr(pWiew| PWaiven)» REME TG UE . TH v 25 3 FRAC A2 B s i 1 45 0 1A 1A
ARk, IS RE TN 14 F Mo (0 o) % B35 BT Das 45 A 71 2014 R4 H
(1 114 AR

£ 2019 4, Pal 55 N TR BE 2 IR ER T Pass2Path 14 H AR,
Pass2Path 58450 & 20 A 1 sl 7 202, 8 B HIAT 00 H P 6 TH B
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D) RPN B R SRR 25 E T IH B4, 2 MR B 1 Tt
—RIIGEEEAE, RIS EIH A AR KSR . B L, Pass2Path Xt
BESS SER RSy BINYVEE RS S (RIVE I SRR R /S 1P4Y

n
Pr(PWnewlpwgiven) = HPT(Ti|707 ceey Ti—1 7Pngven); (3.1
i=1

o, o~ 5 I pwaiven IEEAFE] pwpew BT I — R AN GARIRAT, 0 W5
AT Pal 58 NAE IR BB LA |, F)H Seq2Seq (Sequence-to-Sequence)
BOR™ AR 0L R AE B AN F S R T AR, BRI 4
PWoiven RGBT ERAVEFP Y 11 ~ 7, B FE . SEERRW], AHACTHE TGt R 8 )
TarGuess-11, 14 ¥R 2% 3 8K 11 Pass2Path AN FRAK A6 A & = A F U, 68
g B A YA A > AT

Wang 55 N\ AE 2023 4 B 320 MR IR L 7 ST EOR GO B 11 & B A AL
f AT BN, Pass2Path A4 B AR IR FE 2 )RR 2 A kiR . RAIES: ) BE ) 5k
LR ANH, HHRA Seq2Seq H Y M LA 2503 e 2 4 R AT 0 F P 114 1Y
GERBOR, AR IR EA B G SURGNRE I A PR . O T IX — a8, Wang 4%
NAERFH 2 48 45 A B 1 S0 PR () BE Al 1, 32 tH Pass2Bdit 114 FE B,
ARG G 6P 51 () TN AR Ay 22 20 BRI, AN 20 BRI 2 4 B VA 23 AH
NERF2ETE B P 2 P AR g AR . Bk, X R 2 D IR SEHLH T 1) 4
SATREZERT LUR 4n 1 ek A

n
Pr(pwnew|pwgiven) = HPr(Ti|privenapWi71)7 (3.2)
i=1

by 1~ 1 AN pweiven GEAF RN pwpe T T KT S ERAE, pwisy WA
T ~ Tioy IR ERAVEZ S AR B AT I TR 20 140 XAk, BIAEE G 1418 X
G50, AT LURSHEST SR A8 — 20 G BB Vo0 2 B AR 52 i, B0 Tt b 1455 FH
BRI O AERIT N

[FIFEAE 2023 4F, Xu 45 A FI ] BERT ¥4 B 2% S 58 40 ke 50t 14 R AE K
%21, JF it PassBERT M4 M IR AL. 2B A 1 S0 B I HE I 1 5 B HR
(Masked Language Modeling) 7t 2444 I xF BERT AL HEATFUIZR, AR5 )
H BERT XJ 1 & & A FRAHEATAR B RE ), Bt T — R A0 48R 2 ko0
4 AR B TR . B3 L, PassBERT FTEAH ) 14 46 PR AT LIl ik
N
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Pr(pwnew’pwgiven) = H PT(OPi|CiaPngven)7 (33)

Ci€PWgiven

Hordr, ¢ 4 E H % pweiven TR § NF5F, opi X FHF ¢ BEAT I 2 5 45
1, UARZIE AR . LI 45 R AR W], PassBERT r 145 H Xk 52 8L 1 L
Pass2Path S W MCAR A, ™ W 1 HARAES: 2] U7 S PSR AT R e s =X i) 2k

2024 4F, Xiu SFNBIHFEM T R PR A PR FR AT
h7 X Ed, JFR Y PointerGuess A FE HIARAY, AN A FH g 00 29 [A) e
HA T, A A A2 6 A AT A THIE . PointerGuess
X 2 S AR ) A AT LA R 4 R

[PWnewl

Pr(pwnew|pwgiven): H Pr(ci|CO7~~-aci—17pwgiven) (3.4)
i=1

e, ¢ HEA pwiew TS i FHF0 | pWnew| N pWaew TS T B
A F IR A E S, PointerGuess {3 FHE £ LA™, it 2 =) F P oo e 4
“ORER” N DA TR TAE . B A T, SorE 14 K% TR AT
5, ISR BHEAT AT

Li fil Wang 7 2026 4F 4 Hi T 5 T # 22 14 98 7 i 10 101 4 1 F A 280 KN-
NGuess' "o %% L Transformer "™ {5y ZERIIEAY, T F I 258000 K 2
KPR, 7604 TAGE T, AN 2R b 5 P 0 AL 104
A B, RO SRR GRS, LLSSHLE SR % . KNNGuess JiT g
[ A S AP T LR «

‘ PWnew |

Pr(pwnewlpwgiven) = H (PrBasic(Ci|CO> ) ci—17priven) : 2'Basic
i=1

(3.5)

+Prrwn(cilco, .., Cim1, PWgiven) - AKNN

+Prrocar(CilCjs vy Ci1y, PWgiven) - ALocal)

HorP, Prpusic /& Transformer 152281 B AR Hi 45 52 - F4 1 & A2 BT 14 24
Jiian R I0 A s Prgvy A2 R 45 Transformer B fEAG SR 45 € 114 ©/F
JSCIRDRT 2 Pt IR i A R A, A3 P h R RN R s 0145 31 &k 45

I, RIS R 45 AT BRI Prrgeq WA 2410 A4 ) 5 K
BRI B AR RO FE P 3T R R AT B A o R F IR MR 4 AT AL
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SRFNZ J5, BVRJ #3358 0 S 1E4 € 14 N B EERER
3.2.2 OSERMETHOSEE LM

HAT, HA R BGE T A5 BEPAL J 6 FEER N R R M 4k .
AR, DL Vec-PPSM 1E A, KT IH 114 2 [B] IRARARLEE 4 2 4 1
HHBGE TSR EERAE, AL, WL HOE NIV RSS, A D s . X
— BRI AL, AR FR bR CniA] BRNARBURE . g PR 55 4D
FIRRE AR, ML R E 2R A F AT . B, Izyf2022!@#123 A
2022zyf123 LESCAJZ AR B 3 5 I 122022 1@ #1 23 Wi fi# 2022zyf123 ¥7]
REPEIR K, (HAGE T 20222yf123 FEIIEAR 122022 @#123 Wi B R A . T #4528
FRABLBE R AR SCAS IR ARABLRE tH A, TGl 10 & F R AT 4 BT A7AE B3 oy o)
P, HEI AT eSS ETRAG U 1AL BT PR U

A RAE B4 T BGE T IR T SR B VR A R HOR B e, i A F A
oL R AL S FH Moy, LSS 7 102 2 15 mT DARE R D il (n BERT-PSM . E
1000 /> TR, 14 B B Do ANSERIE, I PRl AR % e 20 HEAf R0 -5
SEOREE B bE  NTRERR R 1R A Bk, A 14 FE PSR T e A 1) 1
A SRR BRI, AR AT 55 BT 25 5 i 11 4 TR BGHRER 10 4. i, H4IH
4> caesar BRI, BERT-PSM ARHE 1% 11442 Al ff) 1000 AN 14550 AN 45 H
FURE 4 19caesar, BEMPRFZ I VRO A 2242 114, SR TarGuess-I1 1] LALE
AN 100 ORI PR FCPRERB AR o INTH S S 2% B2 R R SR U, R 11 4 T AR AR
S 114 1 FH B0 5 BT R], HR S A R K, AR i
AR E VAL BT R T SERR R B, VRO A LA SRR, PR-PSM 4
F 1000 ANA5 PR 10450 B 752 1.5 FPEF ), JF B2 GPU 1N ) 3K

F=T EEHH
3.3.1 OSHIREE

AR FEAE S H T A RO I 52 11 & B AR 3R 3. 1 017 o AWFFEAETS U
B ERT, REKRENT 30 HAVEL T ascii W4T BRI 4 MR A 2E
REMBATREAT S BEXT IR, T BEREANBRAF WERT A R 4. B EdniE vt s
FARFIAWIRES T — 8 RAPH L2 FRELIRE VLR h kR
M4, AU EHA” WSt Bt w8 T HsR R, AU
F AT B FREAT O B Bl T P s BVl AT OGS
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2R 3.1 AT AT ] A IS A A

(BR LR E S RSRA RO N &5
Dodonew EEfr‘é]% 16,282,286 Dec. 2011
Tianya| . |[#38F5 30,816,592 Dec. 2011

i

3

T L% KR %
256,016 1.57%
9,062 0.03%

3,164 0.05%

CSDN| T | Rikt:  6.428.410 Dec. 2011
s 1.265 0.01%

Taobao % 15,072,418 Feb. 2016

=

=

i

i =
126 MG R %S 88,136,038 Dec. 2011 = 14,995 0.23%
Weibo AT EMA 4,730,662 Dec. 2011 & 458  <0.01%
000webhost W R 15,299,907 Oct. 2015 = 116,462 0.76%
LinkedIn| . . [#HE(EE 54,656,615 Jan. 2012 2 122,051 0.22%
Twitter| X | #E A A& 25,575,929 May. 2016 = 287,551 1.12%
MathWay #HEY 16,051,087 Jan. 2020 £ 209,726 1.31%
Phpbb FARBI: 255,421 Jan. 2009 i 10 <0.01%
Rockyou FEASHEAA 32,575,500 Jul. 2012 i 9864  <0.01%

AEE GG K A I B s PPAL,  FF EAEAN R H R SR 1],
XF R M AEAN [N LA 0 1 HEATUCAC o 3X 3l R il SEAL I (R B A6
o S D G T BE RIS ] B AL it U, ASHIF SR I — AR 21 it B Y
FARA NG B BE—Pilttdz . Eoe, AWEFERIUE — M P AEAFEIK T R
N4 )5, SCRVIER I #RF S S 4455 DT ERARME &, RS OGA
SBR[, ASCEAASOL T B I ge vt a5 1, DURAE A FE
BIAS I P A SCAR, ANdsk P A ARG B, AN B 8 AH B (1) IR A7 45
WNEPSE

3.3.2 HLERMESRRME

h T BB SE A B rb i 1 BT BB S s, AWM T A LS D R
MR R, JFCE T )\ MBhi s (3R 3.2) . XY ST, Bkl
JH| PointerGuess '« Pass2Path®”. Pass2Edit" . PassBERT ' #l TarGuess-II " 3f
T BBt e [l HH A 9 B PR AG S AR X L Bt st oo P g
L FEBEAT VA

Wk, BT ARG SR E S RN, AR SR g R4
HSCRIZEC R Rk, ARWTI 4 )\ Fh Bk 5 6 e B ANAH 9S8 i
Yyt #1 B T BOh 2 IRIUT AR IR S K 4, JF 2Bt by — R BUIR5%
Hilk 1A T TE . Dodonew 1 Taobao 504 FL 1 B 45 Wbl e M5t #2. #4. #6.
#7 WIBEPLL T Tk 8 AN I BURE AR 59 (RIS A 5 B SR AN =) 1) 4 3ty 5
PR A, JFBaE H A B A sm (R A5 B Bk B E D Pt P 2 1)
5. 40, 000webhost %f F F* 4 1) 3R B2 EE K LY Twitter B 58, 375 3. 5. 8
B T B B AR SRR OCIE 2 J5 SR A 6] At SR e 99 6 P I e HH T
Brhi 4 ml geAE 12 BGE PR AGAT 14, BRI EGE ih R, AiF5iE i
BT s, ARSI AT 1000 AT Y 114 b ek 3
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R 3.2 1A FH Brdi A B 37 5 AL i

G5 S | WHREGH) T BH [ IBBIET HEEYCEDMIE T EEN i H
#1 126-Dodonew | 49032 Tianya-Dodonew | 445514 Tianya-Taobao | 455847
#2 i Tianya-Dodonew | 445514 | 1. 126-Dodonew | 49032 126-CSDN | 57213
#3 Tianya-Dodonew | 445514 Y CSDN-Dodonew | 160199 CSDN-126 | 57213
#4 CSDN-Dodonew | 160199 Tianya-Dodonew | 445514 Tianya-CSDN | 552263
#5 LinkedIn-Twitter | 300370 000webhost-Twitter | 146945 | 000webhost-LinkedIn | 214346
#6 Wi 000webhost-Twitter | 146945 | p 1o Twitter-LinkedIn | 300370 | Twitter-000webhost | 295186
#7 S| LinkedIn-Mathway | 111637 Y LinkedIn-Twitter | 111637 | LinkedIn-000webhost | 214346
#8 Twitter-LinkedIn | 300370 LinkedIn-Twitter | 300370 LinkedIn-MathWay | 111637

* SERA G AT IRC A TR K A 20 0k 112 0 2L
TSR P T IR A MmBEvhias: IIZR8E (Mt T UIZRueeti i) 1 & IR
£ ITBEAE T VersaPSE SO K2 FEH] 14 5B VP Al 88 7R R85 ST AT AT

RHARAT AT 3. ASHIFFUAR L3 et (0 &85 SRR fff e W 2 11 4 4 75 B0 R 1)
A E. Bk, ARFFCRBA TR s, Bl 1000 %ors
MR AT BB WA DA R e AT 04 7™, |
TarGuess-II" . PointerGuess" " Pass2Path'®” 2% [14> 5 [ £ 51 34 IS a4 1000 1K
TP BRI, M I R h R 2 R, I AN 224

3.3.3 HFEFIJFA

e STROR ™ RN TR AE . YRR S U RN 2R v, K
SEA N AR S AMES b, I JE S DU HEAT I 25, BEI LR At
RN 2 2 ZAME S5 AL B, FFEE2% ST BEAE T, S IE ML — RAIIES
(NG G T, d MUt R ep 38083 e BT AE 45 AR, [T LE 2
AR [RE S5 th 2 S B 2 Fh R st A0, S IF AR IR — R AR RS

IR AT 4 25 ST (R e AN e, AT IR DU BRI “ SR R,
TR FAA IS AT R b, BEATEF R PE MR B Vo o 7 11 43 3
A AU R 25 SRR, Lk A SR B A 28 BN I VP A R (R b 5 R
(A HURIINE, A E o PR LR

3.3.4 1EMNIERR

1 F Bl A 2 s BV, T RARA ) —A 2R imdt, RIS H 4
e T REAE S ERE A H N S BB, oAy, DA EHEGE
W TAEGAT By, ANBFFTI AL 5 AT ) 12 38 Bl SCE s R Ff— 32, 1k
$£ 1000 AT IIAE N B4 BT BEh A5 g H B A, fEXA 70 3KmE L,
XPTEET A B A s VP A A, JLAERR MR AT LU S HEDh P (Balanced
Accuracy) 0 ik

!

+%) /2= (TPR+TNR)/2, (3.6)

/
Ba=(Z
P
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Hr, nw%?EM@%%WE%%mwm%mﬁﬁéméymmmﬁﬁﬁmﬁ
(VAL B TR T IR 2 A 0 4. DA e 24, W 04 3 Mo K H Ak
i o FEPEUTJE T 1A 5 IR B VP A 25 E AR PE IS, A ST R e 2 1) e A 7
TR REA R i AN BURS . E DA E B0 T SR BE VR, kB i
M4 Chean4) R a a0l —N sy, MM —# s 048 EAhe
Wl (RS 50%, AR 10% 240D REAH 10% [f 1144
Wi, A —AN AR BT DA 24 1A IIVPAl 8 25 3k A3 90%
e, X RREAGE . JrCAEAR T B, AHFIT A0 P e ok
O R W R R et s R s el AN ORS8O

B T AL TP HTHE R R LASE,  ASCEKAE T AUC, Fl-Score” ™ 44 I ks
SR 1A T Ml N R B A v, LR S e, vER L R BUOR T
AR EVPAG A% 2 I E R 255 . OGS I &5 SR 2 DB s S5 PO Y
FMT ETFTHEFINEINEOLSREEIT(AIFIRITIES
AT A QPR A AT O R R DL RO T A e g, I
X e, wOE RS S BRI T 1A E IR R i 2 40 1. JE I R
FOBRAR, AWK A IR S0E O 2 Dy Re ) H A SR VEAL A, T
AL TAERRE

il
&t

3.4.1 AMMOSERITHNSS
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=)

g
o

---- Linkedin
--- Twitter

-©] —— 000webhost
—— Rockyou
—— phpbb
-= Weibo
— 126
---- Tianya

--+ Linkedin
--- Twitter
—— 000webhost
—— Rockyou
—— phpbb

-=--- Weibo
— 126

--- Tianya
—— Taobao
—— CSDN

o
©
o
©

o
o
o
o

I
IS
I
IS

o
N
I
N

—— Dodonew
—— MathWay

CDF (fraction of passwords)

CDF (fraction of passwords)

0047 o 06 08 10 0.0 5 20 25
cosine similarity score Ed|t distance
IR LA i 4B

B 3.1 % Hotl S BB A P 2 B RAT HA I ATBLEZ 20 A o

HIG, AWTTOW S SRR B A B AT DA 2 TR AL . X
BB, AWETOR FE SR ST 1000 A4S AE 34T 14, R/ )5 NIX
BERAT A 280, iEE 100 AN 04, SRR VXS] P - R0 T 14 AR
U o X TP 12 Z AR AU TH B, AR ] = S0 A% s2 AT BLEE AN G 4
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BIVE AR (R FE bR . b, IR IZAHL SR B, WA AL i
PH BB, WA DA B ARL. AETHEH P A S AT A AR UBE R, A
WA 1000 ANFAT 4, SEFS P AU s AT 14, il
FEARLRE 2 Bk o F P 12 5 RAT A IARLRE o Siii 25 R 131 7R, AR
R 28.7%~56.6% I 14 5AT A m AL, Bk, AWF7CR AL
AT R AR B, AR A1 e R AL T 0.5, BRgmi
PRE /N T S B, AN A2 m B . FEXPIANBIME T, SiAT A5
FEARARLIRT FH 2 A 1 v L2y R 56.6% FH 28.7%. JET ISt g 4L, nfLI1S 2
WrEER:

&8 3.1 MBS EMATAAURR T EH R E 4, En] L
P REEXAAT DA ER L.

SEHT, AR P S MR RS T R . IRAE, ASHE
FORE— P N i AR AR, DA I AR R S E, K iR
CABFIA, AR S RSN 22 T RS 1A 50 B VT A% 25 (0 T 4T 58 242 ] 1) it

-

o
g
o

o

)
o
©

g

o
o
o

—— 000webhost-twitter
--- 126-csdn

- == csdn-dodonew
—— linkedin-MathWay
------- linkedin-twitter
—— tianya-dodonew

—— 000webhost-twitter
-- 126-csdn

-~ csdn-dodonew
—— linkedin-MathWay
-+ linkedin-twitter
—— tianya-dodonew

o

IS
o
IS

o
N

CDF (fraction of passwords)
o
N

CDF (fraction of passwords)

o
o
o
o

0.0 02 0.4 0.6 0.8 1.0 ) 5 10 15 20 25
cosine similarity score Edit distance
TIUARGEARBLEE 2 P 1

& 3.2 [ F P AEPTAS AN IR P R 12 22 a) (R AR ALUEE 23 Ai o

BNk, ARHTONE PR E AT A, BT AT H A RNH 1AW R b4
FIAT A Z A I ZE 00 o AN ST AC N 45 20 1) 1 4 B M Mg SR L i, 1 545 21
T ARG, R P AE A A FEIK BT E 4 (BaR A4 AL
orAiie SR A R WIEZ 207, wf LUABU P @bk 12 22 18] I ARBLRE, ARAH]
HA5UAT N2 B AR 5, SR —28, BARME, M ok b4 2 18]
(K2 0 A2 AR O 0.302, ~FIgw B B0 6.89; 1™ 04 5t K
A Z A2 IR XABUEE D 0.56, ~FRigiiE i B N0h 4.07, EIREIR L,
FLFUAT LA ANIH DA (PR 2 F AT 28], e R 2R B 3% 220

L5332 FISE I OA AT, HOF P T AT 114 AT S 2 2%

35



= 2N I VLA I B

$ AL TR B R T FRAT 250, AFROMEAT T RSk
Yo, SLEHIN pvalue < 005, ULWT RSB TEA L REEN. Wee, I
FIURB2BALE S, AT L HI = i

EAREEO<. HHIBOS

~ERERRITH4 —>ERAMRIT O L

123456 JohnSmith
password JS2003
qwerty HE John2003!
abc123 B / \ &R | | IJSmithl23
wipne UL RN gmneeme) PR D
&) N SWAAASG) | BN
(BB AR R P B BAR) (5% 14 B P B AR

P 3.3 i1 55 114 T AR BERIAT 14 R 85 12 IAT 0 At o 1 4 A
N AR, HEAIH A2 A T8

SR SRS URI3. 2 RS S 1E LA MR BEVTA T B T k.
A F 99 114 AT R BN T I IH A 94T, o) RLRE R 114 55 AT 4 B AN A 2%,
B4 5 1014 T AT S RAS S 1 4 T AT o G 3.3, A 50l LUK P
14 P99 10 A0 7 F IH 14 W RG9S 1 AT, 303 8 AT M EAT B L i 45
—. b, BTS04 AT S B AT DA AT N, AT DA SR AEF
PRZT A RRAT I 4, BT LAARHIFFOR HR 4 R B AT b i IH A4 AT
PR — A LLE P R N ZTRAT I 104 (ltn, K44 K = (0 P ol e 248
FH zhangsan123 V£ 1 CI T4, FTLLEE I IH 4 (047 4 AT LARR by A5 H 2 I 47
Ko AE_ERGGHIIE T, AT LU AT 1004 T R ) I T4 14 76
RIS AT B PR R ORI, R R 2
b 14 T AR ) I 15 T 04T 1A AT DA P R 4 B TAT . KIS
BASOHAE T VAT A A SO H S M BE IR bR ik 510 HEAT T 23
—BRE, SRR =T
3.4.2 HEFIEEIGITATBMEBRS R

SRR PRV BE A SRR AE 2 RO IOAT 55 b e PR TS 10 5 1 55 R
HEATUNGE,  SEUMAT 56 ) GRS, UL ] 16 3 2 AN AR [T 46 HE AT A 380 0
BN R O N T AR e ™ Rk e A4
ENEEE:S
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%ﬁ%?ﬁKMuﬁgﬁf? B EHEE A2 I, SR B 2
WO S, LIRS )3, RS IF R T A ™ AR
%%%DAE%EWHH%TﬁﬂE%ﬂéHE%%Wﬁﬁ TEG S5 b,
RIS B T A% SOHE S BEAT VIG5 5 BEAT I 2R 10 T 55 4 5IFR 4
URAT 55 RIS AT 45

oAb, ASHFF B BB R VIR AE S5 L VI 2R sk, A L2 R S )
Feflto ASCBYIGATS TN B0 R 5 S4T 55 b 0 5 43 B AR 43
FEH Oy, O € RY. ZHLALSE ST BRHFC TR, A M2 A XU R 38
T R B BE, R B b 23 BT 01400 6T 11 4 SR FEE VT o B P R 2 2D Bk R
%%ﬁ,z%ﬂ&RmﬁwﬁﬁWTW%ERLW%ZF TR ST % AT
PRI IZACRE ST, BB K Rogorger WV it T 75 J5 SEAR45 LAMORS, AAL7EY)
URAT % L PE RS IR TRRE . T A SO X S R AT TG 3 5 S, R4ttt
B AT B MU B U

X33 R T XA B R U O L 05 2 A5 (R
X—Y P FHRREEL L, YxY—[0,b], ZAARE A ZIAK

12
_Z hl xl yl (37)

3

5N L,(h)=Ep, [¢: (h(x),y)] Z w2, R

1 n
Rgen(h) ED, [ﬁz ht - Z ht xl yl (3.8)

:

Horp Dy RoR G BATSSAE XxY ERIREEHE A7, {(x,yi) Y, A Dy I
f) n ANFEA . AR PT 1 Rademacher R FES H EFE (LE[HE3.4),

ZWRGRE . T HONGRAL, AR5 8T 55 EROR TS RIRTAR 1T 554
A RAR L B, B A 25 5t s UG+

1 n
Rforget s,1) = — Z s(he(xi),vi) — ¢ (hs(x),y)). (3.9)

n
o g Ry AN A DT UG AT 55 b 43 K e A
& X339, 3.8 A KU e XA 28 56 451 S A T IR i 2, e
N R IRz AL e ks 2C3.0MNE T — AN R A SE BRI s B A B
ot KB AL vh &, T 208 08 B S WG AT 5 T RE I AR A H T B S ant s R
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B Rorget (5,1)=Enp, [£s (b (x),)] — Ep, [6s(hy(x),y)] KT RENIRILGAT 55 534 Dy,
Ja A B s AU, G JE AR Sl 5 B B 4 00 T KU

N, ARSCHEN 5| 3#3.445 LT Rademacher 5 2% vz A0 XU 5.

SIEE 3.4 UK BRI EAT T |0 (e (x),y)|<b HIK L pi-Lipschitz 54, RKE
H, MEK Rademacher L5450 R(H,) = E[supy, cqy, 1 X0 ol (x;)] (o o7 )
SECA {1,110 X FE X33 M AR, BUNASEX MR > 1—n X rf
hy € Hy BT

Regen(hr) < 201 R (Hy) +3b ﬁ%@ (3.10)

LR AT AL R LT 2 00 R 1 4 R ST RO B L AT
WK% 590 Gy

WERR. 4 hy(x)=h,(x)/b, F Rademacher &A% -7 nl 13

; Iy : In(2
Reen(hr) = Ep, [£(he(x),y)] =~ gﬁz(ht(x,-),yi) < DS (0, b)) + 31 ™ n/ n)
i (3.11)
Wji [ 9 b FFRIMH Lipschitz 4605, E143383.10. .

POk, ARSCH E #3514 € WIAR A 55 A A ST 55 I 2 A AU A e
o RS 5 DRGSR S A 55 IR R R 2

IR 3.5 W ta—tp KoL ta A1 73 5 9 W1 46 A0 i S AE 55 (K 45 8257 S 1
o X2, A PIAE S5 B I0 AL Hyy DMy HAFFA RN AL ny <ng, W
Fo B0 AL Gty <Gipsiyo XTI, 5 ) 4A A 55 400 K o BOK T 1 Y
S50 0 B E AT Hessian 5 A T AL @ BTG AL || VL(Op)||=0 LL L
IV2L,(0) = V2L(Op)[|<p2l|® — Ope]| (I py IEFED, W

o 1
Roorger(tas18) < 5 (A VLs(050) ) 18] (3.12)

Ho Amax A Hessian FFE I RRHIEAE, 6=6 — 0 AR ZHALE 0, BT i) 5
B

WERB. X Ty A XUES, 1 HBC Ha W %14 5 Rademacher & 2% Ji 3 A&
R(Hp)<K(Ha), H15]1713.475
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1 —

Gra sty — Guy i = 201 (F(Hg) — TR (Ha)) + 3b(n(2/))F (52 1y ?) <0, (3.13)

Eﬂﬁﬁ gtA%tBSQIBHtA E‘J?%%\o

X as s KRS, I Taylor e FF IR E B, X WIAR AT 55 451 % bR £ A7 A1
ac (0,1) 113

. 1
R forger (14,18) = Ls(Op+ 8) — Ls(8pt) = VL(0) ' & + EcsTvzcs(ept +ab)é

— %aTv%s(em)a + %ST(V%S(em +a8) —V2L,(0,))8

1 1
< S((BUNAUT8)+p2[18]1) < 5 (A V> Le(8p) + 2811 1]
1
2
(3.14)

FCrp 5 =473k 19 Hessian MR IEAS M V2L (0p)=UAUT, A=diag(A1,...,A4)0

O

SERE3.S A FFAE ST G AT R T 5%, WP s AT 5
VWA S s AT M AT 4, 45 TT LAE— R ) N FRAEGSZ AL R
A R T T, 5, TR, AL 1 BRI, F S
Griostn<Grgsnss TWELEAES EIGEILA MR FG. HIR, LR R forger
I TR R 2 (7 B4R R B || 8| (977 I Lo 1T 7E 3 2 2P
W45 FREAFINSE, TIATBA— s PR b BB T R R (8] BN, MR
MG 2 AT 25 - st U™ 1,

ER RIS RS SS REFR R T BRI, i, ASCARE BT
B RUAE Jim SEAT 55 (I Rl R b R 45 7 0 2 B A 30k

T 3.6 WHIIATSS ta LNZRBIRIAG B BAL 0, X3 R VR 453893 (F)
MUK RE B9y (UF), HAELJG AR5 tp EACOHIS, XTI 2508 6 73l A
M= 8UH) ORISRk, BATRSHIMIRD Fl 8™ =(0,80%) (LS
IS G HATHORD o R A B0 R 25 R0, 2 AR b S e
Gz <Gl (B Hi, CHipan)»  TRTLARAT 55 30005 KU R ZE 41k
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5 full I
fli’rgef (tA’tB) - ,R’frgrget (tA7tB)
1 1
:=EQTUU#f$W+($WWHmm£#+ERsﬂﬁﬁmmﬁsﬁLwagyimmﬁg%}

(3.15)

H H,
o Hessian F¥F Hs=V>Ls(0p)= FF FUF |

Hygr Hur,ur

WERR. XS Tz AR KU, JLUF RS e B350, Ak 2s o TR KU,
SE BH3.553 0 N T A B AR A o AR a5 O PR RS T, v 1

X 1 A 1
R?lol}"get (tA,tB) = E(Sfull)THSSfuua Rﬁfrﬁrget (tAvtB) = E(SfrZ)THSSfrZ- (316)

JEIT A RROR I xR, 153

(8" T Hg8™! — (82T 6™ 4 2(8™) T Hp 8 4 ( 6%11]:1)THUF,UF full
(3.17)
IRE T AR B o e — I R MR L 2, BIAS 3315 i 221 O
5E B3040 78 T K e 25 5000k 45 0 80 70 S ) o ZEPE IR R0k . BRI
Oy f TR IS RS, B R 4 BT Y, 21 S AR AT S5 s AT % (HI) Hp e R EOIT R
JRATBERD, HEJGEARSHHR MR T RS () Heur KGR AT READN ). Tk
FRGSHUN BAR Y, ARSCRAE b — b ik

3.4.3 RHFEFIMEOSEMREE

BRETROODCHEASTH (EREA)

TS O S E 3R Bt BT

<123456, 123456!> SR 123456
<abel23, ABCI123> iE (GREERIE, MAHBARE) WAREAOSR password
= p@ O4E A 11 Pr(123456!|123456) = 0.0026 [123456] qwerty
<password, PASSWORD> - P 123456k
SEAPOSUERITASKHOLSH \\\ O Lok \ RITOLiEA
F5 S— )&( 8 /A 04: 123456!

A& AAOSEEHHROSHOSN © l*ﬁﬁ T~ / kO SR

<alicel23, ALICE123> ﬂ"% m'lﬂ [ 123456! JohnSmith

<hotmail, hotmail 123> K Pr(123456!|123456S) = 5.9 x 10+ [123456)S 15200312

<princess1, princess!> AeERA F AR WMAREE D@'ﬂ\ 12345635
<20031215, 031215> (RERME, HABLIRSE)

BERETIHOS (WH%KO<) MWEATH (KHEHR) il O ENIEE B IBNB IS

B 3.4 FHRFEEA S BOR, K 04 BB 0OE 2 DRE I 2 5 5 P4l 45 o

AR, BETASCAEH3 A O P 2R 4 AT A3 R P 4 4iie, DA
KAEHI3. A2 AT BIR 73 A, ASCHEH VersaPSE (Versatile Password Strength
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Evaluation) £ DA 114 #8 B VEAHE L . i%HE 4L B0 0 P RS 4 STHOAR, 1R 14
T P AR ) I A A B T AT 14 BT IH DA DA ATy, HETHE IR
14 () 04T PR 0k 2 ThBEIK 114 B VP4 28

W5, VTR S R AR A AN, A G
TSRS BEATSS, U Ry S R AT 45 R . 7 5E BI3.50, A SCil
SRS AT, 5 HH I Y3 PE AT S5 ISR AR S5« AR B R AR 2541
JEEEAT 45, BT AR A R 2 2] o s s AR R VZ AL XU . ZEBEEERE |, [
BASCHE T HR 46 163.2, b ibdgh: T IHOAMERT A A HE T
) WHETRATOAMERT . (SRERT Y EENER. &G4 Likmis
SIHTRUG I TEFIAT A BIGe v AL EE, S 7 LA 70 A 8 SRS o= 1 S 56 4
i1, VersaPSE HE 483 HUSE 142 2 [ A b T FH A7 RV A WIIGAT 45, A T AR g
MR A ML T AT NS, A BURIT B B 53 e BRI ¥ 45 2 AT Bk AT
Yro KPR LB IR, AT AT ARG ME A, e ibgin 2 ) 5|
R ME AR, AR SRR, DU S 4 #0821 4 )
AT A b WA RTERAT A LS SR, HAE 04 S 4 AT 14
R 04, Beis A TE FIAT B4R AE TS f 1 A4 S5 40 A4, Bk
TERF 2 2 5 LR O L A A H T AT

WRIG, 10 LIRBAR R ISR b, O R R A 3] 0 R — AN B
FUV 156 458 5 2 ) e o 7 A B R R (KRR B TR/ R 2 S e VR 3
PURLEE (3% SUAE T, BRI R 84T 45 AT AOm I, IS it— 18 5,
HEAT 30 BT 5 4545 By TP R T A D UA AT 45 b2 2] B S B0 A0 L, 3 i
SR B AR R R . R, DRI, AR R EE3.60h IS AT, AR
VersaPSE HH T Hi 1 5 5 s S U2 ZERCUAI . R 5 114 T AT Sh B A
F TR, A5 A8 SURR A SRR T X RESETH AT Ak A, TR
FIRE T e 8 70 ACHB TR AT b2 ST 2RI TE AT B, TR & MR G A ST )
R 45 DLAE I S R e (5 B R T S 0 03 R 4 ) 7 ATy v e — 2%
YRR () 1A A B S A AR, IR AR ACE, B TR —
LA U AL

AR, HETERR, R DA E B Z R, BEGRS LRTE
B ARSI HLASTIESY LA Pass2Path B2 Pl BEG, A 444 44
HEREIEL o S [ 4 343 ) 0 A G 9% S B vk 8 RO TR R A . a1 135 %
Pass2Path BI 4 i h, i 88 T2 S0 14 (H DA BRFAT 04 i
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B ER: BRETIROSHERTHA OB E: BB TRITOSCHERATA

1 1

i <DEL, 6> <DEL, 7> <DEL, 8> i <DEL, 4> <DEL, 5> <DEL, 6>

LI (SR, A8 )| B | WA, REMARSERR | [
o <Ns, 695002 8 st aneq, 1 50,09
Y ans, 6 gs001 ) 27 Z 59 B R <INS, 4, ¢’>: 0.03
I jpw,: alicell! .—b.—b. TS, 6, 5008 ! I pw,: abc123 —b Sz —>|S 3 | <INS, 4, ‘d'>:0.19
I |pws: alice123 | . i1 1 pwy: abcdef123 :

I %% (?‘wﬁﬁw'a'?@'x?#? """"" ;
|
R

— ——— — [

|
T s 55

1
1
1
1
1
1
1
1
1
1
L

K] 3.5 VersaPSE (145 227 >) b #2 B, B R0 B0 o &8 R 10 328 86 s ) CRA
Pass2Path 441 ).

SCRFAE,  AA A gt DU AR 91 2 L) 25 15 1) A0 18 SCHRFAIE, A H 0 122 2 BT g B — &R
PR ERAE. A, W T AR S B ST 0 A 2B ATy, FER
SHCRAE S AT DA F AT AT VR4 s T dmiS 2% 27 2 45 0 1A TR SURF
fE, HZEKAE2 RE AT b BT R0R, DI AT 1A T )R TR X
FFAE. Bk T Pass2Path B/ DLk, KNNGuess. PointerGuess 558 [ 2 H( 1% 45
KN EARAE 351 P AT 44

FERUE 75 857 21 5 B HIARAE 55 55 Ja BT 55« BB BUHR (R VR 473X P KOG
WA )G, BAEAWT TS 3t A 4 VersaPSE HEZL N, AL (Il 250 T AR AR o
VIR RE T, EAELE OB BR A S AT 0 EREAT ISR, AR R

AR DA FAT N RRE,  RJE R 45 b 5 AT OGO R, R Y IE
B2 e/ m AT 8 BTN, AR b T8 SRR AR A DR I 1
IAFRNHE P IR SRR A R, D E R AT DL R I v
SRS I AT A A 4 R AT O, BB ) APHAl AR A R 1 4 0 B A
A BB N e

B ROk, AEVEAG A PUFMIMER, WE34FTR, B AeARTFRHER AT 41
SRR Pk Al e, AR PSR 3 23 0] SR S A PR I 2 pwres AH
BURE B v RIRAT 12 pwpop MIRIR 1% pwyiss TR 12X < pwies, pwpop >
< pWiest, pwais >0 )G, MRS LIAX], 14 H BRI v A 5%
PEMEZE Pr(pWies: | PWpop) F1 Pr(pWiesi | pwsis)» BT AE K H & AETESE [0 55 I B0 i 1~
(R BESRAE, Ja8VE R AT Bl NI R B RAE, 4% (R bk v ) 11 4 it
TEIMPER
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EEH RREITSER

3.5.1 FOLEMRREMEMRLESR

AFEH] VersaPSE 2 UIfE N 3 VEAL 7 58, BeEhodis T HLA IR 1k 14
HIAEAY, O LAY B 5 R A AR BB LR 5 T i AR G 25 R

« KNNGuess S ERRE . i M frfi A 1) BE Gl A5 8L /& Transformer 571,
H A OSE AL SS AR o th T id s 0 ST FLS € 14, fRRg s
BTN L 285 i H TR 25 08 12 my 4R SRR T 11 4, AP et
S )RR BE R S5 AR A, O RS RS . XAE ok, B RAD A%
AT DAL B A I 5 AT b o B B2 2% L2 ST AR, gmhd s 73 DLAE 42
JRHE AT A B ARERAE S)AT 1A B U ATRHE .

* PointerGuess OS¢ E AR, ZHQ LM AR wIDAE . Fidd. R
JINUEIRFREFHLE . Horh, gmbdds 2 gh e 04 (0B EERAT H2)
e B B, VR IHLEI R g i a5 B s S5 B il s AGE s $R4E
PURIIRR P45 2 2 HE E R, P e I 2R . (i Or 245
E HA I AT, AR DD AT M B A BRI 4,
HR 4 AW T4 H 1K) VersaPSE $7 2557 2] J# W, 76X PointerGuess #E4T X5(i&
I, AT FUAERREE S 2] I R 4 AR B HL RIS 2%, o L 5 108 U
SV IR B BRI R G 25 o

* Pass2Edit O EARE, BRI WEBC NI, H GRU BAIEEE > 1
AT SURFAIE, S5 ) AR A B OO, I Hod i Wy 2 A i %
JE A 3 24 57 I ) 20 i 000 ) B G AR ERAE . 5 RE 3 GRU B BB =7
> B ) R TE SURFIE, ABIFFAERREES: S, VRETRERL IR e =
M GRU 28—, ik GRU K Ja P EAE4 R B AT 4 5 2 BN i X
(=0

* PassBERT O EMAREL, 284K ] BERT 11 0 JLafifiy, Jf Hg 4
H AT AR AR 2B ) — R A g R, NWHIAE D2 AN F 75T L.
PRI, AP RF L S IR G AR R Al 2, A2, DA Ko
s s — 2, ERRE AT N B Pt as R AR =

* Pass2Path OSERRE, 20K H Seq2Seq 1E MIEAR LK, Hrhgmid
a5 FH T2 20 45 0 DA TR SURFAE, AdRdas F T AR 98 gt 45 45 2 118 SURFAE,
EFR G LRI — RN 4E . 55 PointerGuess BERILL, AHFFAE
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FRSE S I ELB R G A (AT 5, U i 2
3.5.2 OSERWEFTHOSEE T

R 3.3 2% LA s VAL S8 B Bl b 5T i PR

. VersaPSE VersaPSE VersaPSE VersaPSE VersaPSE
Scenario KNN-PSM PR-PSM BERT-PSM Vec-PPSM
(KNNG.)* (Pass2Edit)* (PointerG.)* (PassBERT)* (Pass2Path)*
0.930 0.918 0.867 0.812 0.906
0.695 0.540 0.719
#1 (+11.8%~ (+10.3%~ (+4.2%~ (-2.5%~ (+8.9%~ 0.719
[0.832] [0.679] [0.767]
+72.2%) +70.0%) +60.5%) +50.3%) +67.8%)
0.883 0.892 0.864 0.812 0.875
0.606 0.636 0.623
#2 (+4.0%~ (+5.1%~ (+1.8%~ (-4.3%~ (+3.1%~ 0.849
[0.827] [0.840] [0.732]
+45.7%) +47.2%) +42.6%) +34.1%) +44.4%)
0.954 0.951 0.938 0.883 0.909
0.541 0.786 0.667
#3 (+1.1%~ (+0.8%~ (-0.5%~ (-6.3%~ (-3.6%~ 0.943
[0.688] [0.856] [0.732]
+76.3%) +75.8%) +73.4%) +63.3%) +68.1%)
0.890 0.881 0.861 0.803 0.864
0.601 0.565 0.620
#4 (+9.3%~ (+8.3%~ (+5.8%~ (-1.4%~ (+6.1%~ 0.799
[0.814] [0.788] [0.709]
+57.5%) +56.0%) +52.4%) +42.1%) +52.9%)
0.950 0.941 0.927 0.886 0.916
0.574 0.814 0.680
#5 (+4.5%~ (+3.5%~ (+2.0%~ (-2.5%~ (+0.7%~ 0.909
[0.710] [0.886] [0.760]
+65.5%) +63.9%) +61.5%) +54.4%) +59.5%)
0.925 0.895 0.879 0.852 0.896
0.803 0.658 0.705
#6 (+4.0%~ (+0.6%~ (-1.3%~ (-4.3%~ (+0.7%~ 0.691
[0.890] [0.754] [0.759]
+40.6%) +36.1%) +33.6%) +29.5%) +36.2%)
0.926 0.901 0.865 0.869 0.900
0.830 0.632 0.722
#1 (+4.2%~ (+1.4%~ (-2.7%~ (-2.2%~ (+1.2%~ 0.673
[0.889] [0.699] [0.753]
+46.6%) +42.6%) +36.8%) +37.6%) +42.3%)
0.891 0.869 0.860 0.833 0.858
0.728 0.749 0.656
#8 (+4.5%~ (+1.8%~ (+0.9%~ (-2.3%~ (+0.6%~ 0.819
[0.853] [0.844] [0.741]
+35.9%) +32.4%) +31.2%) +27.0%) +30.8%)
0.919 0.906 0.883 0.844 0.891
0.672 0.673 0.674
Average (+13.0%~ (+11.4%~ (+8.6%~ (+3.8%~ (+9.5%~ 0.800
[0.813] [0.793] [0.744]
+36.7%) +34.8%) +31.3%) +25.6%) +32.5%)

R L i S £ Sh R SR 0, ROCLRP 0 1 S
FEAEBPE RS TH i 2
T AT T SR 45 R DA 1 R BE VT 88 4E Zxevbn-PSM FIERBI T, BT A3 e L .
AW TR VersaPSE MO 10 B4 2 A 114 om BE VPl 48, S 19 0 &5
PR A8, AE3.3.27h iR i 1A E B I 5 T T RS SER.. FE
FIAB L I DI AEF BoE, 72 N2 HEHBGE TR THRATH S, Mk
VersaPSE LLAM ) FL 8 5 114 0 BE DPAY @8 TR AT RO i AT 2 s B2, ASHF
FERIH Zxevbn-PSM AR BT — R AV E ] 14 9 T VPAN o5 A Bh DAL 28 . XX
#H O T 8" 33575, KNN-PSM, BERT-PSM. Vec-PPSM
55 73 BRI 7R Zxevbn-PSM Sl (1) 2 9 S VP4l P AE AR M . 7 2200
RIWJE, BT PR-PSM ARG w4 & T Zxevbn-PSM, Jf LAH 40 B2 R IAE R+,
AUFEGHIE R R, AR FBIAT 14 s B PPl 2 1 B AR BOE 25 WM 28 1
MSEG 25 SR rh AT ORI, 183k VersaPSE fuit 43 21 (1) 14N 5 H 114 5 PF
fti 2%, B VersaPSE(KNNGuess/Pass2Edit/PointerGuess/PassBERT/Pass2Path), 14J7E
HERAVE E T mE I TR AR R A s RV SR . E e, SR T AR
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Vec-PPSM {EHERTE |2 K T VersaPSE i J& it 11 4 F IR AY . X AR AR KRE
Ji b LR A Vec-PPSM H % 18 ™t 11476 S A 2 THT A i N AL, T 0 A
LS P E AT A RS kb, 3k i AR T SO AR AEARAL P 1) 1 A R
H B B S R 7 X 7 TFoR, Jikgs T SR ARG 1 £ 11 4 o B P
fitie A, AWEFTHRHI ) VersaPSE HEZL T SGE 45 2/ 2 s BEPPAli 25, JLA S
BT N AE B, gl Fr8y o) Ja R B ok 14 B AT M BT @, ik
W6 P A AT T3 AT 0 R s P DA

KNN-PSM. BERT-PSM. PR-PSM 4} |F| | KNNGuess. PassBERT #/ Point-
erGuess A= il 145 M0, 35 110 45 Bh IX = Fh 114 5 B R AT 10 4 5 B DF Al o
Al LA F, VersaPSE %} KNNGuess. PassBERT. PointerGuess [ (it J7v%, Lo
KNN-PSM. BERT-PSM. PR-PSM EAHM13% . 73 &3.3AMEK I, VersaPSE £
it J5i 1] KNNGuess. PassBERT. PointerGuess 7F#Effi1E 48 7 KNN-PSM.
BERT-PSM fil PR-PSM. iX 3L/ K %) KNN-PSM. BERT-PSM # PR-PSM #/| ]
120 0 A i 58 DA 0 0 A7 A 7™ A g R, B ) & o ASE 28y e A
fiR B 2, JCiR AR o A A8 EE Bt T Sy g O i 1% A, RIS W A R
(77 AP 1 0B, AT SR ST R AS, SO R A IR ik B2 B At R R
THAGIT, ST R R A B e A PR o S 15 o VeersaPSE U 175 4 Ml 3 sk 11 4 20 FH A 1Y
i LB SRR R AR Dy ol B RAE, SRt T B AR S ) 2 s S, AT RO aEE T
LT DA RS VTA 112 ik 82 T M )7 s 2RI o S it — A A ) i

BEAL, VersaPSE it M4 B HIAR R B A5 2 (1) 1 & 9 VPl o, [RIAE T LLVP
T ARE FAE IR K 2 5m . AESegh,  BVEES DA K 5 & g VP A 4%
FEIC S HE B = K Zxevbn-PSM A A 5 1) 45 I 0 cli 1 1 i B2 PEAG 4l B
VersaPSE It t8Cie 15 21 1) 5 5 DAl 25 0 SR AE HE A 1k BRIl B 1 BLAT %2807 .
X 4R U], ARWTIUAE VersaPSE BT Hh (147 825 2] J7ik i & s A3 kv,
FCANZRAG 2 10 12 3 PSR Aty 512 m] DA Rl 1047 B AL 1 TH 2 [
MEHAT . 19K VersaPSE i 114 HIA A AT 21 PR DAl 5% £E 1 5 170 45 0 7 5%
NERTE, AWIIORAE T BT

3.5.3 FAFE[EALHEMBE TRIO LS AT

SR R PO R ) AT 3 St b 1 2 s B VP AN IR SE R B, NS
) WSpearman R AN VersaPSE tiid 13 £ 1) 2 Ty i H 2 9k LAl 4, LA
AR AR ) DR VPl &, EAT T HERRTEPEAL AT LA
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= 2N I VLA I B

Weighted Spearman Coefficient

ighted Spearman Coefficient

]
E

K 3.4 4R ) 12w Pl 5

Wi . . . * I
1 oy Weibo Tianya-Dodonew 126
2 (Tianya) Dodonew Tianya-Dodonew CSDN
3 y Taobao CSDN-126 Dodonew
4 B Phpbb Twitter-LinkedIn | 000webhost
5 (Royc%k ou) Twitter 000webhost-Twitter LinkedIn
6 y 000webhost | LinkedIn-MathWay Twitter

* gkt A HIT- NPT AT
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0.50

0.25

0.00-

-0.25

~0.50-

-0.75-

-1.0943

14

107 107
top k passwords in the test set

(a) #1, Tianya—126

0.75-

0.50-

0.25

0.00-

-0.25

~0.50-

-0.75-

-1.09¢

107 107
top k passwords in the test set

(d) #4, Rockyou— Linkedin

K 3.6 LA G K SN R T8 70 BUdi B (K52 48 45 R

(a) Rank=10.

3.7 VersaPSE(PointerGuess) 1EAN [Al A5 25 PEHE 44 A7 B AR W Spearman 53 54
ISR

N

— AN O AR VA 2,
A1 T VersaPSE MUFFSE22 21365, YIZR4E B T fuzzyPSM ik
TINS5, AR IR, A AL B A BE A R LT
AR V2RI C A4 P lh ik 0 45t Ji] T 125 VersaPSE iz
URNIRRS e

2 L 2 L

TR o

T 075 \ G 075 e _
£ A - E O\ T == =
8 050 \\‘f = 2 050 eSS

o \ [}

c 025 € 025

% 0.00 % 0.00

b3} 3

&-025 &-025

B -050 B -o050

£ b=

5-0.75 ©-0.75

7} 5}

2 1ogl 2 1ogh

107 107
top k passwords in the test set

(b) #2, Tianya—Dodonew

107 10
top k passwords in the test set

(¢) #3, Tianya—CSDN

o o L
2 2
I3} 15}

T 075 G 075
& &

2 o050 2 os0
o o

c 025 c 025
T 5

E 000 E o000
© ©

8025 & 025
@

B -050 B -050
= =

2-075 ©-0.75
H 2

~109o 107 107 1 -10g

top k passwords in the test set
(e) #5, Rockyou— Twitter €3]

10T 107
top k passwords in the test set

#6, Rockyou—000webhost

(b) Rank= 107

013 o021 0.0 007 om | 057 019 014 034 016 014 007 - o

01 002 007 | 05 011 015 007 o011 0.01 - 009 011 0.5

002 027 002 015 004 0.26 001 032 009 019 001 -

017 -0.06 027 0.02 017 0.01 0.05 038 -0.07 007 -0.09 034 0.0

0.06 012 003 023 011 017 018 o011 00 006 013 043

006 013 003 01 003 044 048 008 009 007 003 0.0 0.29 05
-1.0

(c) Rank= 103.

W3 4P, AWFFEEE TN ARE [ BRI R 1A s A 5

SCF, T B9 VersaPSE R E il TR BT REMER A

LRI, AU T2 VersaPSE T 1114 T AR (1) 11 A% Rl R 427

W55 SO B DA s VAl S S R RS

L,

FE_FIRNAARE ) 12 s B Pl 5, VersaPSE BT idcis 45 211K 13K 2 2

HE 2 9 PPAL 2% AL 12 5 B VA 23 1K) W Spearman 533000 K13 .6 M13. 75T 7R o
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BE AL (R 4 ) B 53 11 /& VersaPSE (PointerGuess) F1#% LA 1114 5 & DFAik #5% 1)
WSpearman AX{H. ] LLFHEF], VersaPSE i J5 15 2 ) LK 2 T fig 111 4 5 PP
AR Y SEL T A 14 s B PEAL 2% B sE 8 /KF, o VersaPSE(PointerGuess)
FEPTA R GPE A A B B B Bl . R I MUK 2 D g 14 s TP
fli %%, Bl VersaPSE(KNNGuess/Pass2Edit/PassBERT/Pass2Path), [FJFELE b it
A HA A B2 00 H b, SEB T0BIAT — R AR E In) 2 5 S VT AL 5 1)
o L2 DIRE I 5B PPl & AU F ) 1 2 LB 55 56 Ty
FEART RENG

FEAT T, AT FUIE I 0 KRR S8 > H R AR AT LSS, i o 4 T
BT URAT B A AT IH & PRI EE AT s ORI, A9 T =4k 418, 1
X ARG, AEPUHE—P Rt T A A AT Rl S I B AR HR
PEE, MIMFEH VersaPSE £ Djfig -2 s JE VP R BT HEZE . X HEZL e % i il ¢
SR HOR, Ak A HE TS ] I A P A AT R, AT AR M R
HUE B D RE 2 o BV A%

M3t VersaPSE HEZZ, W5 H KNNGuess- PointerGuess Pass2Edit. PassBERT
H1 Pass2Path 4 H A AL 43 0 UGS % T Toak 2 DIRE H 2 s fE PPl ds o SEe &5 1
FM, X TR DIHe 11408 A g8 A8 14 T H Moy N A BE TR s,
YRR PR e B T BT O E ) 2 L VAL & AERE ) & aR B VPAl I S
[FREIL 2] T I — R IVAEE 0] 2 9 B PPl A% T S8k KT . A= TARKE Y
% DIHE 4 ot B2 VP AN 28 (0 B vt B8 B i A6, JF Hob B & F IR AL 7 1 4 ik B
PG R B AR TR
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SEDUTE VRS ) BORAE S 2 1 7 S P N

FNE REFIFAREEOSCEARTRINA

AE RS G UNAT A R B 2 2 BOR B B R 7 %o AR EAIHIRALAL 7>
H gt s et T8 02T 5, el Ay IR JT 58 D2 R R 2y 14
P T SCRAIEAE L, AT BUA s D T RSB g e et R, AJT
X HRME R AR E AR X 7 B H AR AN X 2 U

E—T HMIRE=R

b 25 LR I (RO AN T D T s S 4 PR 0 10 A B R LT LB
54 FE PS84 80-107 AN 1y P TACAZ I A L A B A 1 I DR
FIHMIAT IR o XSO T EFHCAZ 04, ETE 1A I A7 LE Pl R i 55
70, Ltk 5 FAcdz AT 047 A LS B A0 Rk
(AR, Heeh g al LB R R T 2, WX IGES 0 1A AT AT R, AT
ERRPER AR B T, SR I R SR e 4 R

T E A HER Ak, A EESS (Password Manager, PM) ¢
TR B DA R, e O ez DAt 04
GEALch, PR E S (P BRI DA, BRI
AT FR . AL, DA EELA Al LR EIR O A/ B, HEITE. Bk
LA RSB TGS, AR ok T 2R, ESEpiid, D4 G
HS PSR T Z B s A S0 mas”, LR THLRSG D
LI “HRRRRAS ", HIIE KR &2 AT

SR, 1A BR B0 F P AR AR K R, ok T i £ e e pait, 1
A IS TR IE AN 2 1A BIVRT 7 1R BT D B 4, 2 A i B A T
T4 G k. Yz b, AR DA, AR AR AR i
AEM. A FATHA%NE55 10447 4. Security.org FIHHIA R 451k,
2023 4E1, ik 28% HOFH FURAE I P 0 1014 ELHEE AR LA
B4, B A Bk S R R, AR I B 1A 5 e
VOG0 SR A5 B8 1 IR 25 32 607 TT LB BRI 22 A LB (K A NS
BB KRG, SRR, RTF R, W AR R B 2
AR, B F IR T 0 A IR A AT Bk 60%, X TERE 4 14 B s
[y AR SR T R

UL Ah, T A B AR A VA A T . A A DA ThRE,
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SEDUTE VRS ) BORAE S 2 1 7 S P N

(1124 25 LU SO AP E IR SR AL R (M I FE AR 45 28, T IX L m R R 45 4%
AFAERGANAZ R B I AR o A 02 #E45, U0 LastPass. 1Password. KeePass
0Ly VT 2% N B A BESS SE ARAEAE M E 0 2 A dm i, F 3k 2 k%
EE[17,118]O

2021 4E 4 A, Hrdi# R Passwordstate 25 £ (F I, BTEL T 44 R F
CIA R S 2022 4F, LastPass YESEH L BG4 A2, it 2500 J5
FI P A BEBs S0 F P 4480 FG S T 23 B g ™ . 76 1014 BRSO
J5, Bk Rl LAE A S A BEAT RN, 0 A B AT A PR R ST
ffss, WA IO A BEI, ek BRI S ) S TS B 45 8% 2 AL
(IR, i A2 B A 46 . DA 8% (W HashCat' ) F154 77
(41 RTX 4090 GPU'™') [rI52m . BAS 1TSS B 0 AR H= > 0 A
eI MR a Y, B O A L LB OB AR A, — B
BN EE, AR B . BRI, 76D A PR SO S, RPBTi
Rk AR, (R AP A I 22 2ok, e 1A 8 B B0 R % ),
FAT 45 BB BTSN AT S X

4.1.1 R

EA R, FARROCLN T —RIVE AL %E, B ERILAS T
EEn i Ak, ARSI ST X A Mo, (HE, XU A PR i
A AR Tl 1R 114 B g b e f A 0 S B AN o X AE — e P B
BN, SRR A X LB DA P72, FEAEAE S IR BUE 2 B 1.
B SR (X 4> Bk BT .« 51401, Chatterjee 26 A 7 2015 45574 Hi ) NoCrack
BT E, FARILARBRI LS 2 ST SRR WX 20 Bidi, {H Golla %5 A7E
2016 SEFHR LT A4 A X 20 Bk 7 28, ¥ H 2z 2 PEl 99 T8 50%
Golla 55 AN [FIFELE 2016 F4E H T A MREEHVEA &R X B & D2 E 7%, H
7 AT 2019 4EH1 2021 459 Cheng 258 ANARYE AL 3%« 133G BHLIBETH X 43
Yok B ™™ Cheng 25 AFE 2021 4E4R K3 104 7 58, A RRHC R i £ 1)
“EREE” BT RBN R AR % KX 4 Mk, T Hou 2 N 75 2025 45
AL (KX 4 B0k 77 %€, B AI¥ Cheng 25 A 1088 114 P J7 R e Ak
W59 30% LA .

PR AU, BRI E D2 5 AR ISR 3 H B i
BB PR A BIPEIA R 2 FEHARA, DT (8 D& 7 RAEREAT L Y
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SEDUTE VRS ) BORAE S 2 1 7 S P N

I, A P R B 37370 5 R B S 3 A AE R R IR 25 0o 7E 2025 4ELATT, P
14 2 5 2 10 22 A VEMIRR 58 A K TXE 4 A 1Ml — A TF AT 3RERR . 11 A P4 e
1 H 276 AN Pastebin Zyi g™ T % 0 A EEEHRAER N, 14 A
1%, (EZBEE ET 2 WA B G50 70 Pl B Bl dT 7™ Lo,
Golla 2 A" Fil Cheng 25 \™ {28 1147 %, KR — RATESH39#K
FUTE Pastebin bHEAT 22 2Pk 4 7 TR B S0 45 5, ZEAE TR IAVIZRgE . AR
MARAERS, et ok ARAmES"" . WHHN. EAMBNEIRE, %
114 PR 7 SEAE TS B i 22 A VEA Tt T ML

7E 2025 4F, Cheng 25 N ¥ YA — BRI 4Kt 4, A AT
FriR 5 . (Personal Identifiable Information, PII) 28415 3 [a]— FH J ZE A 6]
S AN A, $HAE R P 004 PR IF R 2 101 A BRI 22 VAT o BRI i
AT S DA B 73, Refs A3 3T RIS 14 B, H Cheng
s N (RS2 B0V MOARAEAE — R AU . 5, Cheng 28 ANk 7 4613 904 il
RS AT T %, B35 40038 L AR 11 5 11 4 % A 750 I S F 452 i 35260
AP, RN R P 104 sk AR TR A 40 A KT, X Rk
IS SAPE E R 2, TATE A8 S, A% 25 A AT 1R 53 A 26 AR ) P 3
AR P BER . AR AR A2 ™, B e 25 0 A R R,
AT RETRSE AR 5145 H bR AR A M 58 4 — Bk A B 4. K, Cheng
s NN B R e S E IR RRA, o AEHEAT Bl 95 A T A T
(A BB e AT . X R FRREARTT & 9 br i 5, 3% Kerckhoffs
JE I, Breh T BASR AN 43 P00 250 0 A RS () e BOSR 4E . sbab, Bk
FE T LLHE A e T e A S Y SR BT .
Bt 15 S R T 37 470 5% S I P88 1 4 2 A PR A W S, AR — AN A
fife i T 25 )

4.1.2 ZAETIEK

[l 58 8 1 P 5 S Ak o T AN TR P 2 ST I 2 T &6 AR EESE Ik
T LU TAE:

c ETENT S BREREMNASTEHITR S . ASCHE EFH BT A %
s (VQ-VAE), MMERIM G, 18 SRR AN 7T H A, FF H A3 i)kl
I3 NASFRI 5238 . K Transformer BIRUAE A EIGMER B . BERT £
VEATE SCRES 545, A ST VQ-VAE #4183 A FAHARLY 114 Bl St
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SEDUTE VRS ) BORAE S 2 1 7 S P N

3] ey 2 1A) o B AH ) B e b eI, R ) R 1 R A A AT
AT, RIVLE 1A WA A 2R A 2 i) 5 ) A 1 M o4 2 T LR 54 1
Ly SEHIN RS IAETE X 20 AT AN JZ TR 73
c REFIBBNEASEAR. AMBELAT A%, AR 04
A [ABEAT T BB 3 AT AN SCRAE AN Z D) 7, JF HRER AR IR FL 52 1 4
PER A LS P i) 725 0], B0 P BE T i AR . XAk, D
RN DL, AR ATATE P2 R ARRT I 52 0k B[R] 122 1),
SCHL T HAE Y U O PR, Haz B3 ML 2 5IN B 1 X o)
Bl fehe ANy, AWFFOCHRYE & SR gL 5t R0
A F AR AT 5%, R PointerGuess F 24 T FH ML SEAEEE A, JF
Fe3EE 1 T A A A 2 ) (VR P 2 >0 B LA o
« ME MKW R RS SRR AUFIUEET 30 R R S
M KE SR, 72O AE 5 MM A L, fig T =D AR 7
St AR . Boi B M ZRsiodls, DU B2 R RIS I, A
WU 55t th A, AEBGT B AN RENE SRAG e B 1 B Al 1 & %
A, i FL T DAEHIARAM F E4 Pvh J 25- S 70 3tk I 1) 5
WSLT (1 1 2 A S AR B X 0 Mok [RIIN, B A0 AN B % EL AT 7 1 4%
BRSO AR, EIAF S 1S5t SKIREIARRY], A
WFFTHR L 4 PR T R A e Atk LT AT 2 R &2 T7 %, TR
S A5 RN HE DB T AT [ & NALBIRT -5~ 18] 9] 7 T S AT 20k

FT tHXIME

2 PE ARG 12RO B 14 R P LS LA R AN T X0,
R

1o B B4 BRI 200 AN 25 55 J P R B0 SIE & RS AT BEAR [A], 3 4
I 2 P B 1 A AR E AL 5T 2 T
2. WHOAEN YRS EIH 02474, mHAEHATHE, s
ey 0 ok W8 114 e B L LR B P 10 AT A e SRR TL 8 2 R IX
73tk
SR IR R OB PR AT T I Wb M BT I ARTE S b As, RS F P
142578 (Password Probability Model, PPM). 7E 2015 4EH1, Chatterjee 25
KH PCFG BB H M4, IF HAE BRTE & difdds o oI ALl
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SEDUTE VRS ) BORAE S 2 1 7 S P N

DIEILH P A2 EAT . AT ZWFN NoCrack-NLE, &AM En]
T AP T7 &, HAZ T R THRENUBIETE B, R4 52 %) Cheng 257
S X 4 Bt o MRS MG, 25 B e A D R — 10 4 B i B A0 0
RSO S TP B, 35 password B & b B Begmil A 7225, —
LR TR T R R AR A 25 . (B 75 5 pass 1 word 414, M
L) AR 14 i 1 TIR, CREFH 1 PCFG 114 HESE MR A I L 25 V24
W, HZARE ). VB SURBE S RHREE22, g REf) 14 40 A R SURHIE 5
PUSE A B B M, BRI 28 5 2 51 Golla 457 $2 1) KL #5088 X 4y Beik

72016 4, Golla 25" P RE I T —F0 FIENHLEL T Markov H 4
MRS RO B T 363 11 4 i 10 1 ARAE S 4l 8, B Golla-NLE. 1% &M
B AL 114 P 1) 11 4 ch BERLIE B — 28 n-gram F-BE, IFRTHX B BAE 114
MR IR I R, W T AR 552 11 40 338 I e 2 PR 11 A P . MR T
NoCrack-NLE, -3 138 WL i 518 114 55 20552 11 4 A F1 44943 5 S 4
B, T LG B M O 5 11 A PRI 11 4 P2 43 A 2 500 KL B Tt 4%
M7, 1% 19 3 I L 0 S 104 B o 443 A PR35 L T A 7 T o
B AA MK A B FRCAIETS . 1AL, Golla J5 ZeAdFH 1 11 4 M A A
IR IEGETT 2B, H n-gram B X 1418 CEEE IR RERE )R, 7R
TIRBES S X 4 B F e e tb gy

2019 4, Cheng %" $H (18 LA PE )y Kk T PCFG A RERHIRL,
A5 T AT ARG X 20 ik SRTIT, 4T 7 B BT G U2 &, S80S
BN 1153 343, 6 SR I P T T 5 V2803 R 1 . 75 2021 4F, Cheng
S b 4 BRI 14, BE— AR TR LR, Of LA A
TR SHCE N Markov B Sz (b H 1A MEZ R, T 7E 2025 4, Cheng
s N\ W4 Transformer B T P06 AN 1114 P HEAT R BRIV FEE 2 2 11
AMERRI, Rak, bk IR S DU P 20SE 10 A B U 114 R i
PRI HEAT 1935 U, 78 1 04 A B A2 e B 2 DI, =3 1) %2
A W RAFE) 74 PRI «

2025 £, Hou 5 AfE Golla S8 NPT th i) HIE N 7 S dbhit B, 3R T A3
INEEHLEN A &R, FERTET VaultGuard 28 1A FE 7 . %% 04 By
KRG A MR, R4 B3 114 72 BT AL 5 1) n-gram X A5E 288 LG
#) n-gram JEATHEREET:, R IXES n-gram BTN . IXFE—K, W& ok
AR ] B T DAL M B ) 30 14 PRAS BT IX 23 B, 568 T HE Golla Hid
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SEDUTE VRS ) BORAE S 2 1 7 S P N

AL v i) 22 2tk o ABAS 3R, %7 RAMRAE I e S A O 1 1k
HRRY, JLAEIRE 5 2T (X 7y Boei B (022 2k H iirs A 15 2048 UM B

H AT AR B 8 D2 P 7 SRV S8 AT 58, IR HLAS B RE g e S L8 X
oy Yk i R A AE T , AEERAE TS JEAR X 7y ek I B W 55, Xk LAAE 552 B H
I X Beilie BEAh, A, & 10 FET7 SR B AE 2 ARWT5T
JETT, T I ARAE MV SN SE 3 b A BN o AT BETE— K e S5 U HR AR 75
RIFBCH M E O LFETT 5, I AR EANSIT N, EIseh Ry i A
RAFRURAE R, A MR B DR 1R L

laxay

F=F WEHIA
4.3.1 BMERAKEZEOSEARE

BINFEHARM IR WA 4.1 FiR. G NEESE M, HABKENE
CRECE D AE B R o v — M2, 30 2 B R W] LIS B HLE encode,
RGN S = {0,1} LH—Agild, ok RemIS K. MR, W TS
NS Egatd, w] LURH — AN 8 5% decode SKAS 21 ME—XF Y. 197 KL mo

BRI, Fds AN, TR A s B R B R, T DR 4
FUDHT BT S AT HE Y, FFaa ik -7 SR T A 2R 3145 — AN A T i R A
PR, IXFE R, N TR AN R, AT U e FeAE BRI A ek o
N A7 B B A, I AR v] LRSS 2 g i 5 [ (1) — MBI . b
R G 2 1) R JE 25 0 PRI 0T 17 56 2R 1T LARRSE 40

Lo 45—/ RS R T R, nT AR i = [a] rh AR I 1S 2 4> B 2 6

INLAE TN

2. 2558 At A R R b, E— B — SR S TR T R

fear RS R UG, RIATG— AN W S BTG (£330 247 4
I, SAIBENUAM I —ANEA D), FF H T DU Z g i AT I Ab B . il
I, R AR AT, A B A 15 2 A AT SR A G B % 1) T i — o . — AN 9SS 4 ]
ROV R . XA By e R 5 B . AT AR, L S 5 T AR
RIE T RS 25 R (BN 3 e g B R A 3 I, A9 2ELAS TRV S Sk b %
YIRS E

BARSRUL, X H A PRSI, BB O AEANEE, 2t H
AT — R AN RN, T e K R S A AR o X SR I MR AT S
HETRE 12 g B 45 20 R RN 9 9 B b AT BN o 3 — I R U 55 A8 1 AR
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SEDUTE VRS ) BORAE S 2 1 7 S P N

TR IE] press 22K BRI
HH =
00 1
——— [0,=] — 123456
01 2
10 N— (%,%] ——) password
11 —— (%1] ) letmein

Bt —2  meaar

45

4.1 BN EBORKEA: TR RS MR I3 A M 2 ) 2 ] PR Y5k 2R

T gwmtd4s (Natural Language Encoder) #EATSEHE. ASSCAEEE N3 6L, $
T A A ARTE T AL A ML TR O A MER A, A FE AR, DU R
By 24tk

ED"\ﬂEZAK#ﬁﬂ — .| pEEREDeE O FE 475 rPT— EIE
| ?(PPM) (DTE) éeed) —'D/%\,gg&

EAESHBE (NLE) BREOS
Kl 4.2 % 04 TAEmAERE

HARTE S D28 (NLE) IS MEREA (PPMD FIo i 4wt 2% (DTE)
Mk, Wt — N2 eMEOSETTERCH, WK 42 s, EEDSE D,
FH P A PR (R AREAS 14 1 56 S5 IR 72 1R PPML AT 29 -6 T A B e 371
FEAN AR BT WY IR R AR s AR, IR 2842 BN DTE K 2 gt g — 1k il ot
(Seed), 1M it K5 T 32 14 IRORTRRIN 25 7 S I 4 21 8 I 1) 14 85 S filt
WA, DTE 2345 fift %45 21K —E ] 5 77 F0 A AR S A7 1 (4 A O U 1),
EMAR B P 014 P

4.3.2 XpE

Teh 3000 O A EAT B A TR, e 2 RS A ) — SR AW S0 114 e
Il BT n U2 5, RS B R P 0 14, S AT i
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SEDUTE VRS ) BORAE S 2 1 7 S P N

TN n A A AR P LS A X AR oK. TR IR IR B R,
Tl 2 (1) e DU SR 2 F 5 (U, DL S0 Hs BT mT g LS L& P (1 W] SC 1
RERATAEL AL, B L, XM EEA NS ERN - 1 NMEE LR
T RINSCORTE {vi,va,. vt BUE AR B (1) MR ICRA BV
9y s(vi)e MPTATVEDREATREIPHED IR, SR vy BIHES 7 32 XN

r=Hv|s(v)>srea) v € {vi,vay--esVn},V £ Viewr | + 1

o |- | TR A h e R AR S BURRIN, B 5t BT 4 B R )
A PEBEATRNLHES . IS8 RE—2K, T k AR RS, % 04 B &0
SERHEA R, F =Yk ri/n. BERE, S0 O 4 FERIELSE O A BEAR X 4y, I
i BRI, WERHES 0.5, 1% FI9HE4 T LUT T8 224t 4 i s i
P B A B SN A, IR 0.5 VB 14 7 S 4

B Rd, ACSOR R AR T (01X 43 Bk )7 SEHEAT A 40, fh T A 2 B4y
TG 5 114 P )7 28 p 36 (M S M LB R, 7 LA A AN e L i
14 i J7 %258 DTE S2491 (K91 43 ki 7%, 4 Encoding Btk A1 Adaptive 3¢
R

KL BE Bt %I 40 Bk 7 % 1 Golla %5 A 76 2016 4482 1™, i e ifi
NoCrack % 477 % . Golla % NiA2h, NoCrack IR HI ¥ NLE A H ) & i
(1) M AB A, VAR B 7 0 12 PR AT 8. K P A PR ()
1473 A1 F1 NLE Jr ik () 1 0 A AFAE 22 1]t ml AR TS A 22 791 6 252 114
PEX 73 ok o KL R B e fss Y vE 20 e 80

count,( pw count, ( pw

)= B P
Forfr, count,(pw) A& 14 pw 7E LA v A HHILIIIREL, |v] & A v g4
BH Pryie(pw) 2 H4 pw fEE LA T 10 NLE MG IR . SEbr |,
VP> BRI ) 2 — A 2 P o AR NIFE NLE TP R A4S 2 Y
MEZ 220 e AMERIL, REEH NLE B H A2 EER VRS 2 BOR UL, By
H A1 HA FETR I3 A FIE NLE WP I A e gt 2% EAEAE R 2 . A
T LA 70 A A NLE Frfiiad () 12 - A Ar AR 22 0], %22 vl AR SR o
SRR, VR B O AT, Sk SN EE AT .
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SEDUTE VRS ) BORAE S 2 1 7 S P N

BOSKE LXK Cheng % ATE 2021 4R 0™ . ZEJI T 4 e
FEAS B ML B N, B2 Bl i VF 23 o8 AR — A el 1 1
oA CHHBY DB ARAT 2D, R 2 R REAS AR S IR 20 A1 R
NMHAENLE NOMERBAT . 8L, Bk v s Bon

s(v) = [] diff(pw),
PWEV
If fo(pw) < 5 And Y2EWD/(DIHD o (4.2)

Pryre(pw)

Otherwise

1,
diffi =
v) { (/o(pw)+1)/(ID|+1)

Pryre(pw) ’

b, diff(pw) 2 TS ) 1 B0 8RR A5 21 S5 S ML 3 A1 1K) R A s B e 4
|D| 74 B 0 Bs R B PrAT 12 1B fo(pw) 2 B4 pw 7E5HB) 1 25
M BLIREL Pryee(pw) WG E D25 S PTAEH] NLE '~ pw X N R4
CRIHBEHLRAE R IME A o AHEARDL, 51 Moy A Be ek (R AS it Jgt B KL IS
Kot —HEm), BIAEH P 2 RIS TH 14 43 il A AN 7] 4 A A4 &, ) 4
BhHE R B A FER I B, 45 NLE JritiiR (R 1 7041, XX R
oA B ZE S AT RS

OSHBUERE  XFX 4B f Cheng 25 AFE 2021 A4 1™, HEFS IR
B A RIELSE A0 FIN2ES:, T O 4 R BT AR 114 AT 4 .
FARKBE, AT AT A 0 LU — B SRR S bR BB HEA T4 3 e e
Sy T AT MRS AE . 43 75 BUSE 14 BE BB SR R — 2R 91 SR RE A5 3 R 1 11 4
P bSO B AT AR, BT DL 452K 8 SR MR 1 4 A L
R ST — AN o A R 15 VR 4 . A AR BB B () B3 b6 B F

Pryea(f =1(v,vf))
resy Praecoy(f =1(v,vf))
Hr, fRR A EAMERRIE HERIERA R, AHERED, Sr
AT EHRHERIE S 10, ) AontER s, W v BATREE £, W I(v, £) AT,
I e Pryear(+) T Praecoy(-) WA BLSE T4 FE L J5AH 114 PR R P ek 4K
I(-,-) HIMERES A o

R AR A B B A AR, peb 2SI LA . B, B
N4 EHRIEES Sr= fi,fo, TEBGEE TSR — RIS AL FET A
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Pr,eal(]l(v,fl)) = pqeal ‘*H Pr,eal(]l(v,fz)) = pgml, &?}E%EQQ Déﬁ*%%”ﬁ p{eal\
Pl WA PEIIAT fi fo FEAE. T AE B 38 TS SR — R VB 1 A v,
ﬁT%mﬂmﬁ»:ﬁm”ﬁhmmwwm%qﬁmo%Z,%*¢D§Eﬁﬁ

real )

real#< _
ﬁ@ﬁ%ﬁﬁ%ﬁﬁ,Eﬁ%@ﬁ%ﬁﬁﬁ%ﬁfﬁﬂo
Ty 203

BIRHEMIE Duan 55 A AL 2024 FEHR T HE T8 1 R 7 SR 8 &5 HoR
Yeeh H ARSI 4 Bk ar s R BRI 0 A DA )
KREFR, VLRESO M, SBGHEF BT T — RIS, 38 T &0y
B ASCHTRIESRE, A ILERHE S TAH, AL mALm
PR R, DA EEM T E R AR A S A 53 R Pry (), Prwme(:), Pre(+).
7 BB Pry (v)~Z - Prvp(mp) (Z REFHD, WALERBMET I (gpe e TOLT,
PEo BRI R IE AN -

2
PrV(V)) Pryp(mp) ~ Pry(v) (4.4)

- PI‘NLE(V PrNLE (V) '
Hrb Pryzp(v) %75 NLE F A FE v IOME% . 76 Sebrdedid #r, Todsag vy LU
FH LA M A) | 1AT HIREAY | A B4R 5 7 RS2 AL Prvis (v) o
4.3.3 XAHEER
BT SCA R SURFE SR SCASHEAT 4328, — 12 B ARG 5 A B AT [ 5
R 2 —. EER, — RISCASN SR B BE 2 51 45 R AT SCAR AT
23] JRENIFIEREL, fEA RN FATS AR T % I nor, ST R v
e, 2 ) 1A AR T LIk — BRI 1 SO, ARG X S )
SCAAN IR, Wy I T SOOI 114 PR BL S 114 PEIEAT X 4 1) 49 2R Bk

CNN XA R 2014 4, Kim HEHPLEMLE (CNND N THE A1)
ANHAES T, B TR FBORT . A e ] N BEAT — S,
HE TS EO 2 S0 A PP B R 3 n-gram BEAE,  HE T 76 0 SCA Y AT 45 T S B T 4%
FR VR E . 114 rh R SURHE IR RE AT LU n-gram BEATECAF4AR" 97 LAFI A
CNN SCAR S A AT 05 05 114 B S 1A 78 ¥ SURFAE_EA72E RN DX 3 33k
TTARIX 5y, SEBHE T8 UK 4y Bt o

BERT SCA 44880 2019 4F, Devlin 25 A" FIF Transformer' A% T
BERT (Bidirectional Encoder Representation from Transformers) #7%Y, Jl1)7F| H
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TN Zhb R T RS8R S AE (K92 > fig ). BERT B g i i 5 A
T 5 28 (Masked Language Modeling) 7EJChniE R LTINS, Rl
) ARTE TS KOOI REAE B T30 S T 5 7 3 e A TR B T B 4R
VA S R R . 760 F TRV 255 14 BERT BURLUEAT SCASY 20, B
O3 IS AT S5 VI Rt b b AT BT, BT A Ay B AR ) 23 28R
IAT [ — 2R 50 11 A 22 A A S0 22 W 10 A R A A U 7" i EL IRl RE mp
DU BERT FRIZ T 2 =) AR SO 1A e, 4 FI I BERT %%
VH/ LS A AT 43 KRR AT AT A0

RoBERTa X4 2458 2021 4, Zhuang 26 A" 76 F I kB 5230 #8% BERT
P AP Atk b, $2 4 RoBERTa Yl 25 )5 %% BERT A5 317 43k - RoBERTa
X BERT B84 il 2507 Xt AT T4@oH ik, B Br 7 BERT Ykt F2h 1 —
FJFAT S, I HAT NS TG 5 @ B Rt AT T sh AW, 87 TR I 2R it 72
I [, Zhuang &5 A ASH B C R I Zh g dim b 47 7 OB 2%, ik
B B 70 T st A vh o 78 o U PR X F AR5 5 IR IE . RoBERTa Ja KA T
W)z K ) BERT BEAY St 7 %€, A7 AT BEAE TS SCIX 70 Bridi i 9230 B BERT
L= NS R R iR

DeBERTa LA S HAEE] 2021 4, He 25 A % BERT K2 o g3 2 HLbIAN
PASGERI AT THE Y, Wih T i 5 () DeBERTa #58 . HL{ATf %, DeBERTa #5
TUAE T AR = ML (Disentangled Attention), FHAHXT i BERT H v i
TN, M2 T — 2 0R AT SRR, RE A% S G4 SCAS A R P 2% 1)
KZo M4h, DeBERTa ik X} M G i &5 b AT 1 50, A4 HE A 20 0 45 0% £ i
FETE R IHLE F A3 B SR AN RIS A IR 4 A B . 5850 K W) DeBERTa 7£— R
FI R UEAT S5 R B L RoBERTa F1 BERT BEAL, I HUHE 0% 5

4.3.4 OLERER

RERE XS 28 ) (AR A2 20 B MR, IF HLO 28 8] rh BirAT 2 (1
WBER 2 AN 1 OB BRI RO T MR — ok U, EARF T A 4
T DAL RL LY Ny S MR, SLRE a8 I 2 v i) LV A b AT ik, JE M 4%
SRR B P AR 5 I o A SOR A ] — R 81 1 A R DR, s LA O 11 4 B
HRGEIRAIU I P R 1) 50K oA, R T8 1 & BE AR AR S il
P AT I X 73 Biddi e 35 B ORA SCRERS S AR ST (10— R 51 MR AR
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AT

PCFG/Markov G35 O SHERER" " X MBI SR SR G274
MBI S5 A . 2Ly, PCFG AR IR | SCTIE 2Kk 304 (Probabilistic
Context-Free Grammar) K811 1 2 7E 7 BOA A5 A 2 1 RFE, 110 Markov
B PGE 145004 4 HLIP) n-gram AT GE0E, REMAHE 04 005 SCRFIE. XA
BT &R 2 ) I WA, Bl Kt 5 SR 0 2 R B G I 2 A H

RFGuess 2 #4188 5 O S HERER™  Wang % A\ 7E 2023 45 1 ORI I 28 S0 AL
PREEIHIR, M BENLARM (Random Forest) #7AY A4 4 T RFGuess |44 M A5
M, W R AR R D AR, Wang 25 A S A T BEHLAR BRI de SR HL
HA R K R IE R e A ), SEBL T AEE ) HAAE B . 2T A TR R S
58 ) A S B, DL B Bt . SEIe 4 KB, RFGuess 7E1X — 2RI
i I AERAPEIR B T 2 2R BRI 5 A 2 v (1) S gk K F

FLA FE %S OSMEEA™ Melicher 2 A 7 2016 4 15 YO IR 8 2 S
ARGINBN ARSI, FFEE T D F A Bt T /MERR ., AR v 3k
SE ) 1A SR BE DA 88 o SN A 1) — RV 1205 MASE RS i e i 412 1) 1 2 REAIE
H &, Melicher 5 AfEIT4 E R XEE. OAQIEBUR. D40 P a5 — &5
KRBT JEAT TR BT, SEILIE T LSTM PR BE 2% SRR IR 11447 Ml A5
Ao ZAERULE RS AN B RGBT 2R ST R T — R A ST 2 A
o 3K AR AR AR A bl (e F B /NI RRE P 8 R REA 1 1 4 43 A
AL, AR T ESENRESEAR A ST, FHRET3 4 (Fast, Lean, and Accurate,
FLA).

PassLLM OIS #ERMER™ 75 2025 45, Zou 45 A JIHE B MU R 1 A,
I AR5 K TR A e ) vk T PassLLM HA IR AL . 748 A0 R 4o
Va0 1 Bl R ) e P AR R AT O 2 i, RS2 R bR VR ) 11
AT, SCOUSEAERA I 1 A5 M Bt e Zou S5 NPT isevl i) PassLLM 1] LA
HIH B4 PINREATSE [/ S5 Moy, ) DAAE R BOME BRI O0 T Stk
SE ) A5 B o AR SC T2 BT HLARSE 170 1S MR S BG4 B4 1K)
AR, TSR T A oA R X 4 B
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4.3.5 =T HERILE

[135, 136]

FALAS 4y D4 (Vector-Quantised Variational-AutoEncoder, VQVAE)'
— RO E SR IEHEAT B R A B IR R IR B S HOR . VQVAE 451 4
G ds . EASS RIS, JLrPgn i as N o S IE S BRI, IR A
KA IR B v A e s R, A IR 2 i 4 38 1) e e R AE,  LURR AN 223 (] 1R
2] —MEA (Codebook), 1A AR FE M K iy 24 5 % ] T AR AT 2 — AL ST 38 B3
IR AN HU R, S TRE SR IS B AR R G S A I
Aok R P O R S A B B e B, SR IR R AT IR SR, LR
ST B AR I X BB AR A PR TS e

AL, GEAEdE x, G SFEBUR L 2, = fone(x), BALSRF I 2E
FFEIE S B AWE Ny C = {e} ) PRI 2,0 E RS I4- WG -AFA5 (1 27 2455,
HAUR PR B = BB 0l 5 AR MU BRI R ZE T AP i o 55 R AR «

Ly = Expyu, [Ix = 8(29) %] +E [|l2 —sglzg]l’] + BE [llsglze] —z4]°] . (4.5)

~~ ~~ ~~

Reconstruction Codebook Update Commitment

Horpr sgl-] RonfE IbAR S (stop-gradient) #4F, B WHAAUNESEL, =i
AR AL R R B[R] A a3 in) o SEbe b, RS a, MRS 1
HEAE R AT G A s AR A, i i 2 D) S Y o G e o 9 2 SR 8 i G 25 T 125
FL ) BN B R AR Ul PR E T

4.3.6 BHi@amEFA—1k

FRIG TN 25 78 1 5, IR 5 I BN AT S AL, JF i SO 5 2L 2
AR, B ORI TR 2 — . HIEN )24 (Adaptive
Layer Normalization, AdaLN) 7] LUEAFE 2% /Z )14k (Layer Normalization) [¥]
ALY R b%ﬁ%Aﬁﬁﬁﬁﬁ@%,ﬁm$#miim SERIUE ) €S
TRSHL WM NS E TR

B L, SEMALR x &R ¢, SE0 x 21— 3% LN(x),
T 2 A e B E R IS5 y(e) 5 B(e), T2F

AdaLN(x,¢) = y(¢) ©LN(x) + B(c). (4.6)
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Wb @ RRBETLETE. EXAELT, LIFmE e TRk AXMRE. #or
5 KGR U Se W AE, I R R H & E, R E
R, X RAATA I FIRER 2 A, IR EY L Transformer 25 {525 1%
Wi, AdaLN LRk LRI 4 b i e

4.3.7 OSHIEE

R 41 AEPTEAII RS L2 Bl 5

o ERS ARG FRE | bR Ta] | VS RRECH] | R 104
126 (g 2012 3.60% 6162669
17173 Tix% 2011 0.72% 18118140
7k7k xR 2011 50.41% 7403497
CSDN BRI | 2011 0.67% 6385450
Dodonew %5 | 2011 8.56% 13825474
Ispeak AR 2011 1.72% 6780169

Chinese | Mop AR N/A 1.73% 1856700
Netease es 2015 2.55% 253889121
Renren Wiz 2011 7.13% 4368406
Sina AR T 2020 2.22% 18953297
Sohu wiz 2015 5.08% 13894741
Taobao LRI %% | 2012 1.28% 148788438
Tianya Wiz 2011 1.88% 30606549
Youku LA 2016 28.05% 66583261
Ys168 nEFE | N/A 3.63% 316594
Brazzers AW | 2013 0.97% 919045
Clixsense WSS | 2016 <0.01% | 2221855
Couponmom EERS | 2014 2.72% 10628043
Dailyquiz AA 2021 11.65% 11366790
Datpiff TR 2021 3.49% 6932601
Duelingnetwork | W7 1%, 2017 4.65% 5901716

English | Tmgur FEAZIEAR 2013 0.02% 1755093
Ixigo i3 2019 1.03% 3538983
Lookbook HATEAR | 2012 9.17% 971349
Matel M EZj2 | 2016 10.26% 24590838
Mathway e 2020 2.19% 15701738
Twitter AR | 2022 4.34% 24465322
Warmane TFEAR, 2016 2.05% 484272
Yahoo FJF s | 2013 4.24% 434209
Yahoovoice s | 2012 4.46% 248205

*7k7k BRI O KERE, S8A KOS KENT 6.

* Youku Ei A7 AE K& null 1)1, AERHEHVE T BIHHER .

AT A I S DA BRI R4 R CIVEFS 142 R4 46 Pastebin)
FEATH, R TR EREM ) 0%, JFHHTEDOLET RN
ZatEntr. EHTE EIRBHREN, ASCHGHRRE A KR T 30 PR, /b
T 6 PRI W, d1 T )a 8 14 PR SR A /5 S 7 i s Af ek, Py
A7 ISR b b1k P S AN Jeg SIS A P o 1A AR R AR S 38 2 A (A8 G
AAEE @ TR MBAEHIE, B R F A3 HERR D o
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SR ISR 8 0 4
FNT ETFFZENSMBENEASERE

TEE VS T ZI et Wi 1 2 w7 20K 1 MER AR AR I 25 11 2
e RTINS, M RS R AR A 0 A () AR B, T A
#NLE. Bijm, fEm# i, xF—RF A0, BiE#Eme bk
NLE, {E#MNEHAT, HMAEEA 7 BE K AR b ATT R S0 12 AT
e, /\”Uffiﬂitﬁ\Fﬁfj€§EﬂEﬁﬁj/\ﬂﬁ*ﬁSC Bk 2 W5 EEAE DA 58 B Bk

AR, IS AT BORECREN P A R S, I s gk T 3 04
Tl R DV s SO A3 B — R AL 2

v Mot 3 Re e b AT — e RO VS e, IESE TP R 204, B
AV H AR AL, T Do Bty o K0P o0 pR 2, 6] i A 21 )R & S0 4
PEREATHER R AT RE A P 058 2 PEAE A3 W S 42 EE TR IR

EILSE i3 5, M4 Kerckhoffs J5UN),  Moidi 3% nl LAZRTS 56381 NLE &
MBI, I Ha] DUl BEALKRFE N NLE A3 28 KR iFH 02, XX
ST 2 AR IR REAT IR I A, BB BGE A G TS, Buki#Fitar Ll
At F R 1 - R 4, JRUPT A8 2008 FLSEE ] P 1 2 0 A EAT RS AIGE L, SEILEL
7 20 2 BRI ) 10 oA AR . ELAACOR A, et T DA 14 s 4 rh 3R B
P OLERILES X = {f1, o, fu}r IFHDIAERFER B EE A O H 4R |
i A AR L PR BB 112 e BSE A FE R A RHIE. X, 4558
—NEARE x € {f1, far -, fu} BIHSCOAE, HOELSE O A 1) G SR E A -

Pr(Real) Pr(x | Real)
Pr(Real) Pr(x | Real) 4 Pr(Decoy) Pr(x | Decoy)

Pr(Real | x) = 4.7)

FIBREX I, BahEHE AL B 5 R AR BAME, R 2R A
XHERSAS R W] S FEBEAT PP 20 AHER? I8 0F 23 B H0RT UAE i 6 o4 10 5
fifi ECSN:

KA, U s(x) BT Pr(Real | x) RS0 A BEMEATHERE 81 H0HE 45 2
TR . DPAY BRI s(x) = prripeands AT AT th, Jiebi 6 I 23 b 3ok (T
U O PERI 14 BEAERE T x b 006 26 5
MFBE TS, HERTR O AP RN A (IR0 PE, 203
14 PEAE R 1 4 B IX 4) Beatielr, PRSI HE R T RE BT 0.5),
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i Pr(x | Real) 1 Pr(x | Decoy) XA AT T eI . IXINF,  FH 175 S b
LR 90 4 T LUK ER AN P () 2L A BB SC, 8 4 B AT LR 208 1
A RS B NLE BEATIE S W4, 875 SR RE A5 20 0 75 8 1 A (e Al 40 A7
) ELSE A FESEYR, AT 46/ Pr(x | Real) F11 Pr(x | Decoy) Z [ 2 . IX—H
3G FESEBE A IF T A B A RIA S B, Mok ) LUl i s B
B HCARTFIX 43 B I s €

Sy T S I LA T A TR0 B B RS 0 X Ay Bk 3, A
SCHR T IR A ) S N B A R . ST R A0 AR,
A BEZSTA] P i SRR AE R4 T R ARAS 0 2318 Py, Pas..., Pgs b
P =UK | Pro VT2 RRISH 0 AR MO AEREA 1122300 P L (1 4y
Ao FESRBDIN, B A3 SULE BUSE A 2 T 112 el G 4 P s I s L 47
Gl SRJG, TERRTGES, DIt ATFECS: DA ERTR N T mMERs] b B
TR Py W EBHEATARAD . BRI, B HTO SR 38 AT N T TSN
Pr B A RSB, DRIL, ek 3 TEVE UM EL I R BT 2 I 05 SR 2L
St IO A BT 45 SULEIN, R TA 0 P N, A RISt
A LERRAE 53 A L SE T, 46/ Pr(x | Real,Py) F1 Pr(x | Decoy, Py), “%4=PEn]
AASE BT

AR ST S 4 ) M T A B 45 A5 R A ¥ SURRAE AN J7 T %, R
VQ-VAE"™ ™ 2o 428 AT RISy, 0 T L8 138 B 8 1 4P

BHY HETF VQ-VAE B BIEN OSHRER

123123 Betty123 Prob=1.2 x 10~ 10
123456 | 9az123 JORDAN23 Andy666 Prob=5.3 x 10712
el qwertyl [MICKEY123 Anital Prob=8.7 x 1010
1g2w3e DARLING1 Singing12 Prob=4.0 x 10°
............ Angel111 Prob=1.9 x 10710
Levoz321 Prob=3.4 x 10~°
19770622 031215 pettyi23 Nottinghaml  Prob=7.6 x 10~ 11
19760109 031111 A _At\niiy666 Elsa2014 Prob=2.3 x 10710
nita
19881103 ogozor | | [

d 12christm@s F— A F2EFEHS, FHEUT
passwor howard S SUSE, LRI -G

letmein halloween 1rock&roll
iloveyou holiday pass@google

4.3 B X\ o A PSRRI A - 25 R D) 20 HLAR AR
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AR RS A SV R E IS DY SRR AT A . NERLE, T
Bl43r7, % B IEN N BERBR R RENE N S MER AT 13 SCRFAE ANy
[LT 7 Do B RS |11 b W) s P P W R Rl LT ( BU /AP R B
J& IR A TR SCRFIEPNSE 725 18), ASHIFSEBETH IOUR B 2% 2] B
FEXS N5~ 0] _EX T A BE T ifith o IXME—2K, BoliE e AR
S GRS | RS R I R G R L1111 0 7 S A v N RO o0 o TN
MBSO EANL, EIHERAX 3

it

4.5.1 F|A VQ-VAE #HTOLZ=E4

VQ-VAE"™ " Gt il ol 4 i 42 2% > 3 (€050 e i R HE, ST 2 B ik
L0 E e 2R I R R AE, WU B Ak B A b () — A B B i b, SEOL T 6 4
RISy B B RAHEFOEA B U4 ] VQ-VAE 5 1142 AT 8143

X —MO&AE N HHEE FIIZRIS ) VQ-VAE, W HA7FRA P, fmihds
N fone s P — RY, BB IS AN € = {ex X | C R, X TATRE 14 pwe P,
Gt o SR WU N S R AL 2, = fone(p)o BEJG, RGBS 2 3
B R

= e K= ' —e? 4.9
q(z.) = e, arglg}gKHZe exl3, 4.9)

IEH p WU BB TR i e o HIE, FERE MDA A ASES, VQ-VAE
Sbr BRSO E R B AR G A R 5

K
P=UPe  Pi={p€P|q(fenc(p)) = es}. (4.10)
k=1
SRR, T 88 R AEAN 1A HIE (R RAE, o 138 T 530 40
PRS2 A B IR A BB — A B R b, AT 0 14 2 £ 1 4
Rl i P P 114 25 ) 28 9 2 SR i e B i b3 S, T4 I 2 I
30 1 0 A P 48 1 2 ) o R 7
FAEE L, ki VQ-VAE"™ ™ BT T 2RIy, LI 6827 21 13 5
R4 AR R B . 2 Rk, ASORE 23 50 L 1A e 4341 A SUR A 3 A
CARHIEH %, A 13k VQ-VAE [ 728118 43 7 ZHEAT 521«
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4.5.2 OSHEEXRS%HE) VO-VAE ZF[E1]H

R O MR A1 Sl VAR AE, JFEATHET VQ-VAE ™ 725 [ )
Sy, RGP Bk, 1, A4 DA R o R 2 A HEAT
B T EATMERE . B AR L S A T R R RS A
A B R T R IR 3 11 A 294, BETE VQ-VAE, [RIRET S0 R A b bl
i

FWOAMZE  Transformerfft i st O S M RHER] HPO4

P R e e e e T B B R —— e o

J

7y
1
=

A

I S B R

PR =Y | BHEA e 3o I
K 4.4 FIH VQ-VAE, T 4 MER A 1420 34T V) 47

/KT Transformer fRFSEHISEIE O SMARIEME  Transformer BR™ LK,
SRR 5 EEBRE ), KR B RE S A B AR RIS 2 AT, 222 44
B AT IR U S R T Transformer BE77E 114 4 E AL E™ ™. Cheng %
NAE CCS*25 H i ] Transformer fift i 45 XF 14 FEEAT G A%, TR FH A AL A
o EVA BB, SEBL T HOET Gk BRI 8 1A P 7 R R 2 A
BT FIRBFU Transformer #2784 f7 J2 I HH (¥ 9O TE &5 @EBERE ), Rl e 14
A5 A A A PERR A B LB, A0 FH Transformer 5844 by 525
I8 14 R R A ABE 2

113 14 2 5 %8 P4l FH Transformer #5288 ¥ — Kk AR HARRUL K. 4 it
T IE I A 75 2R Transformer %F FAMER AT YD @A, ANTF 2 B AT 2E 1k
BE 1, AWFSTAE A MR /3 A () VQ-VAE H H A% F /N2 801K Transformer f# % 2%
VER ST F MR . 1% 10 & REAR B RS A 1 A ) A B 4 Bk AT
WG, HRGR O SMEARAT,  HRAM TR D500 = 1 EX a4
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2RI BEAT D00 A5G0 AR o IR AN D3R A FL b, RO 04
TEMER AT ERIRAE, 1 VQ-VAE K gwit ds M AL S HEAT T B AL, mesk
L2 (A AEME R 0 A BRIy

UFHRRMEN VQ-VAE HIBRIFE 1AM R PEG 20 B4R 2.
7T, T LRI A MR R0 AR T A L, o 1A TR A TR
WL A R H 5 Ak VA R A AT I R AE . 53— 7, B 7T A AGAN 45 16
WORBEAT Bofe, 18] —ANbra: BIMER, B SR M O A R AL SN 5
VQ-VAE"™ ™t 4T 44 i il AL

AHIF TR 8 147 S S2BR 7 SR Tk, BB 7279 ) B et 1
CIAEMREE A L[ AE, IR VQ-VAE %1% 2% fE HEAT 85 UL AT 11423 71 )
Sye TEEIIAF N, FIF DA WER A0 1423 AT 14 10 1 22 H i
AR B 0 VS 1H O 4 ZEAE A _E R AT AR A 92 1A MR — B0, REIHE A 145
A K 5y Bk o BH T30 3 10 43 A S S e 7 R AR VP4 R BT T PSR A 1
A (KU R A FEHEATAC A8, $2 0 A 7E 8 114 R 7 S P St 7 =, )
RS ZNT © O (N R e S S 1117 ¥ SN NN GV | e N ER (O

MU, A4 38 TR M FE B B /0 A R AE, 55 ik VQ-VAE $%
14 (R SURFIE 7 00 2 A 0 PR SURRAIE SR 0] 11 423 (M EAT D1 43X 2 A
TR OAMAERA S, RigOAFETRRM 4, DA S D FR R
FOEEEM . B, abcl23 Al aaalll 1, 55— AFFF a WBERIEMAIFIR, 2
GBI R S5 AR LI, T SRR A Sl R AE BRI AR 25
T2 S W TR AR X R AE, HETTHE & TR0 114 2 il kAT
R4, IR B VR 1A AT LS 11 A7 LI ¥ H 1

FRLIEZEMELMERRITHESE. BEE Eiol RO SRR 4
MR ARIEZ G, TEH— Wi il ds FIRL a5, hgmid 35 BE K At AH
AT (1R 114 WS A [ 2 m) b CRIAHIRI 725 8D o 2% & BIASHIF 5T K H 1)
MEAR LR Eoadbrit, HAGREEN, MO ZAT R AMRBUG St )= B AT
b A A WS B S e (), [RIREHE,  F T I R SR AR RN G B 25 i L5 L
A AR R a0 AT, YRRl R AR g P R B A, R g
A M AL AR 4 8 I B A ) A R IR . ARSI BRI R R, AT [0,1] YE
FE A R 3 AR P P T BB 22 e S, AN T2 ME SRR AL i 2 2 IR, P
PAAHE TR Logio(Prprior (pw)) 1E R gmtE 285N, LABCRAS R 114 e 50 i # 11
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HE LR

BE5. i /MA Transformer MRS A$E A LA BERBY, R It 2 AE A bR
RIS, AL RS, RA A VQ-VAE X 142 R LR SR 5 11 4 40 A v il %
(B, R B — AN m e Bk & B 78 VQ-VAE IIZR5e i o, thid
(fFAD 2 vl A B 57, HUAE I w85 Al Transformer |14 MR BEHY 1F 4 f5 2211
NLE 4144+

4.5.3 OSENXAHERY VQ-VAE Z=[E]H

B2 ok A SC A 2B WA X AV SO E HEAT BB 5 B E, 9F R VQ-
VAE"™ " Wi SUREAE AR 114 W B S0 [0 10 B 1 1) o
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AT R, BEmICEA BRI S E 2R A AT
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AN )73 A o FLSETH] % (pWere, pWre) HISSATFREAR T IR 20 AT fr (%)
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Wou,v ~ Uniform(0, 1) KM FENLEL, A E RG] r U B e -
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MRS IXFE—ok, Bk Il FH ) B4 2 S M Re sk B 1243 A1
ECBT AR BN R, e SE 4 ) i S 2 AR U5 s i e T
o WEHEEWINGEIELRFEEEMER P OSE. BARBGEE LRk
P A R oA, AR T P A PEr g Rk sl AH O
AN AIN ARG, Brehi 2 nl LU0 1 b 7 i v 3 11 A58 4
o, SRECS R P B K PR Rt k55 IS AR R e () A E e
A T B 4
PHXAPBETHREHS

A SCHIH PassLLM™ . RFGuess + FLA™ #1 Markov'" P07l [1 4 j 2 b 75
KX EE VAT AT A X oy Bty o B b, e X o Bk, B EaE
ik i R ERC 11 A i Aok 1 P LS LA P i I A A, IEE R & O
A TR 112 AR IR KRS HE SRS A 11 4 JE B T8I 1) 11 40 A . Bk, 1%
Beeki el FH B PF 23 eR 28N -

4.7.2

PI’pM ( pw)
SDistAware(V) = —
istAware va!V PrNLE (pw)

Horb, Prpy(pw) Ron Bt 8 DA MR PM X T4 pw S BCHIBER . i%VF )
PRSI A 1 R Y PM RO LS T 4 AR Y 2 3 AT BEA T AL, A
S B O RS DR AT I ZER SIX 2 Bk DL, ARSI
T, WA I 4 T 4. 27 B e 2 s AR HEA T I 5

(4.29)

NNNNNNN

Plain

—— Adaptive Dual

Adaptive Dual

(a) PassLLM %iti

(b) FLA Zil;

2 03 04 05 06 07 08
FIHEE

(c) RFGuess Witi

2 03 04 05 06 07 08 09 10
FigHEE

(d) Markov il

B 4.10 HHSCRS D P Lo 48 8 2 PR S HEAT I 0 AW X 00 Bk 4

BB A TR T SEAE = T I 7 55 v A 2 A DX 20 Bl (14 S 38 45 AR A 4,10,
411 41257, J5 S0 NI i 2o e B (0 2 Uy Sllss e RN, %5 %
FEIP A DX 3 BUids 1 R3340 LR 2 e T ST (R~ F By e 2 k4.3, - F
PyHE2 R 0.5 M2 4o AR AT X 70 Bodi b, ASCHTR I VQ IRIE# > H
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SEDUTE VRS ) BORAE S 2 1 7 S P N

PassLLM_— English

—— Adaptive Dual

FLA — English

—— Adaptive Dual

RFGuess — English

2021

2025
— Golla
~—— NoCrack
— Plain
—— Vault Guard
—— Adaptive Dual

Markov — English

—— Adaptive Dual

01 02 03 04 05 06 07 08 09 1.(
FAIHER

(a) PassLLM Hili

01 02 03 04 05 06 07 08 09 1(
FAIHER

(b) FLA Xl

01 02 03 04 05 06 07 08 09 1(
FAIHER

(c) RFGuess X ii

01 02 03 04 05 06 07 08 09 10
SFAIHER

(d) Markov Bk

B 411 SESCER G 2 P 0 25 8 14 PR AT (R 73 A IX 73 Bl 45

PassLLM_— Pastebin

2021

2025
—— Golla
—— NoCrack
—— Plain
—— Vault Guard
—— Adaptive Dual

FLA — Pastebin

2021

2025
— Golla
—— NoCrack
— Plain
—— Vault Guard
—— Adaptive Dual

RFGuess — Pastebin

2021

2025
— Golla
—— NoCrack
— Plain
—— Vault Guard
—— Adaptive Dual

Markov — Pastebin

2021

2025
—— Golla
—— NoCrack
—— Plain
—— Vault Guard
—— Adaptive Dual

01 02 03 04 05 06 07 08 09 1.
FAIHER

01 02 03 04 05 06 07 08 09 1(
SFAIHER

01 02 03 04 05 06 07 08 09 1(
SFAIHER

01 02 03 04 05 06 07 08 09 10
SFAIHER

(a) PassLLM Xl (b) FLA Hiifi

4 4.12 Pastebin Hdfa £ 1058 114 B 7 GEBEAT 1) 73 A X 7y Bk 45 R

(c) RFGuess Hii (d) Markov Biti

R A3 AT Bl N A7 A E

& VQ HIEM

vVQ HIEMN NoCrack Golla VaultGuard

gt pd

Cheng’21

Cheng’25

o8]

o

Pa

=2}

e

A2

Pa

=8}

e

e

Pa

it

e

P

Pa

it

i

IS

Pa

=]

o

Pa

=2}

e

e

Pa

PassLLM|0.377

0.383

0.369]

0.378

0.339]

0.338]

0.413

0.276]

0.246

0.017

0.060]

0.040]

0.090]

0.058

0.047]

0.343

0.358

0.322]

0.162]

0.061

0.038]

FLA |0.409

0.417

0.392

0.423

0.356

0.355

0.459

0.379

0.385

0.025

0.080

0.065

0.104

0.068

0.053

0.386

0.356

0.325

0.187

0.080

0.094

RFGuess|[0.418

0.329]

0.273

0.419]

0.262]

0.242]

0.419]

0.264]

0.215

0.038

0.054]

0.033

0.088

0.049]

0.044]

0.389)

0.272]

0.212]

0.237]

0.098]

0.112

Markov [0.418

0.425

0.401

0.439

0.401

0.409

0.378

0.376

0.333

0.076

0.188

0.156

0.115

0.093

0.084

0.408

0.402

0.382

0.170

0.104

0.061

e 2H(0.377

0.329]

0.273

0.378

0.262

0.242

0.378]

0.264

0.215

0.017

0.054]

0.033

0.088

0.049]

0.044

0.343

0.272

0.212

0.162

0.061

0.038]

T35 i 22

0.174

0.206

0.214

0.465

0.440

0.225

0.413

* Pa 7R AE Pastebin £fidl EISIREEHL, HONIEA g 1EME 22 T rf SRR FLS ™ 12 PR R 4R

TN A T A At T AT S R AT DS ETT %, et
FETHIREE N 12.23% ~ 840.81%, JEIL T AR SCHE H 2 JR 11440 A 012 (B 3E AT
X153, BET LR E 4553 A E SN B S 4 PR B 2 R A7 R 1
MILLT-Zeil 23 114 )7 %, W Cheng21™ . Golla"”. NoCrack™”. Vault-
Guard™ 775, AHFSHEHK) VQ VRIS S) B G R 1A 7 S48 24t B4
T T 441.32%. 840.81% 12.23% H1 275.93%. X 45 R JEIR T IR ) % 1
AR J5 SN K Iz A RE ), FERENE A 80 F A 1A R I AT T AR
PRNER AR, HE R 4RI ECSE 1A 7E NLE [ 1 4 HE SR b 4 A —
BUOMEAR . AR, SR A S eI E Ll s, —HH P a4
(1 A B A TR 2Rt b R B, B0 - B4 a0 A AN 2R VA AT AR AL
RZER, 3 A DX 53 BUi it vl LU S K i 18 10 2 BRI EL S 14 PR IX 3 K
AECTAME A BIENALH R 2= B O LT %, WIBET Transformer 15
M) Cheng’25 J7 %, AP H I VQ IR 44 2] HIE N B 1A PR ZSLBL T
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SEDUTE VRS ) BORAE S 2 1 7 S P N

18.45% (R 22 PRI T o LIS R U], RIEIR 2% SI B H AT 2 AR ) 4ok
Ly, FEBGhE BAAXNFRAG B, HH P B2 0 il o 7 i A2 4e
ZERNIEOL T, AT A REER 2 AT R Be v 1F IS N LA B T4 T+ 3 1 A 7 %
2z atk. dbah, FEELSEIG T, AR ERR T VQ HIENHLHIHF AT T 24
PEVEAL,  JLHRAE 0 AT X 23 Bk ) 2 R PERRR T 10.96%, HE— B30 T 78 1 A1
RO AT AT I N AL ) AT AR

4.1.3 EBEXXSBETHREMESHT

[133]

A SCFI ] DeBERTa . RoBERTa' . BERT"" il CNN" U 3 A 4 24
TR SRS 8 A P 7 AT X Ay Bty o AR X 43 et , Mo it
PR A HdlR 4, LA NLE HEeRFES 21— RAPNHIH 4, K —FH1ER
PN T2 RN il SO ettt . B b, 2 BGh Pl VR o s R -

Pre (pw Prir! (pw)

C C

S . v f— pu— 4.30
Semantchware( ) — pwlelv P Ifakg ( pIVTGV 1 PI‘Eeal PW) ( )

Hrh, Preel (pw) 1 Prb (pw) 43 B R TE AP A € X 14 pw 432K 0
LA A .t T30 3 7E X 4 Bk (R HE RS h U0 (] 4 T4y
RO R/, T LA 2 B 50T LU 1 Ty P (pw) 54X 7ESCHH, 5
SUAS R P 420 R Bee 5 BORAE TAAE W ELSE 14, JERHEA 7 AR
[ ZR4 F (¥ NLE 43 BISRREG M 0 A BEAT 145, A4 NLE #5945 % T 10978 X5
KM H AT BT

BERTa — Chinese RoBERTa — Chinese =~~~ BERT — Chinese CNN — Chinese

2021 . 2021 . 2021 . 2021
2025 w 2025 e 2025 e 2025
505 & Sos
— Golla 5] — Golla
04 —— NoCrack 04 —— NoCrack 04 7 —— NoCrack 04 —— NoCrack
03 — Plain 03 — Plain 031/ 7 —— Plain 03 —— Plain
02 —— Vault Guard 02 —— Vault Guard 02 —— Vault Guard 02 —— Vault Guard
01 —— Adaptive Dual | 0.1 —— Adaptive Dual | 0.1 —— Adaptive Dual | 0.1 —— Adaptive Dual

01 02 03 04 05 06 07 08 09 1. 01 02 03 04 05 06 07 08 09 1( 01 02 03 04 05 06 07 08 09 1. 01 02 03 04 05 06 07 08 09 10
FAIHER SFAIHER SFAIHER SEAIHER

(a) DeBERTa B (b) RoBERTa X (c) BERT Ml (d) CNN Hif;
Kl 4.13 For B8 A H A JE O &8 14 7 AT I X 70 Bt 45 1

B A PE T G A0 =P B85 5 v HR A SCIX 73 MOt 1) S5 445 R 14,13
4.14. 415017, J7 SN NI Hh e O AN T e s, RN, S7E
FEVE LXK 23 Bili B I3 HES DA S e Ak S0 Y ()38 44 k4.4 . AN
MEE H, ASCHTHEH I VQ IR BE 3 SN % A7 %8, AEHRATE SUIX 2 it
I, e VA AR A ) RYVE IS ETT R, 5T 18.59% ~ 2236.54% (1)

81



SEDUTE VRS ) BORAE S 2 1 7 S P N

107 DeBERTa_ — English 1 RoBERTa — English 1 BERT — English 10 CNN_— English
09 09 09
08 08 08
07 07 S 07 o
" g: n zg 2025 « gi 2025
- 8o — Golla 8o — Golla
04 —— NoCrack 04 —— NoCrack 04 —— NoCrack
03 03 — Plain 03 — Plain
02 — Vault Guard 02 — Vault Guard 02 — Vault Guard
01 —— Adaptive Dual | 01 —— Adaptive Dual | 01 —— Adaptive Dual | 0.1 —— Adaptive Dual

01 02 03 04 05 06 07 08 09 1.(
FAIHER

(a) DeBERTa Wil

K 4.14 JiC
DeBERTa — Pastebin

2021

2025
—— Golla
—— NoCrack
—— Plain
—— Vault Guard
—— Adaptive Dual

X A\
R

01 02 03 04 05 06 07 08 09 1(
FAIHER

(b) RoBERTa Il

ROBERTa — Pastebin

2021

2025
— Golla
—— NoCrack
— Plain
—— Vault Guard
—— Adaptive Dual

01 02 03 04 05 06 07 08 09 1(
FAIHER

(c) BERT il

BERT — Pastebin

2021

2025
— Golla
—— NoCrack
— Plain
—— Vault Guard
—— Adaptive Dual

01 02 03 04 05 06 07 08 09 10
SFAIHER

(d) CNN X

4 T 100 2% 28 11 4 PP 7 S AT IR 1R S0 Bk 4

CNN_— Pastebin

2021

2025
—— Golla
—— NoCrack
—— Plain
—— Vault Guard
—— Adaptive Dual

01 02 03 04 05 06 07 08 09 1.
FAIHER

(a) DeBERTa Xt

01 02 03 04 05 06 07 08 09 1(
SFAIHER

(b) RoBERTa M

01 02 03 04 05 06 07 08 09 1(
SFAIHER

(c) BERT Ml

01 02 03 04 05 06 07 08 09 10
SFAIHER

(d) CNN Xl

K 4.15 Pastebin ZHgE [ X8558 114 FE 5 23047 IR SCIX oy Bt 45 %

K 4.4 05 XX Bk N7 A E

s g

VQ HIEM

7 VQ HiEMN

NoCrack

Golla

Cheng’21

Cheng’25

VaultGuard

e

| 3E | Pa

i

| 3% | Pa

ol Y| Pa

i

e

A2

Pa i

ra Pa

4 | Pa

it

i

ol Y| Pa

BERT

0.394(0.309/0.300

0.390/0.240/0.240

0.222/0.169(0.135

0.039]

0.101

0.102/0.310(0.151{0.125

ES
0.349 0.230]

0.026]0.010]0.008

DeBERT]|

0.391/0.313/0.297

0.390(0.240(0.234

0.226(0.170(0.135

0.039

0.101

0.101/0.313/0.152/0.129

0.269
0.228

0.347|0.273
0.224]

0.026/0.010/0.008

RoBERT?|

0.402/0.309/0.296

0.388]0.240/0.238

0.223/0.1700.135

0.039]

0.101

0.102/0.311/0.152/0.125

0.349

0.025/0.010]0.009

CNN

0.438|0.454(0.437

0.465(0.357|0.358

0.325/0.266(0.218

0.103

0.258

0.278/0.397/0.241/0.215

0.269
0.440 0.290

0.057|0.029/0.034

IR

0.391]0.309/0.296

0.388]0.240/0.234

0.222/0.169/0.135

0.039]

0.101

0.101]0.310(0.151{0.125

0.365
0.347|0.269(0.224

0.025/0.010]0.008

135 i 22

0.168

0.213

0.325

0.420

0.304

0.220

0.486

* Pa IR AE Pastebin 2fiidle LISEIREE IR, HONIEA T 1bME 2T r SR SCS T 1A R a4k o

Tt RS A WAL, AR SO A SURFIE 125 R K190 5 S84 201

AT, FIE T G625 1AM R AL (K 8 14 P 7 EAT L (Cheng?21™
Golla""', NoCrack'™. VaultGuard“” 7572, ASCUEII VQ GEE2E > F3E B2
14 7 B W SEEL T 69.7% 313.61%- 89.50% Al 2236.54% (1) % 4= E4 Tt .
R JE 25 ) BT BE A% S0 A4 14 v AN [A) FRUBE ()3 SCRPAIE, - BRI LE B HLR A 15 3
(5 0 1A E T8 SCRFAE 1 S MR B0 S8 1A X0 TR . e T2 11 A iR AR 7R )
AR A e FEUERF 0T 1 08 SCRFIEEAT @B, 4, n-gram BRI B B ) 14
FEUIOC R LT R T K X3 3G vk 24 R i i 453 31 1 5 18 10 4 FH L sK
VA AFAE— M 25, DI T 10 A8 SURFE 40 5 88 15 1) oK

T T 27 ) B 1 A 7 52, Al P 10 A3 SCREAE _E 1) 38 AL A ) f gk —
BRI HARMINE SUX A B i 22 A E . RRIRERE TR R 2% I BT ) Cheng?25'
i AL, AT K VQ YRR S BIE N LA R LT 18.59% 14
eVEfeTh; B h, BB T VQ BIE ML R S > B T RAE
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SEDUTE VRS ) BORAE S 2 1 7 S P N

GV ERRRT 13.4%, XU TR T 48 1 A8 CRHIE_EAF R B 38 ML
PeBEE:
4.7.4 EFAXABETHREMSHT

A FFH PointerGuess'« Pass2Edit" . PassBERT" Fl Pass2Path'®” PUfk 1
A H RO B O A FE 7 RIATEH X Wi, EEHX 080G T, @8t
BT At FH R P2 BR K -

Prreatrm (PWa| pWp)
Prrakerm (PWalpwp)’

[1

<PpWga,pwp>ESy

SReuse (V) =
4.31)

Sv = {< pwa, pwp > |pwa, pwp € v, sim(pwq, pwp) < thresh},

Hrh, Sg Rom A v b, A e RUE sim(pwa|pwy) KT thresh (AR
Mg ih 25/ T S AE A RRIE) 11045 < pwa, pwp >3 Prreairm (pwa|pwy)
Prrakerm (Pwalpwp) W73 M RAE BG5S BN R4 . 51 14 PR 4 I 25
RN ST, S5 HAX < pwa, pwp, > HiH ISR

Pass2Path — Chinese

1 PointerGi — Chi 1 Pass2Edit — Chinese 1 PassBERT — Chinese 1.
09 09 09 09
08 08 08 08
o7 2021 o 2021 o7 2021 o7 2021
" ﬁ‘i 2025 " g’i 2025 n Zi 2025 « Zi 2025
5 — Golla S — Golla g o — Golla 8o — Golla
04 —— NoCrack 04 —— NoCrack 04 —— NoCrack 04 —— NoCrack
03 — Plain 03 — Plain 03 —— Plain 03 —— Plain
02 — Vault Guard 02 — Vault Guard 02 — Vault Guard 02 —— Vault Guard
01 —— Adaptive Dual | 0.1 —— Adaptive Dual | 01 —— Adaptive Dual | 0.1 —— Adaptive Dual

01 02 03 04 05 06 07 08 09 1.(
FAIHER

(a) PointerGuess X il;

K 4.16 R

AN

=

01 02 03 04 05 06 07 08 09 1(
SFAIHER

(b) Pass2Edit 4l
14 P 0 2% 8 12 JE T7 S8 1A T I FH X 7 Bk 4

Pass2Edit — English

01 02 03 04 05 06 07 08 09 1.(
SPAIHER

(c) PassBERT X i

PassBERT — English

01 02 03 04 05 06 07 08 09 10
SEAHER

(d) Pass2Path B ili

Pass2Path — English

09 09 09
08 08 08 08
o 2021 o 2021 o7 2021 o7 2021
" ﬁ‘i 2025 " g’i 2025 n Z§ 2025 « gi 2025
— Golla S — Golla S — Golla So — Golla
04 —— NoCrack 04 —— NoCrack 04 —— NoCrack 04 —— NoCrack
03 — Plain 03 — Plain 03 — Plain 03 — Plain
02 — Vault Guard 02 — Vault Guard 02 —— Vault Guard 02 — Vault Guard
01 —— Adaptive Dual | 01 —— Adaptive Dual | 01 —— Adaptive Dual | 0.1 —— Adaptive Dual

01 02 03 04 05 06 07 08 09 1.(
FAIHER

01 02 03 04 05 06 07 08 09 1(
SPAIHER

01 02 03 04 05 06 07 08 09 1(
SPAIHER

01 02 03 04 05 06 07 08 09 10
SEAHER

(a) PointerGuess %7 (c) PassBERT M il; (d) Pass2Path Bt

K 4.17 9 0RE

(b) Pass2Edit 4l
14 P 0 2% 8 12 JE T7 S8 1A T I FH X 7 Bk 45

F 8 A2 5 AR = Bl Bl 37 5% mh HR AR R Y DX 73 BBk 1) 92 6 45 R 614, 16
417 4187, T SR i L e PR A0 LRy S . R, #5055
FEF I DX Buds 1 P3R4 LS 2 4 PE T SRR P By e 2 k4.5 s . AN
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SEDUTE VRS ) BORAE S 2 1 7 S P N

PointerGuess — Pastebin

Pass2Edit — Pastebin

PassBERT — Pastebin

Pass2Path — Pastebin

021
2025
Golla
NoCrack
Plain

—— Vault Guard
—— Adaptive Dual

2021

2025
—— Golla
~—— NoCrack

—— Plai

~—— Vaul
—— Adaptive Dual

in

It Guard

01 02 03 04 05 06 07 08 09 1.(
FAIHER

(a) PointerGuess A ili

01 02 03 04 05 06 07 08 09 1(
FAIHER

(b) Pass2Edit B ili
4.18 Pastebin 44 Fo0f % 114 JE 7 SE9EAT 1 B X 70 Bk 45

01 02 03 04 05 06 07 08 09 1(
FAIHER

(c) PassBERT il

01 02 03 04 05 06 07 08 09 10
SFAIHER

(d) Pass2Path B ili

R 4S5 EHX 7 Bodi bR s HE E

iy

VQ HIiEMN

6 VQ HIEM

NoCrack

Golla

Cheng’21

Cheng’25

VaultGuard

i

W

Pa

E8

W

Pa

| 3| Pa

EE

o

Pa

e8]

W

Pa

E8l

W

Pa

E8

W

Pa

Pass2Edit |0.449

0.453

0.408

0.451

0.448

0.388

0.398|0.362(0.229

0.435

0.423

0.361

0.396

0.299

0.168

0.436

0.397

0.264

0.349

0.206

0.063

Pass2Path [0.473

0.483

0.465

0.466

0.476

0.441

0.416]0.383|0.241

0.438

0.430]

0.359]

0.440

0.381

0.277,

0.456]

0.424

0.315

0.397

0.242

0.101

PassBERT (0.476

0.463

0.461

0.473

0.471

0.491

0.431/0.381/0.296

0.428

0.415

0.351

0.459

0.341

0.241

0.470

0.407

0.382

0.379

0.226

0.074

PointerGuess|0.446

0.445

0.385

0.450]

0.438

0.374]

0.399/0.355|0.223

0.430]

0.412

0.321

0.399]

0.305

0.167]

0.440]

0.384]

0.256

0.353

0.208

0.066]

I fEYH (0.446

0.445

0.385

0.450

0.438

0.374

0.398|0.355(0.223

0.428

0.412

0.321

0.396

0.299

0.167

0.436

0.384

0.256

0.349

0.206

0.063

T35 22

0.075

0.079

0.175

0.113

0.213

0.141

0.294

* Pa {7RAE Pastebin £fidl BISCIREEH, HONIEA T 1bE 22 JF SR SLS P 12 P Bl 4

MEE H, ARSCIT RS IK VQ IRBE > FE N % 2 FETT 58, AEFRAEN L I X 4 I
i, AP AR T B ) — RINE O LTI %, AT 9.81% ~ 106.22% (]
eIt FIRSEE S RAULH], ASCRF IR B ) LA ML, AP &K
LB B N X Bkl AR 2 A

5 H 5 & AU FHALHI % 12 2R T7 40 (Cheng’21. Gollay NoCrack.
VaultGuard 775, AWEFEBH I3 H A FEJ7 22N T A6 TR BE 2 ) 1) 11 4 F
Gifih RS FUENLE] JF HAE RSN Enlies T 47.87%. 9.81%. 30.66% Al
106.22% . AT 77 ZE 1 i A X HIHLHIR 1RGO vt i 3 & U F AR (4l an
HREARESURE), Jf Hald 5 08 i AT 1 8 I8 i 3 vt ()
WYL 2 14 PEP AT 80% I A EH 4. RN, Xe8)HkAT7 %
XF A BT A R R AR, CRER S IR a2 1S E AT R, Bk
— EAFH DA AR, XIS 10 A E AR R 5 A 104 e AR
BEATECAL, SUAT DK A 0S8 & PRI 3 AR AR X 20 ke AS SCRTR
(AR 2 > FE AL AN BE 8 Hli 4 A 2 A4 7€ 112 2 TR I B AT AR AR, A
32 et RN HU A R, i HLIERE -4 i F A€ IRl RE 2 RS R ). e, 2K
e 5 BN 14 P i e B A B AR AR Al DK B0 2 EIX 3 Hi oK, 8 @ Ry
FW e8] T B3I

Cheng’25 Jj ZE [FIAEAE T B TR 22 I Wy & I, AHA% 07 £ H]
BLI A0 = AT O ) Sl SO, T EL R R Y G vt B A 114 ()8 SURFAE,
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SEDUTE VRS ) BORAE S 2 1 7 S P N

AR 1 B HIAT o IR & S ARy 5, SR PSR T 2 ST R R A
PRGN A 2 4, BE— D A2 [ B SCAH OGP, HE il 4 =5 147
o JXRRE B D BRI S AR, AR il i b
BREFIE, AR, HEREERNS, M H R R IEAR o A2 N, AR
JIT VT R P 2% >0 T LI B R 11 4 T FH RS R0T 5 AT 0 JEAT S 41080 52 1)
HERE, HEIMSEL T 18.52% M2 A PE4E Tt

EHARERNE, AT I E T X 3 Bodi 7 %€, A BA R 5 BLAT 1
DAHly BRI ARG, 9Bl T 3w B 0o I B WIAE Bevh X 7028
di 7 S, AT R 2 2 AT M A BOR M B %, ke RS 2 &
4 PEAT, b SEBLSE I e 1K) 22 PEVEAl o

4.1.5 MEXPWETHIREMESR

AR KL #E L AT ™ s st iR
X 43 B 7 22kt 88 114 B J7 RIEATIR 43 i o

; KL div whole — Chinese ; Single PW_— Chinese ; Password Similarity — Chinese E List Attack — Chinese
09 09 09 09
08 08 08 08
07 Z 07 ; 07 ; 07 Z
" 06 2025 " 06 2025 « 06 2 « 06 2025
§os — Golla gos — Golla gos olla 805 — Golla
04 —— NoCrack 04 —— NoCrack 04 NoCrack 04 —— NoCrack
03 — Plain 03 — Plain 03 Plain 03 — Plain
02 — Vault Guard 02 — Vault Guard 02 — Vault Guard 02 —— Vault Guard
01 —— Adaptive Dual | 01 —— Adaptive Dual | 01 —— Adaptive Dual | 0.1 —— Adaptive Dual
01 02 03 04 05 06 07 08 09 1« 01 02 03 04 05 06 07 08 09 1« 07 02 03 04 05 06 07 08 09 1( 071 02 03 04 05 06 07 08 09 10
TR TR TIGHR FIGHER

() KL HU Gk (b) LT (c) MIAMLUERE  (d) BRI

B 4.19 HICRE DS B, AR CATINS R Bl b, S E DL FETT R
2tk

KL div whole — English Single PW — English Password Similarity — English List Attack — English

09 09 09 09
08 08 08 08
07 07 07 07
021 0; 21 21
« g'g 20; & g': 025 " gz 2025 " g: 2025
[She ~—Golla [She Golla [Shs — Golla S <— Golla
04 < NoCrack 04 — NoCrack 04 —— NoCrack 04 —— NoCrack
03 —— Plain 03 —— Plain 03 —— Plain 03 —— Plain
02 —— Vault Guard 02 —— Vault Guard 02 —— Vault Guard 02 —— Vault Guard
01 —— Adaptive Dual | 0.1 —— Adaptive Dual | 0.1 —— Adaptive Dual | 0.1 —— Adaptive Dual
01 02 03 04 05 06 07 08 09 1 01 02 03 04 05 06 07 08 09 1.« 01 02 03 04 05 06 07 08 09 1. 01 02 03 04 05 06 07 08 09 10
FOHE IS FIHEE FAgHEE

(a) KL At (b) AT (c) HAMBUERGE  (d) Bigk st

B 4.20 SR GOLE L, FARACHNARX BN T, SEOLETEK
zatt.

BB A BT A = Fh B 37 55 R DA X 20 B 1R s 06 45 4,19
420 42117, J7gExt N ik i 6o B e )y iz 4. RN, (7%
TEMA X 43 B0 N B P I HEER DL 22 4R St N IR P HEA k4.6t 7s . ]
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BT WA

FEBE AT S (K Y H

KL div whole — Pastebin

Single PW_— Pastebin

Password_Similarity — Pastebin

List Attack — Pastebin

0;
2025

— Golla

—— NoCrack

— Plain

—— Vault Guard

—— Adaptive Dual

021
2025

— Golla

fack

=— Plain

—— Vault Guard

—— Adaptive Dual

2021

2025
— Golla
~—— NoCrack
— Plain
—— Vault Guard
—— Adaptive Dual

01 02 03 04 05 06 07 08 09 1.(
FAIHER

(a) KL #% Bl

01 02 03 04 05 06 07 08 09 1(
FAIHER

(b) BT

01 02 03 04 05 06 07 08 09 1(
FAIHER

(c) A4 EE BT

01 02 03 04 05 06 07 08 09 10
SFAIHER

(d) B LT

4 4.21 Pastebin £#lidk b, #ARACAHMARKPBE T, SEOLHETT ZIEL
.

R 4.6 “EARFHUATIX 70 Boddi B K257 S B HEAA

Cheng’25
0.390]
0.520]
0.337]
0.512
0.337]
0.205

VaultGuard
| 3% | Pa
0.437|0.264(0.113
0.411/0.366|0.316
0.435/0.279(0.314
0.416]0.362(0.331
0.411/0.264/0.113
0.237

NoCrack
0.329]
0.342]
0.396]
0.334]

Golla
0.694]
0.582
0.408]
0.548]

Cheng’21
0.188
0.272
0.286)
0.237

VQ HIEMN

| 3| Pa
0.440(0.514(0.495
0.431(0.493|0.477
0.484(0.490(0.517|
0.434(0.474/0.451

T VQ HIE M,

| 3 | Pa
0.461/0.550/0.496
0.450]0.539/0.483
0.501/0.522/0.483
0.4590.529(0.471
AR (0.431)0.474(0.451(0.450(0.550(0.471 0.329 0.694 0.188

PR 2 0.048 0.043 0.187 0.156 0.337
* Pa &7 A4E Pastebin £tk ERSCIREEA, HONIEA bk E 2 JF SRR S T 12 PRl 42

Yy

Pa
0.192]
0.519]
0.318
0.511
0.192

a8
0.377
0.395
0.592
0.359]
0.359

1_|_1
0.574
0.517
0.492
0.449
0.574

1_'_1
0.244
0.265
0.675
0.204
0.204

L’_l
0.392
0.444
0.642
0.451
0.642

Pa
0.096]
0.261
0.288
0.222
0.096]

Pa
0.615
0.517
0.700)]
0.479
0.700)]

Pa
0.251
0.295
0.393
0.283
0.251

KL H
4
P14 HH B
gL

AR, AEZZARFBATIN— RAX 3Bl 1, AWESEBcTE A& 14 7 R
fE Ve ERATRRIOLH, SEBLT 31.48% ~ 177.94% )2V Th. AT
DU Foft DX 5 ok T2 BN 4 23 A B ML 1 5, A8 AR e s R R AR S By 0An
Ty BRI X Mk, L3R S 45 R U AR SCHR Y RO UR SR 2 ) B I 2 T %
ARG AR C AT WIS 1) e Xy

BeA, FEERFCAH WX e, A, 85X, TEH =F
Do Bl Jr Sl T e BB RO . 3K R O AR SO Y ) = 2R By,
AT RER OSBRI 14 BHIRBALRITE SR, I 42 4 4k
MISEHE R A, AN FHRISUR A RO TRE VAR 70 B 8. AEARIFSESE
= 2RIX 7> BUl R L, BEAE 1 2 2T IARNR N, XSGR DU
INSEREAT RO O MR A L B AR BEAT S, S SN A AT AT 2801
2 2 e o A

F\T RS

BT, AR A Y P A, 30 LA B A
A ASIAAT 2 M EOR . 12NOK, ASHIETURE X 25 88 1 2 JE 7 S B il BT fili R
UG IR JBE 2 21 8 14 P 7 S (R HE B P EA T PPA, S0t FAE S B TARE S St rh
AR

BB O RN R WMRA TR WTUES], AR VQ A&
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SEDUTE VRS ) BORAE S 2 1 7 S P N

i]= KN
VQ HiI&E N T R A SRR | 28.8M
NoCrack' " J5 Z& % 41 i AR 3. 1M
Golla"" J7 % % 4LIE AR 76.24M
Cheng'21™ Jj %4 ALFAAR 71.0M
Cheng’25" ' Jj %4 HLIFHA R 326.0M
VaultGuard™” J7 24 41 AR 187.0M

% 47 1ERETTR

B AT E TR AT, T IA KT A E NS ETT . T4
A M AR 1) 88 114 PRy S8 75 B A negram 255Kt DA AR R i 5 AR
WEL R, T8 SR rheoRe 2 H s RO A i B4 o 1 6 T IR B 2 SRR 1)
Cheng’25 77 ZE W4 H] Transformer #5848 B 42 iy 1) v b g ABE 1114 J26 1R B AR TR AR
B B SRR, BURATRMER . ARSI E 14 7 25 e R /MAFR
(1 11 4 HBE 5 A R 1 4 5 FABE TR, 56 11 A3 SORIVER FH RS AE SROudh A7 AR, BRAIK
TAEMETTRS, ARt AR SE bR B BE T AR

BTGt AT (1) 8 4 R 5 G AR FAT IR IR HE R, AR )t 75 22
FORMAAE S0 Rk, AEMEEEEE b, AP FRUE TSl 22 7
HEAT LG . 2 BB Intel Core 19-14900HX 20 A LN | CRfEH] GPU
SEBRIRD, AT S MRSAS B AN L P 1P T 2 171 280, R —0f
AT 2 A 1A W38 A 2R A 5 =80 Rk Ui, A
PR 11 2 P 7 58 53 A FH P AR B2 2 ) R ARl 1 - MR R B ARRD 11 & F AT N
TG 5 B H = S 3R BB 14 PR J2 TEAT R, L P A R R 8 2 ) At
TURFRI D, HEB R, BN & G A5 ) 2 R IR % ) i B AT

BT EAENEG

TEARTE R, AT TR T 0423 KI5 1 BN ALE], i s 5
Hégitthds (VQ-VAE) 4 & a4 oA . 15 U SRRHEY) 43 A T AN A -4
], FEET VQ HIEMN MK I A MR, 1% S MR DL VQ A/ iy 15 U
FERFAIE E 0T 14 WShE 45 S 1) o A B0 0 ) B AR R BN, BRI 4% A M 7 B )
Frs T 1 H AR A B, 4% BT 00 A EAT 2 () G B R A RS, AT L4
T VAR B A3 I (K 5 VH A5 20 A1 i SCERTECSE T2 2 IIAH A

FONE BT ANECS Y RV N NS¢ i 7 T/ Sl W RGN RV W R
PointerGuess A A [F] 45 MR 26 70 AT e i, #3725 T PointerGuess 5 8 FTER
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SEDUTE VRS ) BORAE S 2 1 7 S P N

J&E 27 2] 11 4 B ATADE WU A 14 1) 1 SRRSO L . H G Y 4R

AN L 27 2] F LI L R R B T AN SR 3 A AR 58 R B 2 >0 H 3 N 2 1

R PETTGE, MMRLREESE 2 N EE LR AR, R & R RENS AR TR X

oAy BRI ERVECSE OV SR, dEm ek ek e o, R A

WICPURINE . ARG £ E AT ) 2 Ve M e a5 RAERW], AR
HY PR 1 5 SRR T 2 RV BAT T 5 56, D vt BN 22 A ) 12 I
SAEW T T 1A
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b

T EEL R

FHE DEESRE

F—T AXITEREG

1. FHOSERREMETIEEROSEBEITMEE. &AL Fitr
KEGEMMERZ 7, AR AT IS5 14 AT b mT LR by & — A
HHWAT A AT . BRI, A 114 F R RO IR T AT A 1Y
AT AT RS, BRI AT B A B AR IRAT 1 215 5 B SR )
KX AR 1) S5 B N B I EREA T 0Pl . AE BidEL
ARSI FEAL b, ASOKE Pass2Edit 5 F A AL 508 2 EditPSM E 5 1) 1H
LBV AS, JRRIEAT I — R0 Se 1 1 R B VP Al ds AR HERR R kAT
L. SEIG 45 AR, AP EditPSM #ERfPER 2] T 22 AR S F Tl
T FEVPAL 2 R I SE K, BRI T ASSC P Hh BRI S 1A Rk

2. FIRBEEIRAZITT ZEOSBETMEER. A SCHEIN HAE
RAT AR50 8, R P TH B A E AT 8 B2 T 3AT A1
BHAT AN 2% T X — RIS 2 SRR B 20 #r, AL
wiE T RS 7 S BOR N T 1A 5 JE PP Al IS A — ZR B S R vh An
JPth VersaPSE £ Dj g H 2 5 JE VPN HESE . VersaPSE w] LUF] T AT ()
AR, FHSEAE IR AT N LTINS, RaEr S 8)n
AR AL T IAT B B AT 8 EHEATROM, 1k 04 T A A g W] i
BRI ATy, e VPG A AR E 1) A - 5] P RIS 0 40 #
SRS . ASCHIH] VersaPSE HEZLREBIAT (1) Tk -4 IR i T oicis,
12N BAS 22 Dy i 114 5 5 PEAG 28 I 7E RPN AN R B g 5 B 20 sl 1
FEIRA 1 4 9t BE PP AL 4 B v A AERAE

3. REFIHENEZEOSEARRE. AL 75 AE LM MRHE H
Pt TR F X LR AR O A3 TRIEAT Sl 40 R O 3 1 2 R T 52
ARy Agnihas (VQ-VAE) R LURFFEAAERF A 2% ) HEAT B UK
e, ASCAETH] VQ-VAE # i T 2 A0 2 BER B, HRE g A YE
OyAT S T SRR LI m e B R R, /RIS S B A T ) R A
MITCS DA AT T8 SCEARUR R 14 o FITTZ AT B4 M5
RUMIJE T PointerGuess ¥R JE 5% >) T B (1) LA FFHALH], AL T
RIS ) BIE N A2 T %8, AR KBRS 1 Hdla 4R L B H:
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BLE NS RE

(e 4 th, BT IAN —RYVEDLETT %, I T IREY ) HIEMN
BB POAE o

BT AXTITERIER4E

1. 2 yfe 12 sm PP AE 2 A PRAG 5 18 TR AT 5, RHEE )
il R B Z A N sk = . TR AR serh BGEE R D) L o
JEE VP A 25 AR A0 M 4 R R AR A R A SR 7 BARAE I K ZE ], A SCiE
VersaPSE §(its 145 B 15 21K 2 Dhfie L 2o B Pk o, 78 R 40E
R4 R RO R STy S R A P S vl i 2 8

2. WEF ) BENE O, Rl 14 Y] Lok = B0
PR LA AN A Y] 43 07 2 2 THE B 3 S0 Bod #  #
3 AL i R ok i) e tE SR ) L, S ERATIR AR BRI 0, W)
AWVHEM EN ER MR SRS b, BIENAURIAR S 184 ki A
R E S RARETINZ Ve BREA e ks 2, FARR I
L I B TR I E R BAEAETE X B IE AL L e XL,
I BB A& NALHIEE B ATE 2T ERR A, &
— AR 5] i

=T KRERIIERE
S ARSI TAE, BT AR A3k P RAR 2R
s ZFOSERTAEOSEREITFGPINA. HArirfai T nSEHIT AN
PSRV A%, BT P ik 04 (B4 3ET 125 F
fitio JE AT IR HE I 7 2, AEREIRIBU T 2 AN Bk 2, B —

THEL ™ A R BB ik 114 PR WY 2 Ta) R 5 AR, (R 7 AR AS i |

FEAEA R B, PRl REFE T AN H 114 nankai2026 F ilovesecurity K

PB4 nankai2026security, X2 Y H 4 EHAT ARG D4 E

FHRE M AR 0 o i) 3 T 3X b 22 114 3 FAT A SRR VAl F P AR

s MBI ] o

c ZFOSEARBEMNRKEERNE. AL, K52 AFH 2 0AFHEHT

AV AR AT, SEARFIA AT R LG, &R HEET

ZHLHEMAT MDA EHES . XRATGERLEY, —JrHZ2 HSHHAT

N R VZAFAE S AR PR AR T R I IR L84 T A R R 55 1) RIS R R AT 24T

B, BT 2 S EAIR B4 B AR o = A2 [ I S Al o —
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BLE NS RE

JT I, WA AR DI SR, 1 T AR ST R 22 102 T HIAT 2 o) R AE,
AR RA PR IR . W AT IR, dob e T2 DA HAT
AR, A BT B SR ek (R P, T A B (R B A
FASEHUMEOSERR. WAMNENSEFE, L—%ETEOL
(58 B R SCRFAE o 3K R K 38 V2 FE 7 BT A I & 2 B Ry, 71
HPrAiH PBE 75T, FHAARG G SRSk, wmad e, ne g
RIEASHIIEFE LM R, TS, AP MRS ARGIRA
e 5P B RSP RIL B A0 A H 215 SR EE R A5 B 7 A2 G Tk
W, HPRlaefl H yifeizhang123 fF A F 114, AT yifeizhang2026 .
nankai22yifei 55 1142 () 2 FEWISC . AR, 3 14 S35 20 I S 1 4
JEA —— XN K FR, TN ) PBE 7 EME DA%, TCIkAEfR =
FRALE A2 1A 55 B S A = AR AT ) v SORHG . IS4 Bt vl LA X —
2, ARROK 3B R B AT AT 32 1A 0 B S0 B S e 6 10 1 4 g B8 114
o WAg ik 3 A XA RS AT B (0 B SCHEAT 4504k, A 38 Z IRV S b
[RIOGHE, JRAEAS O I — MR .
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B %

M =R

F—T WHIEE@MAOSEEIT(HFHIRE
RNN-PSM. RNN-PSM"™" {3 A A et 4L 5 K ik 0 ] 26 2 40 B 0, JF HL
BT AN RO TY E E SC . A PRUE SRR S5 IR A n] B, A SCHE A Y SE
PR SRR SRR, (ESCB T, A GO Melicher 25 N X4/ S LR g
BE, RN RRI 3 2 LSTM. Bl J= 4852 0 256, A8 2 J2 Bl /= 4E 1
%y 128 [IASER: R . SRS EE T T Tk BRI S i AR B R 2
SEA I 114 5 BE VPG AR, BT DA IR e 7 B TR IE S 56 45 R 11 P 1
AN 4 B ) DR
Microsoft-PSM. HHJ, #H4K7E Bdge a8 T —K D25 P ey, I
7E Edge F /A MK B BR324k, ARWFTET I ek g B il
14 FEPEASG 2 I HARIZAT AL BT DUAR SO FH 2 TH AR Microsoft-PSM H (1)
&, U S AR RSP op IR A A A
SEOSHEE T M AR, 5 PSM JAEXT BT A Hr N 114 2% A 3k
Fo Hiln, zxevbn ML E A& 1) L AR A RS R . AW/ IX L 45 %
%, IR WSpearman . 3XAT W) T SEBUEE AP Ees, DR A G 2k
I AR A 62 PSML IR BE, T A ST 17 1 224 KR & 5 3UL WSpearman 18
BNy i
BT EAoEAOSHEEITMRERE

Vec-PPSM " il FELAFALLJSE J35 55 Rl 1 K Bt 114 SR8 6 408 2 g e o 11
J o X TSR T 14 FastText A2 e dde FTT sof R0 gk v TP 114 11 5
FastText 4, ASCILAH A Tianya H 4 AE 0 30 5 8R4 . Rockyou £
P BAE R TS st BN AR o FEX R VPAL 1A THSRAHBURE,  dF1m vP A% 11 4
SRR, AHE T F B AR SR A AR L2

PR-PSM " SR FH 22 il it o 37 vl B 10 A B ARG o 6T PR-PSM T
FH Y] sentencepiece i R | & e A S| P g ES Tianya 1 Rockyou a4 Il 2k <
FIYE 3750 R Y sentencepiece 157, PR-PSM & fifi ] 77 #5055 Ml HE 42 (1) )i A& =X

! i https://github.com/cupslab/neural network cracking.
2 i https://github.com/Bijeeta/credtweak
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B %

VT, AR SO R WA B b s a0, B,
AT PointerGuess AT AE 1) 103 AN 11458 IR 3849 43 A 1) 05 AT R4
ZWOE ] e TR TAERS A 22, (HARTFFT R IAE SEIG A, SIS I HE 44 HL %S
4 s (BGEMAT] 0.5% MH 4. Bk, KON Miz&EsIAN
(R 22 42 W] AR 32 1), ANas s mi itk Be vPAk IR AP

BERT-PSM " 7% /" i R 4 1 T4 (CPG) A [ LTA%5I (TPG)
B, T CPG BN 14 RS 45 5% W 1 5 B S ik ] Ml Ak 3 s, & 9%
AN BERT-PSM i th (A5 M 4. R0k, AHFIE LS - v TPG A5 7 i o 1)
MEAFE 5 BERT-PSM [P10] 1A% 0 1A 5. ARSI rh, AWESTiE I /E 42
HERPEARAD, SIS BIR TAEM e, 0520 T PyTorch WA [f) PassBERT .
BERT-PSM #520Y,  DIIRAG B4 (R e A Sfie 2 1

KNN-PSM "' F o 2 a4 e (RAG) A SKAR Tt Transformer B 7E 11
A M e e e, bR TR L O A5 B VAL MR e . ARWFSUAE SE e
i T /R B SR HE M TFARADA

F=ZT HAEZHENERRMARPOSERTARITRIT

3 ] 3
Sos 508 —— Rockyou 5
Sos %o Weibo g
%5 %5 126 %5
< s —— Tianya <
204 S 0.4 4 So4
g 5 Taobao i
g £ inkedin  —— CSDN £
w 02 u 02 Twitter —— Dodonew w02
% o J —— 000webhost MathWay [}
0. 3 0. 0.0
2 7 3 B 10 12 2 Z 6 8 10 12 12 0 2 [ B 10 12
Overlap score Length of longest common substring Manhattan distance
JACT INF Foor
Overlap 7% LCS 74 Manhattan £ 2

B 6.1 % Kt S BRI FH P 14 55 RAT F1 4 BOARBLEE 43

—— 000webhost-twitter 126-csdn

—— linkedin-twitter
—— tianya-csdn

o
®

o

©

—— 000webhost-twitter
126-csdn

—— csdn-dodonew

—— linkedin-MathWay

0.4 —— linkedin-twitter

°
>
3
>

=—— 000webhost-twitter
—— csdn-dodonew
—— linkedin-MathWay
tiany on
—— twitter-linkedin

°
by

°
N

0.2 tianya-dodonew
—— twitter-linkedin

CDF (fraction of passwords)
b s 4

CDF (fraction of passwords)
-

CDF (fraction of passwords)
° -

2 14 o 8 10 12 1 085 25 50 75 100 125 150 175 200
Manhattan distance

Overlap 7% LCS 734k Manhattan 1 2
6.2 HHHE S B ™ H14 5 1H 2 A AHAUEE 79 A o

R T G B PR SZAHALL RS, ARSI H BRI A BIE 00 114 F AT A AT 4
T AT e HARAUEE $8 4%, 40 Manhattan #125 . Overlap 7%, LCS (Longest

3 ILhttps://github.com/snow001 1/PassBertStrengthMeter/tree/main/ClientModel
4 W https://github.com/KNNGuess/KNNGuess-code
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b

K

Common Substring, T8 704, X HAFHAT AT T4k

g

B6. 116,257, SEH6 5 R S TU M Y G A 8 L AR S ATV LU P 4 28 (R 45 R B AT
CAEIX =SB R bs TR R

AT ZE A

RYA S

AN SCAE SR =T h A 2R PAS ge it 450

R 6.1 75 LI sm P S AE R Bk i 5t N i) AUC 704K

VersaPSE

VersaPSE

VersaPSE

VersaPSE

VersaPSE

Scenario | (KNNG.)* | (Pass2Edit)* | (PointerG.)® | (PassBERT)* | (Pass2Path)® | KNN-PSM | PR-PSM | BERT-PSM | Vec-PPSM
0976 0.967 0933 0.830 0.960
# H13.5%~ | (+12.4%~ +8.4%~ 1.2%~ (H11.6%~ [8-§23] 0.718 [g'%g] [8§§§]
+80.8%) +79.0%) +73.7%) +57.3%) +77.7%) - : :
0,950 0952 0927 0.8% 0,939
# (+5.7%~ (+5.9%~ (43.1%~ (-1.4%~ (+4. 4%~ [8-381] 0.848 [g-ggg] [82;2”
+56.5%) +56.8%) +53.7%) +46.0%) +54.6%) - : -
0.987 0.982 0973 0934 0.962
# (+4.6%~ (+4.2%~ (+3.2%~ 0.9%~ (+2.0%~ [g-g‘gﬁ] 0.943 [g';gg] [g'gﬁ]
+82.0%) +81.2%) +79.5%) +72.4%) +77.5%) - : -
0.947 0.943 0,920 0879 0.931
#4 +6.8%~ +6.3%~ +3.7%~ 0.9%~ +4.9%~ [8‘2‘;;] 0.799 [g-ggg] [8*23‘9‘]
+67.6%) +66.8%) +62.9%) +55.5%) +64.8%) - : -
0,986 0976 0973 0947 0.964
45 (+6.3%~ (+5.3%~ (+5.0%~ (+2.2%~ (+4.0%~ [8‘%;] 0.908 [8-’9‘%3] [8‘;5@]
+71.7%) +70.1%) +69.5%) +65.0%) +68.0%) - : -
0969 0.951 0,940 0915 0.954
#6 +6.1%~ | (+42%~ (+3.0%~ (+0.2%~ (+4.5%~ e 0.690 05001 0356)
+47.3%) +44.6%) +42.9%) +39.1%) +44.9%) - : -
0972 0.962 0934 0932 0.959
7 +7.5%~ +6.4%~ +3.3%~ +3.1%~ +6.1%~ [ggg}q 0.673 [g-ggg] [8§§§]
+53.8%) +52.2%) +47.8%) +47.5%) +51.7%) - : -
0.950 0.930 0934 0.890 0923
# (+8.0%~ (4+5.7%~ (+6.1%~ (+1.1%~ (+4.9%~ [ggﬁg] 0817 [g'ggg] [8';%]
+34.8%) +32.0%) +32.5%) +26.2%) +31.0%) - : -
0,967 0.958 0942 0.904 0949
Average | (+11.8%~ | (+10.7%~ +8.9%~ +4.5%~ +9. 7%~ [ggzg] 0.799 [g-gﬁ] [8%‘3‘]
+43.7%) +42.3%) +39.9%) +34.3%) +41.0%) 6 : -

Eﬁ%ﬂ/\ﬁﬁﬁ‘%ﬂf VersaPSE EﬁZL.):ﬁﬁfLiFI'JD/\ﬁfhﬂ:ﬁ%ﬁ
HRTRYET 43 LU A A SO 15 21 1 22 ThRE 2l FE VP 2%, ATDCHEA 1) 11 4 5 B VP4l 2%
FERERTE AP T . ‘
7 FE R SEEG £ RO DA 14 50 FE VTS S E Zxevbn-PSM R RBL R, BT IS R o

IF

A =L
% 6.2 4 114 MRS A7 T et 8 F 10 Fl-Score
X VersaPSE VersaPSE VersaPSE VersaPSE VersaPSE
Scenario NG | ettty | ooy | cusiiRn | eudShany KNN-PSM | PR-PSM | BERT-PSM | Vec-PPSM
#1 (+8.2%~ (+9.5% (-4:3%~ 7. 7%~ (+6.5%~ 0.5%9 0.604 0.148 0.388
[0.758) [0.505] [0:454]
+4540%) | +460.9%) +390.3%) +372.8%) +445.6%) - : -
0.841 0.858 0,820 0.763 0.840
# (+2.8%~ (+4.9%~ (+0.2%~ 6.7%~ +2.7%~ [8‘322] 0818 [g'ggg] [8'222]
+131.7%) | +136.3%) +125.9%) +110.2%) +131.5%) - : i
0953 0949 093 0873 0906
#3 +1.4%~ (+1.1%~ (-0.5%n~ 7.0%~ 3.5%~ [8‘%?] 0.939 [gg%] [82%]
+502.9%) | +500.7%) +491.5%) +452.5%) +473.5%) - : :
0.858 0857 086 0752 0,896
#4 F122%~ | (+H11.2%~ (+8.0%~ (1. 7%~ (+7.9%~ [82‘6‘2] 0.747 [8'%%] [82%]
+269.8%) | +266.7%) +256.2%) +224.0%) +255.9%) : : :
0925 0919 0.804 0833 0.368
#5 +43%~ (43.6%~ (+0.8%~ 5.90%~ 22%~ 0261 0.887 0771 0519
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